
STATE OF CALIFORNIA 
STANDARD AGREEMENT 
STD 213 (Rev 06/03) AGREEMENT NUMBER 

ICHC.11172 
REGISTRATION NUMBER 

 

 

1.   This Agreement is entered into between the State Agency and the Contractor named below: 
STATE AGENCY'S NAME 

 

  California Department of Corrections and Rehabilitation   
CONTRACTOR'S NAME 
County of Orange 

 

2. The term of this October 1, 2011 through June 30, 2014 
Agreement is: 

 

3. The maximum amount $16,000.00 
of this Agreement is: Sixteen Thousand Dollars and Zero Cents 

4. The parties agree to comply with the terms and conditions of the following exhibits which are by this reference made a 
part of the Agreement. 
Exhibit A – Scope of Work  1 page(s) 
Exhibit A-1 – Detailed Scope of Work   3 page(s) 
Exhibit B – Budget Detail and Payment Provisions   2 page(s) 
Exhibit C* – General Terms and Conditions GTC 610* 
Exhibit D – Special Terms and Conditions   2 page(s) 
Exhibit E – Data and Security 11 page(s) 
Attachment A – Notification of Breach (4/10) 
Attachment B – (Sample Invoice) 

4 page(s) 
1 page(s) 

 

Items shown with an Asterisk (*), are hereby incorporated by reference and made part of this agreement as if attached hereto. These 

documents can be viewed at  www.ols.dgs.ca.gov/Standard+Language 
 

IN WITNESS WHEREOF, this Agreement has been executed by the parties hereto. 
 

STANDARD 
AGREEMENT                                                                                                    
CONTRACTOR 

California Department of 
General Services Use Only 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Exempt SCM 4.04 

STD 213 (Rev 06/03)CONTRACTOR’S NAME (if other than an individual, state whether a corporation, 
partnership, etc.) 
County of Orange 

AGREEMENT NUMBER 

BY (Authorized Signature) 
" 

ICHC.11017DATE 
SIGNED(Do not type) 

 

PRINTED NAME AND TITLE OF PERSON SIGNING 
Bill Campbell, Chairman, Orange County Board of Supervisors 

REGISTRATION  NUMBER 

ADDRESS 
405 W. 5th Street, 7th Floor 
Santa Ana, CA 92701 

      

1. STATE OF 
CALIFORNIAThis 

Agreement is entered into 
between the State Agency 
and the Contractor named 

below: 

 

AGENCY NAME 
California Department of Corrections and Rehabilitation 

STATE AGENCY'S NAME 

BY (Authorized Signature) 
" 

California Department of 
Corrections and 
RehabilitationDATE 
SIGNED(Do not type) 

 

PRINTED NAME AND TITLE OF PERSON SIGNING 

Terrie Reese, Staff Services Manager I 

CONTRACTOR'S NAME 

ADDRESS 
P.O. Box 4038 
Administrative Support Services/Office of Procurement Services 
Sacramento, CA 95812-4038 

County of Orange 

2. The term of this Upon Approval through June 30, 2014  
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 Agreement is:  
 

3. The maximum amount     $ 0.00 
 of this Agreement is: Zero Dollars and No Cents 
 

4.  The parties agree to comply with the terms and conditions of the following exhibits which are by this reference made a 
part of the Agreement. 

    
 Exhibit A – Scope of Work 

 

1 page(s) 
 Exhibit A-1 – Detailed Scope of Work 2 page(s) 
 Exhibit C* – General Terms and Conditions GTC 610* 
 Check mark one item below as Exhibit D:  
   Exhibit - D Special Terms and Conditions (Attached hereto as part of this agreement) 3  page(s) 
   Exhibit - D* Special Terms and Conditions   
 Exhibit E – Additional Provisions   page(s) 
   
   
Items shown with an Asterisk (*), are hereby incorporated by reference and made part of this agreement as if attached hereto. 

These documents can be viewed at www.ols.dgs.ca.gov/Standard+Language          

 
 
IN WITNESS WHEREOF, this Agreement has been executed by the parties hereto. 

CONTRACTOR California Department of General 

Services Use Only 
CONTRACTOR’S NAME (if other than an individual, state whether a corporation, partnership, etc.) 

County of Orange 
BY (Authorized Signature) 

 

DATE SIGNED(Do not type) 

PRINTED NAME AND TITLE OF PERSON SIGNING 

Bill Campbell, Chairman, Orange County Board of Supervisors 
ADDRESS  
405 W. 5th Street, 7th Floor 

Santa Ana, CA  92701 STATE OF CALIFORNIA 
AGENCY NAME  
California Department of  Corrections and Rehabilitation 
BY (Authorized Signature) 

 

DATE SIGNED(Do not type) 

PRINTED NAME AND TITLE OF PERSON SIGNING  Exempt per: SCM 4.04 
Terrie Reese, Staff Services Manager I  

ADDRESS 

P.O. Box 4038 

Administrative Support Services/Office of Procurement Services 

Sacramento, CA  95812-4038 
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California Department of Corrections and Rehabilitation Exhibit 
A Scope of Work 

 
On 

behalfScope 
of theWork 

 
1. 1.  The California Department of Corrections and Rehabilitation’s /California Correctional Health 

Care Services (CCHCS), County of Orange, () and the Contractor), agrees to agree, the Contractor 
will enroll eligible patient-inmates identified by the Department of Health Care Services (DHCS) in the 
State’s Medi-Cal and Low Income Health Program (LIHP) operated by Contractor for inpatient hospital 
services provided off state correctional institution grounds, pursuant to Penal Code, Section 5072 and 
Welfare and Institutions Code, 145053 Section 14053.7.  

 
2. 2.  The services shall be performed at Contractor’s offices located at County of Orange offices located 

at, 405 W. 5th Street, 7th Floor, Santa Ana, CA  92701. 
 

Street, 7th Floor, Santa Ana, CA 92701. 
 

3.  The services shall be provided during normal business hours for the County of Orange, between the 
hours of 8:00am00 am to 5:00 pm, Monday through  

3. Friday, with the exception of weekends and holidays.   
  

 
4. 4.  The project representatives during the term of this agreement will be: 

 
Contract Manager Project Representative 

State Agency: CCHCS – Healthcare Invoice  
Data and Provider Services Branch 

Contractor:  County of Orange 

Name:  Jill WilliamsonJennifer Kammerer-Pulley Name:  Melissa Tober 
Phone:  (916) 648-83948183 Phone:  (714) 834-5891 
E-mail: jill.williamson@cdcr.ca.govE-mail: 
jennifer.kammerer-pulley@cdcr.ca.gov 

E-mail:   mtober@ochca.comE-mail: 
mtober@ochca.com Fax: (916) 648-8394 Fax:      (714) 834-6292 

Address: 3701 N. Freeway 
Sacramento, CA  95834 

Address:  405 W. 5th Street, 6th Floor 
      Santa Ana, CA 92701 

 

 
Direct all contract inquiries to: 

 
Contract Analyst Contractor Representative 

State Agency: CCHCS – California  
Correctional Health Care Services  

Contractor: County of Orange 

Section/Unit: CCHCS – Procurement Services Section/Unit: Low Income Health Program 
Attention: Stephanie CisnerosSherrell Edison Attention: Melissa Tober 
Address: P.O. Box 4038, Suite 330 

Sacramento, CA  95814 
Address: 405 W. 5th Street, 6th Floor  

Santa Ana, CA  92701 
Phone:  (916) 322-32246702 Phone: (714) 834-5891 
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E-mail:  Stephanie.Cisneros@cdcr.ca.govE-
mail: sherrell.edison@cdcr.ca.gov 

E-mail:  mtober@ochca.comE-mail: 
mtober@ochca.com Fax:      (916) 324-5645322-6702 Fax:   (714) 834-6292 

 
5. 5.   Contractor Agreesagrees to provide services in the manner specified herein and as detailed in 

AttachmentExhibit A-1, Detailed Scope of Work. 
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Detailed Scope of Work 

 

Background 
 

On February 14, 2006, the United States District Court for the Northern District of California, in Case No. 
C01-1351 TEH, Plata v. Brown, suspended the exercise of power by the Secretary of the California 
Department of Corrections and Rehabilitation (CDCR), as it relates to the administration, control, 
management, operation, and financing of the California prison medical health care system, and granted 
these powers to the Receivership.  CPHCS’ authority to claim California Correctional Health Care 
Services (CCHCS) includes the area within CDCR that reports to the Receiver, and for convenience in this 
Agreement the term “CCHCS” refers to that area or, where the context so suggests, to CDCR.  CCHCS’ 
authority to expend state funds for health care services to state inmates on behalf of CDCR is authorized 
and mandated by the federal court order. 

 
On October 19, 2010, Assembly Bill 1628 was signed into law by the Governor removing a restriction 
barring state prison inmates from enrollment into the State’s Medi-Cal and Low Income Health Program for 
inpatient services provided off of state correctional institution grounds (Penal Code, Section 5072 and 
Welfare and Institutions Code, 140537 Section ).  These provisions were subsequently amended on June 
30, 2011, when Senate Bill 92 was signed into law. 

 
CCHCS and DHCS under separate Interagency Agreement have agreed to the method CCHCS is to use to 
submit patient-inmate information for participation in the Federal Financial Participation program (FFP) and 
the Low Income Health Program (LIHP), to DHCS. 

 
Scope of Services 

 
On behalf of CCHCS, the Contractor agrees to enroll eligible patient-inmates identified by the DHCS in the 
State’s Medi-Cal and LIHP operated by Contractor for inpatient services provided off state correctional 
institution grounds, pursuant to Penal Code, Section 5072 and Welfare and Institutions Code, 145053 
Section 14053.7. , to the extent authorized in this agreement and specifically in Exhibit D Special Terms 
and Conditions (STC) attached hereto. 

 
Services shall include, but are not limited to, the following: 

 
1. 1.  CCHCS 

Responsibilities 
 

A.  Reimburse hospitals at CCHCS contracted rates and / /or in accordance with Penal Code Section 
A. 5
023.5.  

 
B. Submit and trackB. Track monthly a Certified Public Expenditure (CPE) to the local LIHP (Low 

Income Health Program) for claiming and payment of FFP (Federal Financial Participation) for 
expenditures, made by CCHCS on behalf of CDCR, for medically necessary inpatient hospital 
services provided for approved LIHP off of the grounds of a state correctional institution to 
patient-inmates. The CPE shall serve as proof of payment for inpatient hospital services provided 
to the LIHP patient-inmates as permitted by eligible for LIHP. Quarterly CCHCS shall submit to 
Contractor invoices reflecting such expenditures for the quarter with a certification that the public 
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expenditures are appropriate for claiming Federal Financial Participation (FFP). The certified 
public expenditures (CPE) shall comply with federal law under 42 CFR Section 433.51. 

 
DHCS C.  Reimburse Contractor a one-time processing fee as required by Penal Code Section 

5072(c)(4) using a rate in the amount of $10.00 per patient-inmate enrollee. The processing fee 
shall not be paid for a redetermination of current enrollment.  These state funds shall be paid to 
Contractor for the non-federal share of routine administrative expenditures incurred in carrying 
out this Agreement. 
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D.  Reimburse  Contractor  for  one-time  non-federal  share  of  allowable  administrative  
costs associated with the CCHCS share of the set up of Contractor’s LIHP as agreed upon by 
both parties, not to exceed $5,000. 

 

2. 2.  Contractor Responsibilities  
 

Contractor agrees to the following: 
 

A. A.  If DHCS provides to Contractor a list of patient-inmates that DHCS shall provide to the local 
LIHP the necessary has determined eligible for Contractor’s LIHP, consistent with federal and 
state law and the eligibility information to criteria adopted by Contractor, Contractor shall enroll 
the patient-inmates inmate into the local LIHP, as determined by DHCS.  

 

B. Review and authorize CPE claims to submit to accounting for approval of FFP allowed.  
 

3. Contractor Responsibilities  
 

A. Enroll the eligible patient-inmates identified by DHCS in the localContractor’s LIHP within 10 
days of notification.  
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Submit 
B. B. If Contractor receives quarterly invoices and certifications reflecting CPEs from CCHCS, 

Contractor shall submit an appropriate claim based on those invoices and certifications to DHCS 
quarterly for claiming of FFP. Contractor agrees to provide an attestation and documentation to 
DHCS certifyingregarding enrollment information and payment made by CCHCS.  

 

C. Submit Quarterly CPE claim to DHCS for processing of  if required by the approved protocol 
for claiming FFP. 

 
D. Reimburse CCHCS quarterly, the FFP received from DHCS for those services covered by LIHP 

within 30 days of receipt. 
 

3.  Additional Provisions: 
 

A.  The parties agree that Contractor’s obligations under this Agreement shall not begin until 
such time as the Centers for Medicare and Medicaid Services (CMS) has approved the 
protocol for claiming  FFP  for  services  rendered  to  patient-inmates that  are  arranged  for  
and  paid  by CCHCS. 

 

B.  Pursuant to Penal Code section 5072, subdivision (c)(3), the Contractor shall not 
experience any additional net expenditures of county funds due to the provision of services 
under this contract or section 5072. 

 

A. C. The Contractor shall be held harmless for any disallowance or deferral if federal action is 
taken due to the implementation of this section in accordaccordance with the state’s policies, 
directions, and requirements, as required by Penal Code Section 5072 (c) (2).  , subdivision 
(d)(3). 
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SPECIAL TERMS AND CONDITIONS 

 

D. Services provided to patient-inmates under custody of CDCR shall be arranged, monitored, and 
paid by CCHCS. Contractor shall have no responsibility for providing; arranging, reimbursing, or 
coordinating services to the patient-inmates enrolled in the LIHP, and shall not be responsible 
for the quality of services provided by CDCR or CCHCS. CDCR, CCHCS, and the providers of 
services to patient-inmates held in state facilities shall not be considered subcontractors of 
Contractor’s LIHP, and shall have no right to seek reimbursement from Contractor. 
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California Department of Corrections and Rehabilitation 

ICHC.11172 
Exhibit B 

1 
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Budget Detail and Payment Provisions 
 

 
1. Invoicing and Payment 

 
A.  For services satisfactorily rendered, and upon receipt and approval of the invoices, the State 

agrees to compensate the Contractor for actual expenditures incurred in accordance with the 
rates listed in Exhibit A-1, Detailed Scope of Work, Items 1.C and 1.D. 

 
B.  Invoices shall include the Agreement Number, sufficient scope and detail to define the actual 

work performed and specific milestones completed, including a description of the activities of the 
Contractor and Subcontractor, the hours allocated to those activities, the locations where work 
was performed, the expenses claimed, any required reports, and shall be submitted in duplicate 
not more frequently than monthly in arrears to: 

 
California Department of Corrections and Rehabilitation 

Attn: Accounts Payable 
P.O. Box 187015 

Sacramento, CA 95818 
 

2.  Budget Contingency Clause 
 

A.  It is mutually agreed that if the Budget Act of the current year and/or any subsequent years 
covered under this Agreement does not appropriate sufficient funds for the program, this 
Agreement shall be of no further force and effect. In this event, the State shall have no liability to 
pay any funds whatsoever to Contractor or to furnish any other considerations under this 
Agreement and Contractor shall not be obligated to perform any provisions of this Agreement. 

 
B.  If funding for any fiscal year is reduced or deleted by the Budget Act for purposes of this 

program, the State shall have the option to either cancel this Agreement with no liability 
occurring to the State, or offer an agreement amendment to Contractor to reflect the reduced 
amount. 

 
3. Prompt Payment Clause 

 
Payment will be made in accordance with, and within the time specified in, Government Code Chapter 
4.5, commencing with Section 927. 

 

 
4.  Fund Availability 

 

 
A.  It is mutually understood between the parties that this contract may have been written for the 

mutual benefit of both parties before ascertaining the availability of congressional appropriation 
of funds, to avoid program and fiscal delays that would occur if the contract were executed after 
that determination was made. 

 
B.  This contract is valid and enforceable only if sufficient funds are made available to the state by 

the United State Government for the fiscal year(s) covered by the terms of this agreement. In 
addition, this contract is subject to any additional restrictions, limitations, or conditions enacted 
by the Congress or to any statute enacted by the Congress that may affect the provisions, 
terms, or funding of this contract in any manner. 
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California Department of Corrections and Rehabilitation 
Budget Detail and Payment Provisions 

Exhibit B 

 

C.  The  parties  mutually  agree that  if the  Congress  does  not appropriate  sufficient  funds for the 
program, this contract shall be amended to reflect any reduction in funds. 

 
D.  The department has the option to invalidate the contract under the 90-day cancellation clause or 

to amend the contract to reflect any reduction in funds. 
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California Department of Corrections and Rehabilitation Exhibit D 
Special Terms and Conditions 

 

1.  Excise Tax  
1.  

The State of California is exempt from federal excise taxes, and no payment will be made for any taxes 
levied on employees' wages. The State will pay for any applicable State of California or local sales or 
use taxes on  the services rendered or  equipment or  parts supplied pursuant to  this Agreement. 
California may pay any applicable sales and use tax imposed by another state.  

 
2. 2.  Force Majeure  

 

Neither party shall be liable to the other for any delay in or failure of performance, nor shall any such 
delay in or failures of performance constitute default, if such delay or failure is caused by “Force 

Majeure.”  As used in this section, “Force Majeure” is defined as follows: Acts of war and acts of God 
such as earthquakes, floods, and other natural disasters such that performance is impossible.  

 
3. 3.  Inspection of Services  

 
Services performed by Contractor under this Agreement shall be subject to inspection by the 
CPHCSCCHCS at any and all times during the performance thereof.  

If the CPHCS official conducting the inspection determines that the services performed by 
Contractor (and/or materials furnished in connection therewith) are not in accordance with the 
specification, CPHCS may, at its option, have the work performed by an alternate provider, 
charging the Contractor with any excess cost occasioned thereby.  

 
4. 4.  License and Permits  

 

The Contractor shall be an individual or firm licensed to do business in California and shall obtain at 
his/her expense all license(s) and permit(s) required by law for accomplishing any work required in 
connection with this contract.  

 

A. A. If you are a Contractor located within the State of California, a business license from the 
city/county in which you are headquarted is necessary; however, if you are a corporation, a copy 
of your incorporation documents/letter from the Secretary of State’s Office can be submitted. If 
you are a Contractor outside the State of California, you will need to submit to CPHCSCCHCS a 
copy of your business license or incorporation papers for your respective State showing that 
your company is in good standing in that state.  

 

B. B.  In the event, any license(s) and/or permit(s) expire at any time during the term of this 
contract; Contractor agrees to provide CPHCSCCHCS with a copy of the renewed license(s) 
and/or permit(s) within 30 days following the expiration date. In the event the Contractor fails to 
keep in effect at all times all required license(s) and permit(s), the State may, in addition to any 
other remedies it may have, terminate this contract upon occurrence of such event.  
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County of Orange ICHC.11172 
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5. 5.  Liability for Loss and Damages  
 

Any damages by the contractorContractor to the State's facility including equipment, furniture, materials 
or other State property will be repaired or replaced by the contractorContractor to the satisfaction of the 
State at no cost to the State. The State may, at its option, repair any such damage and deduct the cost 
thereof from any sum due contractorContractor under this Agreement.  

 
6. 6.  Liability for Nonconforming Work  

 

The contractorContractor will be fully responsible for ensuring that the completed work conforms to the 
agreed upon terms. If nonconformity is discovered prior to the contractor'sContractor's deadline, the 
contractorContractor will be given a reasonable opportunity to cure the nonconformity. If the 
nonconformity is discovered after the deadline for the completion of the project, CDCCCHCS, in its 
sole discretion, may use any reasonable means to cure the nonconformity. The contractorContractor 
shall be responsible for reimbursing CDCCCHCS for any additional expenses incurred to cure such 
defects.  
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County of Orange 
California Department of Corrections and Rehabilitation 
Special Terms and Conditions 

ICHC.11172 
Exhibit D 

 

 

7. 7.  Right to Terminate (SCM 7.85)  
 

A. A.  The State reserves the right to terminate this Agreement subject to thirty (30) days written 
notice to the Contractor. Contractor may submit a written request to terminate this Agreement 
only if the State should substantially fail to perform its responsibilities as provided herein.   

 

B. B.  However, the Agreement can be immediately terminated for cause. (Refer to GTC, Exhibit 
C, Item 7. Termination for Cause).  

 

C. C.  This agreementAgreement may be suspended or cancelled without notice, at the option of the 
Contractor, if the Contractor or State’s premises or equipment are destroyed by fire or other 
catastrophe, or so substantially damaged that it is impractical to continue service, or in the event 
the Contractor is unable to render service as a result of any action by any governmental authority.  

8. Temporary Nonperformance  

If, because of mechanical failure or for any other reason, the contractor shall be temporarily unable to 
perform the work as required, the State, during the period of the contractor's inability to perform, reserves 
the right to accomplish the work by other means and shall be reimbursed by the contractor for any 
additional costs above the Agreement price.  A person, firm or corporation furnishing or supplying work 
services, materials or supplies in connection with the performance of this Agreement, and from any and all 
claims and losses accruing  

or resulting to any person, firm or corporation who may be injured or damaged by the contractor 
in the performance of this Agreement.  

 
9. 8.  Settlement of Disputes  

 

In the event of a dispute, Contractor shall file a "Notice of Dispute" with the California Prison Health Care 
Services (CPHCS)CCHCS representative within ten (10) days of discovery of the problem.  Within ten (10) 
days, CPHCSCCHCS representative shall meet with the ContractorContractor’s representative for 
purposes of resolving the dispute. The decision of CPHCS shall be final. In the event of a If the parties are not 
successful in informally resolving their dispute, the language contained within this Agreement shall prevail 
over any other language either party may seek remedy or relief through any mechanism allowed by 
law. 

 
9.  Access to Books and Record 

 
Contractor shall maintain all records and supporting documentation pertaining to the performance of this 
Agreement.  Contractor agrees to maintain such records for a period of five years after final payment, 
unless identified for or under an audit review in which case all documentation pertaining to the claim will 
be maintained until the audit is completed.  Contractor agrees to allow CCHCS, DHCS and/or Federal 
representatives, access to such records during normal business hours and to allow interviews of any 
employees who might reasonably have information related to such records as necessary for any state 
or federal auditing purposes on behalf of the LIHP program. If Contractor has a demonstrated need that 
cannot be met through access by DHCS and/or Federal representatives, CCHCS shall provide 
Contractor access to all appropriate records and supporting documentation, subject to the privacy and 
security provisions of applicable state and federal laws. 

 
10. Indemnification (Supersedes provision number 5, Indemnification, of Exhibit C) 
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Pursuant to Penal code section 5072, subdivision (d)(1), the state shall indemnify and hold Contractor 
harmless against any and all losses, including that , but not limited to, claims, demands, liabilities, court 
costs, judgments, or obligations, due to the implementation of Penal Code section 5072 as directed by 
the secretary and the State Department of Health Care Services. 
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Data and Security 
 

 

WHEREAS, the Department of Health Care Services, hereinafter referred to in this Exhibit as 
“Business Associate,” acknowledges that the CDCR, hereinafter referred to in this Exhibit as “Covered 
Entity,” has in its possession data that contains individual identifiable health information as defined by 
Health Insurance Portability and Accountability Act of 1996, Pub. L. No. 104-191 ("HIPAA") and the 
regulations promulgated thereunder; 

 

WHEREAS, Business Associate and Covered Entity acknowledge that the fulfillment of the Parties' 
obligations under this Service Agreement necessitates the bid proposal.exchange of, or access to, 
data including individual identifiable health information;  and, 

 
WHEREAS, the parties desire to comply with federal and California laws regarding the use and 
disclosure of individually identifiable health information, and in particular with the provisions of the 
federal Health Insurance Portability and Accountability Act of 1996 (HIPAA), the Health Information 
Technology for Economic and Clinical Health Act, Public Law 111-005 (HITECH Act) and the 
regulations promulgated thereunder. 

 
NOW, THEREFORE, in consideration of the mutual promises and covenants hereinafter contained, 
the Parties agree as follows: 

 
ARTICLE 1 – DEFINITIONS 

 
Terms used, but not otherwise defined, in this Exhibit shall have the meanings set forth below. 

 
1.1 "HHS Transaction Standard Regulation" means the Code of Federal Regulations ("CFR") at 

Title 45, Sections 160 and 162. 
 
1.2 “Individual” means the subject of protected health information (PHI) or, if deceased, his or her 

personal representative. 
 
1.3 "Parties" shall mean the Covered Entity and Business Associate.  (Covered Entity and 

Business Associate, individually, may be referred to as a "Party".) 
 
1.4 “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health 

Information at 45 CFR Part 160 and Part 164, Subparts A and E. 
 
1.5 “PHI” shall have the same meaning as the term “protected health information” in 45 CFR 

§164.501, limited to the information created or received by Business Associate from or on 
behalf of the Covered Entity. 

 
1.6 “Required By Law” shall have the same meaning as “required by law” in 45 CFR §164.501. 

 
1.7 “Secretary” shall mean the Secretary of the Department of Health and Human Services or his 

designee. 
 
Any other terms used, but not otherwise defined, in this Exhibit shall have the same meaning as those 
terms in the Privacy Rule. 
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ARTICLE 2 - CONFIDENTIALITY 
 
2.1 Obligations and Activities of Business Associate 

 
Business Associate agrees as follows: 

 
• not to use or further disclose PHI other than as permitted or required by this 

Agreement or as Required By Law; 
 

• to establish, maintain, and use appropriate safeguards to prevent use or disclosure of 
the PHI other than as permitted herein; 

 
• to report to Covered Entity any use, access or disclosure of the PHI not provided for by 

this Agreement, or any misuse of the PHI, including but not limited to systems 
compromises of which it becomes aware and to mitigate, to the extent practicable, any 
harmful effect that is known to Business Associate as a result thereof.  Business 
Associate shall be responsible for any and all direct costs (including the costs of 
Covered Entity) associated with mitigating or remedying any violation of this 
Agreement; 

 
• to enforce and maintain appropriate policies, procedures, and access control 

mechanisms to ensure that any agent, including a subcontractor, to whom it provides 
PHI received from, or created or received by Business Associate on behalf of Covered 
Entity agrees to the same restrictions and conditions that apply through this 
Agreement to Business Associate with respect to such information.  The access and 
privileges granted to any such agent shall be the minimum necessary to perform the 
assigned functions; 

 
• to provide access, at the request of Covered Entity, and in the time and manner 

reasonable designated by Covered Entity, to PHI in a Designated Record Set (as 
defined in the Privacy Rule), to Covered Entity or, as directed by Covered Entity, to an 
Individual in order to meet the requirements under 45 CFR §164.524; 

 
• to make any amendment(s) to PHI in a Designated Record Set that the Covered Entity 

directs or agrees to pursuant to 45 CFR §164.526 at the request of Covered Entity or 
an Individual, and in the time and manner reasonably requested by Covered Entity. 

 
• to make internal practices, books, and records relating to the use and disclosure of 

PHI received from, or created or received by Business Associate on behalf of, 
Covered Entity available to the Covered Entity, or at the request of the Covered Entity 
to the Secretary, in a time and manner reasonably requested by Covered Entity or 
designated by the Secretary, for purposes of the Secretary determining Covered 
Entity’s compliance with the Privacy Rule. 

 
• to document such disclosures of PHI, and information related to such disclosures, as 

would be required for Covered Entity to respond to a request by an Individual for an 
accounting of disclosures of PHI in accordance with 45 CFR §164.528.  Said 
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documentation shall include, but not be limited to, the date of the disclosure, the name 
and, if known, the address of the recipient of the PHI, a brief description of the PHI 
disclosed, and the purpose of the disclosure.  Said documentation shall be made 
available to Covered Entity upon request. 

 
• to provide to Covered Entity or an Individual, in a time and manner reasonably 

requested by Covered Entity, information collected in accordance with the preceding 
paragraph to permit Covered Entity to respond to a request by an Individual for an 
accounting of disclosures of PHI in accordance with 45 CFR §164.528. 

 
• to promptly notify Covered Entity of all actual or suspected instances of deliberate 

unauthorized attempts (both successful and unsuccessful) to access PHI.  Such notice 
shall be made to Covered Entity by telephone as soon as Business Associate 
becomes aware of the unauthorized attempt, and this telephone notification shall be 
followed within two (2) calendar days of the discovery of the unauthorized attempt by a 
written report to Covered Entity from Business Associate.  Business Associate shall, at 
the same time, report to Covered Entity any remedial action taken, or proposed to be 
taken, with respect to such unauthorized attempt.  Covered Entity shall have the 
discretion to determine whether or not any such remedial action is sufficient, and all 
such remedial action shall be at Business Associate’s expense. 

 
• to maintain and enforce policies, procedures and processes to protect physical access 

to hardware, software and/or media containing PHI (e.g., hardcopy, tapes, removable 
media, etc. ) against unauthorized physical access during use, storage, transportation, 
disposition and /or destruction. 

 
• to ensure that access controls in place to protect PHI and processing resources from 

unauthorized access are controlled by two-factor identification and authentication: a 
user ID and a Token, Password or Biometrics. 

 
• to implement, use and monitor its compliance with appropriate technological, 

administrative and physical safeguards to prevent the use or disclosure of PHI other 
than as permitted by this Agreement.  Business Associate shall provide Covered Entity 
with evidence of such safeguards upon Covered Entity’s request.  Covered Entity has 
the right to determine, in its sole discretion, whether such safeguards are appropriate, 
and to require any additional safeguards it deems necessary.  If Covered Entity 
requires additional safeguards that Business Associate does not adopt, either party 
may terminate this Agreement upon 30 days notice to the other party. 

 
• In the event that Business Associate is served with legal process (e.g. a subpoena) or 

request from a governmental agency (e.g. the Secretary) that potentially could require 
the disclosure of PHI, Business Associate shall provide prompt (i.e., within twenty-four 
(24) hours) written notice of such legal process (including a copy of the legal process 
served) to the designated person at the Covered Entity.  In addition, Business 
Associate shall not disclose the PHI without the consent of Covered Entity unless 
pursuant to a valid and specific court order or to comply with a requirement for review 
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of documents by a governmental regulatory agency under its statutory or regulatory 
authority to regulate the activities of either party. 

 
• to submit to periodic audits by Covered Entity verifying Business Associate’s 

compliance with appropriate technological, administrative and physical safeguards to 
prevent the use or disclosure of PHI other than as permitted by this Agreement, as 
well as compliance with the terms and conditions pursuant to this Agreement and 
compliance with state and federal laws and regulations.  Audit review may be 
undertaken directly by the Covered Entity or by third parties engaged by the Covered 
Entity.  Business Associate shall cooperate fully with Covered Entity or any such third 
party in connection with such audits. 

 
2.2 Disclosures Required By Law 

 
In the event that Business Associate is required by law to disclose PHI, Business Associate will 
immediately provide Covered Entity with written notice and provide Covered Entity an opportunity to 
oppose any request for such PHI or to take whatever action Covered Entity deems appropriate. 

 
2.3 Specific Use and Disclosure Provisions 

 
• Except as otherwise limited in this Agreement, Business Associate may use PHI only 

to carry out the legal responsibilities of the Business Associate under this Service 
Agreement. 

 
• Except as otherwise limited in this Agreement, Business Associate may only disclose 

PHI (i) as Required By Law, or (ii) in the fulfillment of its obligations under the Service 
Agreement and provided that Business Associate has first obtained (A) the consent of 
Covered Entity for such disclosure, (B) reasonable assurances from the person to 
whom the information is disclosed that the PHI will remain confidential and used or 
further disclosed only as Required By Law or for the purpose for which it was 
disclosed to the person, and (C) reasonable assurances from the person to whom the 
information is disclosed that such person will notify the Business Associate of any 
instances of which it is aware in which the confidentiality of the information has been 
breached. 

 
2.4 Obligations of Covered Entity 

 
• Covered Entity shall notify Business Associate of any limitations in its notice of privacy 

practices of Covered Entity  in accordance with 45 CFR §164.520, to the extent that 
such limitation may affect Business Associate's use or disclosure of PHI. 

• Covered Entity shall notify Business Associate of any changes in, or revocation of, 
permission by an Individual to use or disclose PHI, to the extent that such changes 
may affect Business Associate’s use or disclosures of PHI. 

• Covered Entity shall notify Business Associate of any restriction  to the use or 
disclosure of PHI that Covered Entity has agreed to in accordance with  45 CFR 
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§164.522, to the extent that such restriction may affect Business Associate's use or 
disclosure of PHI. 

 
• For any PHI received by Covered Entity from Business Associate on  behalf of a third 

party or another covered entity, Covered Entity agrees to be bound to the obligations 
and activities of Business Associate enumerated in Section 2.1 as if and to the same 
extent Covered Entity was the named Business Associate hereunder. 

 
2.5 Permissible Requests by Covered Entity 

 
Covered Entity shall not request Business Associate to use or disclose PHI in any manner that would 
not be permissible under the Privacy Rule if done by the Covered Entity. 

 
2.6 Policy and Procedure Review 

 
Upon request, Business Associate shall make available to Covered Entity any and all documentation 
relevant to the safeguarding of PHI including but not limited to current policies and procedures, 
operational manuals and/or instructions, and/or third party agreements. 

 

 
 

ARTICLE 3 – SECURITY 
 
3.1 Security Procedures 

 
Each Party shall employ security procedures that comply with HIPAA and the HITECH Act and all 
other applicable state and federal laws and regulations (collectively, the "Law"), to ensure that 
transactions, notices, and other information that are electronically created, communicated, processed, 
stored, retained or retrieved are authentic, accurate, reliable, complete and confidential.  Moreover, 
each Party shall, and shall require any agent or subcontractor involved in the electronic exchange of 
data to: 

• require its agents and subcontractors to provide security for all data that is 
electronically exchanged between Covered Entity and Business Associate; 

 
• provide, utilize, and maintain equipment, software, services and testing necessary to 

assure the secure and reliable transmission and receipt of data containing PHI; 
 

• maintain and enforce security management policies and procedures and utilize 
mechanisms and processes to prevent, detect, record, analyze, contain and resolve 
unauthorized access attempts to PHI or processing resources; 

 
• maintain and enforce policies and guidelines for workstation use that delineate 

appropriate use of workstations to maximize the security of data containing PHI; 
 

• maintain and enforce policies, procedures and a formal program for periodically 
reviewing its processing infrastructure for potential security vulnerabilities; 

 
• implement and maintain, and require its agents and subcontractors to implement and 

maintain, appropriate and effective administrative, technical and physical safeguards 
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to protect the security, integrity and confidentiality of data electronically exchanged 
between Business Associate and Covered Entity, including access to data as provided 
herein.  Each Party and its agents and subcontractors shall keep all security measures 
current and shall document its security measures implemented in written policies, 
procedures or guidelines, which it will provide to the other Party upon the other Party’s 
request. 

 

 
 

ARTICLE 4 - EXCHANGE OF STANDARD TRANSMISSIONS 
 
4.1 Obligations of the Parties 

 
Each of the Parties agrees that for the PHI: 

 
• it will not change any definition, data condition or use of a data element or segment as 

proscribed in the HHS Transaction Standard Regulation. 
 

• it will not add any data elements or segments to the maximum denied data set as 
proscribed in the HHS Transaction Standard Regulation. 

 
• it will not use any code or data elements that are either marked "not used" in the HHS 

Standard's implementation specifications or are not in the HHS Transaction Standard's 
implementation specifications. 

 
• it will not change the meaning or intent of any of the HHS Transaction Standard's 

implementation specifications. 
 
4.2 Incorporation of Modifications to HHS Transaction Standards. 

 
Each of the Parties agrees and understands that from time-to-time, HHS may modify and set 
compliance dates for the HHS Transaction Standards.  Each of the Parties agrees to 
incorporate by reference into this Agreement any such modifications or changes. 

 
4.3 Code Set Retention 

 
If applicable, both parties understand and agree to keep open code sets being processed or 
used in this Agreement for at least the current billing period or any appeal period, which ever is 
longer. 

 
4.4 Business Associate Obligations 

 
• Business Associate shall not submit duplicate transmissions unless so requested by 

Covered Entity. 
 

• Business Associate shall only perform those transactions, which are authorized by 
Covered Entity.  Furthermore, Business Associate assumes all liability for any 
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damage, whether direct or indirect, to the electronic data or to Covered Entity's 
systems caused by Business Associate's unauthorized use of such transactions. 

 

 

• Business Associate shall hold Covered Entity harmless from any claim, loss or 
damage of any kind, whether direct or indirect, whether to person or property, arising 
out of or related to (1) Business Associate's use or unauthorized disclosure of the 
electronic data; or (2) Business Associate’s submission of data, including but not 
limited to the submission of incorrect, misleading, incomplete or fraudulent data. 

 
• Business Associate agrees to maintain adequate back-up files to recreate 

transmissions in the event that such recreations become necessary.  Back-up tapes 
shall be subject to this Agreement to the same extent as original data. 

 
• Business Associate agrees to trace lost or indecipherable transmissions and make 

reasonable efforts to locate and translate the same.  Business Associate shall bear all 
costs associated with the recreation of incomplete, lost or indecipherable 
transmissions if such loss is the result of an act or omission of Business Associate. 

 
• Business Associate and Covered Entity shall keep and maintain all inmate eligibility 

source and/or electronic documents for a period of six (6) years from the date of 
document submission to Covered Entity. 

 
• Except encounter data furnished by Business Associate to Covered Entity, Business 

Associate shall not (other than to correct errors) modify any data to which it is granted 
access under this Agreement or derive new data from such existing data.  Any 
modification of data is to be recorded, and a record of such modification is to be 
retained by Business Associate for a period of three (3) years. 

 
• Business Associate shall not disclose security access codes to any third party in any 

manner without the express written consent of Covered Entity.  Business Associate 
furthermore acknowledges that Covered Entity may change such codes at any time 
without notice.  Business Associate shall assume responsibility for any damages 
arising from its disclosure of the security access codes or its failure to prevent any 
third party use of the system without the express written consent of Covered Entity. 

 
• Business Associate agrees to conduct testing with Covered Entity to ensure delivery of 

files that are HIPAA-AS Compliant and to accommodate standard business 
requirements. 

 
4.5 Confidential and Proprietary Information 

 
Proprietary Information 

 
• Business Associate acknowledges that it will have access to certain proprietary 

information used in Covered Entity’s business.  Covered Entity’s proprietary 
information derives its commercial value from the fact that it is not available to 
competitors or any third parties, and the disclosure of this information would or could 
impair Covered Entity’s competitive position or otherwise prejudice its ongoing 
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business.  Business Associate agrees to treat as confidential, and shall not use for its 
own commercial purpose or any other purpose, Covered Entity’s proprietary 
information.  Business Associate shall safeguard Covered Entity’s proprietary 

 
• information against disclosure except as may be expressly permitted herein.  Such 

proprietary information includes, but is not limited to, confidential information 
 

• concerning the business operations or practices of Covered Entity, including specific 
technology processes or capabilities. 

 

 
 

ARTICLE 5 – MISCELLANEOUS 
 
5.1 Indemnification 

 
DHCS and CPHCS shall mutually defend, indemnify and hold each other and their respective 
agencies, officers, employees, and agents harmless from and against any and all liability, 
loss, expense, attorneys’ fees, or claims for injury or damages arising out of the performance 
of this Agreement but only in proportion to and to the extent such liability, loss, expense, 
attorneys’ fees, or claims for injury or damages are caused by or result from the acts or 
omissions of either DHCS’ or CPHCS’s officers, employees, and/or agents. 

 
5.2 Term and Termination 

 
• Term.  The Term of this Agreement shall be effective as of the first date of commencement of 

services under this entire agreement, and shall terminate when all of the PHI provided by 
Covered Entity to Business Associate, or created or received by Business Associate on 
behalf of Covered Entity is destroyed or returned to Covered Entity, or, if it is infeasible to 
return or destroy PHI, protections are extended to such information, in accordance with the 
termination provisions in this Section. 

 
• Termination for Cause. Upon a material breach by Business Associate of its obligation 

hereunder, Covered Entity may (i) terminate this Agreement and the Service Agreement;  (ii) 
permit Business Associate to cure the breach; (iii) report the violation to the Secretary; 
and/or (iv) require Business Associate to take such other action as Covered Entity may 
request, at Business Associate’s expense. 

 

 

• Covered Entity’s remedies under this paragraph shall be cumulative, and the exercise of any 
remedy shall not preclude the exercise of any other.  If Covered Entity elects to terminate the 
Agreement pursuant to a breach of terms and conditions of this Exhibit, Covered Entity shall 
be relieved of any further obligations under the entire Agreement, and shall be immediately 
entitled to a refund of any amounts prepaid from the date of the termination through the end 
of the payment period, on a pro rata basis. 
The foregoing termination language is in addition to any other termination language set forth 
in the entire agreement. 

F. Redline Version to Attachment C

HCA ASR 12-001461 Page 23 of 33



County of Orange 
California Department of Corrections and Rehabilitation 
Data and Security 

ICHC.11172 
Exhibit E 

9 

 

 

 

• Effect of Termination. 
 

(i)  Except as provided in paragraph 5.2, upon termination of this Agreement, for any 
reason, Business Associate shall return or destroy all PHI received from Covered Entity, 
or created or received by Business Associate on behalf of Covered Entity.  This 
provision shall apply to PHI that is in the possession of subcontractors or agents of 
Business Associate. Business Associate shall retain no copies of the PHI. 

 
(ii) In the event that Business Associate determines that returning the PHI is infeasible, 

Business Associate shall provide to Covered Entity notification of the conditions that 
make return or destruction infeasible.  Upon Covered Entity's agreement that return or 
destruction of PHI is infeasible, Business Associate shall extend the protections of this 
Agreement to such PHI and limit further uses and disclosures of such PHI to those 
purposes that make the return or destruction infeasible, for so long as Business 
Associate maintains such PHI. 

 
5.3 Disputes 

 
HIPAA Appeal Procedures 
CDCR has established and shall maintain an appeal procedure in accordance with CDCR Department 
Operations Manual, Section 22040.16.  Business Associate agrees that disputes arising under the 
terms of this Exhibit shall be resolved in accordance with the following: 

 
• Verbal Appeal 

 
Business Associate and CDCR’s Privacy Officer shall first attempt to resolve the problem by 
informal discussion.  Business Associate agrees that CDCR’s Division of Correctional Health 
Care Services shall be used as a resource in solving potential disputes. 

 
• Informal Appeal 

 
If the issue is not resolved at the verbal appeal level, Business Associate shall file, within thirty 
(30) working days, an informal written appeal specifying:  the issue(s) of dispute, legal authority 
or other basis for Business Associate’s position, supporting evidence, and remedy sought, with 
the CDCR Chief, Licensing and Information Systems, and provide a photocopy to the CDCR 
Assistant Deputy Director, Office of Business Services.  The CDCR Chief, Licensing and 
Information Systems, shall make a determination on the issue and respond in writing within 
thirty (30) working days of receipt of the informal appeal, indicating the decision reached. 

 
• Formal Appeal 

 
Should Business Associate disagree with the informal appeal decision, Business Associate 
shall submit, within ten (10) working days after Business Associate’s receipt of the decision of 
the informal appeal, to the CDCR Deputy Director, Division of Correctional Health Care 
Services, and a photo copy to the CDCR, Assistant Deputy Director, Office of Business 
Services, written notification indicating why the informal appeal decision is unacceptable, along 
with a copy of the original statement of dispute and a copy of CDCR’s response.  The CDCR 
Deputy Director, Division of Correctional Health Care Services, or his/her designee may meet 
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with Business Associate to review the issues within twenty (20) working days of the receipt of 
Business Associate's notification and shall provide Business Associate with written notification 
of the decision within forty-five (45) working days from the receipt of the formal appeal. 

 
• The foregoing dispute process is solely for the purpose of disputes arising from the terms and 

conditions of this Exhibit.  Disputes in relation to the scope of work and other terms and 
conditions shall be in accordance with any other dispute language set forth in the entire 
Agreement. 

 

 
 

5.4 Injunctive Relief 
 
Notwithstanding any rights or remedies provided for in Section 5.3, Covered Entity retains all rights to 
seek injunctive relief to prevent the unauthorized use of disclosure of PHI by Business Associate or 
any agent, contractor or third party that received PHI from Business Associate. 

 

 
 

5.5 Regulatory References 
 
A reference in this Agreement to a section in the Privacy Rule means the section as in effect or as 
amended. 

 
• Amendment. 

The Parties agree to take such action as is necessary to amend this Agreement from time to 
time to the extent necessary for Covered Entity to comply with the requirements of HIPAA and 
the HITECH Act and their regulations.  All amendments to this Exhibit shall be in writing and 
signed by both parties through a formal amendment to the entire agreement. 

 
• Survival. 

The respective rights and obligations of Business Associate and Covered Entity under Sections 
4.5, 5.1 and 5.2 of this Agreement shall survive the termination of this Agreement. 

 
• Limitation of Damages. 

Other than liabilities under Section 5.1, neither party shall be liable to the other for any special, 
incidental, exemplary, punitive or consequential damages arising from or as a result of any 
delay, omission, or error in the electronic transmission or receipt of any information pursuant to 
this Agreement, even if the other Party has been advised of the possibility of such damages. 

 
• Interpretation. 

Any ambiguity in this Agreement shall be resolved to permit Covered Entity to comply with the 
Privacy Rule. 

 
• Third Party Beneficiary 

Unless otherwise set forth herein, nothing contained herein is intended, nor shall it be 
construed, to create rights running of the benefit of third parties. 
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5.6 Notices 

 
Any HIPAA related notice required hereunder shall be deemed to be sufficient if mailed to the parties 
at the addresses listed on the original contract.  In order to avoid unreasonable delay in the provision 
of the services to be rendered pursuant to this Agreement, Business Associate and Covered Entity 
shall each designate a specific “HIPAA” representative(s) for the purpose of communication between 
the parties.  Such representative(s) may be changed upon written notice to the other party 

 

Covered Entity: 
 
California Department of Corrections and Rehabilitation 
Privacy Officer 
HIPAA Compliance Unit 
Division of Correctional Health Care Services 
P.O. Box 942883 
Sacramento, CA  94283-0001 
Telephone:  (916) 327-1842 
Facsimile:  (916) 327-0545 

 
Department of Health Care Services 
Privacy Officer 
Office of Legal Services 
P.O. Box 997413 
Sacramento, CA 95899-07413 
Telephone:  (916) 440-7750 
PrivacyOfficer@dhcs.ca.gov 
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ATTACHMENT A 
NOTIFICATION OF BREACH (4/10) 

 

 
 

A. Definitions 
 

 

1.  Breach shall have the meaning given to such term under HIPAA, the HITECH Act, and the 
HIPAA regulations. 

 

 

2. Electronic Health Record shall have the meaning given to such term in the HITECH Act, 
including, but not limited to, 42 U.S.C Section 17921 and implementing regulations. 

 

 

3.  Electronic   Protected   Health   Information   (ePHI)   means   individually   identifiable   health 
information transmitted by electronic media or maintained in electronic media, as set forth 
under 45 CFR section 160.103. 

 

 

4. Individually Identifiable Health Information means health information, including demographic 
information collected from an individual, that is created or received by a health care provider, 
health plan, employer or health care clearinghouse, and relates to the past, present or future 
physical or mental health or condition of an individual, the provision of health care to an 
individual, or the past, present, or future payment for the provision of health care to an 
individual, that identifies the individual or where there is a reasonable basis to believe the 
information can be used to identify the individual, as set forth under 45 CFR section 160.103. 

 

 

5.  Privacy Rule shall mean the HIPAA Regulation that is found at 45 CFR Parts 160 and 164. 
 

 

6.  Personal Information shall have the meaning given to such term in California Civil Code section 
1798.29. 

 

 

7.  Protected  Health  Information  means  individually  identifiable  health  information  that  is 
transmitted by electronic media, maintained in electronic media, or is transmitted or maintained 
in any other form or medium, as set forth under 45 CFR section 160.103. 

 

 

8.  Required by law, as set forth under 45 CFR section 164.103, means a mandate contained in 
law that compels an entity to make a use or disclosure of PHI that is enforceable in a court of 
law.  This includes, but is not limited to, court orders and court-ordered warrants, subpoenas or 
summons issued by a court, grand jury, a governmental or tribal inspector general, or an 
administrative body authorized to require the production of information, and a civil or an 
authorized investigative demand.  It also includes Medicare conditions of participation with 
respect to health care providers participating in the program, and statutes or regulations that 
require the production of information, including statutes or regulations that require such 
information if payment is sought under a government program providing public benefits. 
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9. Security Incident means the loss of unencrypted PHI, or the attempted or successful 
unauthorized access, use, disclosure, modification, or destruction of PHI or PI, or confidential 
data that is essential to the ongoing operation of the User’s organization and intended for 
internal use; or interference with system operations in an information system. 
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10. Secretary means the Secretary of the U.S. Department of Health and Human Services ("HHS") 
or the Secretary's designee. 

 

 

11. Security Rule shall mean the HIPAA regulation that is found at 45 CFR section 164.  HIPAA 
Exhibit 4/10. 

 

 

12. Unsecured PHI shall have the meaning given to such term under the HITECH Act, 42 U.S.C. 
section 17932(h), any guidance issued pursuant to such Act and the HIPAA regulations. 

 

 

B. Breaches and Security Incidents 
 

During the term of this Agreement, User agrees to implement reasonable systems for the 
discovery and prompt reporting of any breach or security incident, and to take the following 
steps: 

 

 

1.  Notice to CCHCS    (1) To notify CCHCS immediately by telephone call plus email or 
fax upon the discovery of a breach of unsecured PHI or PI in electronic media or in any 
other media if the PHI or PI was, or is reasonably believed to have been, accessed or 
acquired by an unauthorized person, or upon the discovery of a suspected security incident 
that involves data provided to CCHCS by the Social Security Administration.  (2) To notify 
CCHCS within 24 hours by email or fax of the discovery of any suspected security 
incident, intrusion or unauthorized access, use or disclosure of PHI or PI in violation of this 
Agreement and this Addendum, or potential loss of confidential data affecting this 
Agreement.  A breach shall be treated as discovered by User as of the first day on which 
the breach is known, or by exercising reasonable diligence would have been known, to any 
person (other than the person committing the breach) who is an employee, officer or other 
agent of User. 

 

 

Notice shall be provided to the CCHCS Program Contract Manager, the CCHCS Privacy 
Officer and the CCHCS Information Security Officer (per item 6. Contact Information).  If the 
incident occurs after business hours or on a weekend or holiday and involves electronic 
PHI, notice shall be provided by calling the Information Security Office mainline at (877) 
974-4772 or via e-mail at  CCHCS ISO@cdcr.ca.gov 

 

 

Upon  discovery  of  a  breach  or  suspected  security  incident,  intrusion  or  unauthorized 
access, use or disclosure of PHI or PI, User shall take: 

 

 

a.  Prompt corrective action to mitigate any risks or damages involved with the breach and 
to protect the operating environment; and 

 
b.  Any action pertaining to such unauthorized disclosure required by applicable Federal 
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and State laws and regulations. 
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2.  Investigation and Investigation Report 
 

To immediately investigate such security incident, breach, or unauthorized access, use or 
disclosure of PHI or PI.  Within 72 hours of the discovery, User shall submit an updated 
“CCHCS  Breach/Incident Report” containing the information marked with an asterisk and 
all other applicable information listed on the form, to the extent known at that time, to the 
CCHCS Program Contract Manager, the CCHCS Privacy Officer, and the CCHCS 
Information Security Officer: 

 
3.  Complete Report 

 
To  provide  a  complete  report  of  the  investigation  to  the  CCHCS  Program  Contract 
Manager, the CCHCS Privacy Officer, and the CCHCS Information Security Officer within 
ten (10) working days of the discovery of the breach or unauthorized use or disclosure.  The 
report shall be submitted on the “CCHCS  Breach/Incident Report” form and shall include a 
full, detailed corrective action plan, including information on measures that were taken to 
halt and/or contain the improper use or disclosure.  If CCHCS requests information in 
addition to that listed on the ”CCHCS Breach/Incident Report”  form, User shall make 
reasonable efforts to provide CCHCS with such information.  If necessary, a Supplemental 
Report may be used to submit revised or additional information after the completed report is 
submitted, by submitting the revised or additional information on an updated “CCHCS 
Breach/Incident Report” form. 

 

 

4.  Notification of Individuals 
 

If the cause of a breach of PHI or PI is attributable to User or its subcontractors, agents or 
vendors, User shall notify individuals of the breach or unauthorized use or disclosure when 
notification is required under state or federal law and shall pay any costs of such 
notifications, as well as any costs associated with the breach.   The notifications shall 
comply with the requirements set forth in 42 U.S.C. section 17932 and its implementing 
regulations, including, but not limited to, the requirement that the notifications be made 
without unreasonable delay and in no event later than 60 calendar days.  The CCHCS 
Program Contract Manager, the CCHCS Privacy Officer, and the CCHCS Information 
Security Officer shall approve the time, manner and content of any such notifications and 
their review and approval must be obtained before the notifications are made. 

 

 

5.  Responsibility for Reporting of Breaches 
 

If the cause of a breach of PHI or PI is attributable to User or its agents, subcontractors or 
vendors, and User is a Covered Entity as defined under HIPAA and the HIPAA regulations, 
User is responsible for all required reporting of the breach as specified in 42 U.S.C. section 
17932 and its implementing regulations, including notification to media outlets and to the 
Secretary. If a breach of unsecured PHI involves more than 500 residents of the State of 
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California or jurisdiction, User shall notify the Secretary of the breach immediately upon 
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discovery of the breach.  If User has reason to believe that duplicate reporting of the same 
breach or incident may occur because its subcontractors, agents or vendors may report the 
breach or incident to CCHCS in addition to User, User shall notify CCHCS, and CCHCS 
and User may take appropriate action to prevent duplicate reporting.  The breach reporting 
requirements of this paragraph are in addition to the reporting requirements set forth in 
subsection 1, above. 

 

 

6.  Contact Information 
 

To direct communications to the above referenced staff, the User shall initiate contact as 
indicated herein.  The parties reserve the right to make changes to the contact information 
below by giving written notice to the User.  Said changes shall not require an amendment to 
this Addendum or the Agreement to which it is incorporated. 

 

 
 

CCHCS Program 
Contract Manager 

CCHCS Privacy Officer CCHCS Information Security 
Officer 

David Hale 
Health Program Manager II 
Healthcare Invoice, Data and 
Provider Services Branch 

 
3701 N. Freeway Blvd. 
Sacramento, CA 95843 

 
Email: 
david.hale@cdcr.ca.gov 

 

 
Telephone: (916) 648-8196 

Privacy Officer 
c/o: Office of HIPAA Compliance 
Department of 
Samantha Thomas, Chief 
P.O. Box 4038, 660, Suite 480 
Sacramento, CA 95812-4038 

 

 
Email: privacy@cdcr.ca.gov 
hippa@cdcr.ca.gov 

 
Telephone: (877) 974-4722 

 

 
Fax: (916) 324-6473 

Information Security Officer 
Department 
Bill Hogan/ISO, DPM III 
P.O. Box 4038 
Sacramento, CA 95812-4038 

 

 
Email: cchcs-iso@cdcr.ca.gov 
Fax: (916) 324-2703 

 

 
Telephone: ITS Service Desk 

(916) or 323-2455 
(877) 974-4772 
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