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AMENDMENT NUMBER FOUR

TO
CONTRACT MA-060-18010732
BETWEEN THE
COUNTY OF ORANGE
AND
IDEMIA IDENTITY & SECURITY USA LLC

This AMENDMENT NUMBER FOUR to Contract Number MA-060-18010732 (formerly
MA-060-17011259) (hereinafter "AMENDMENT NUMBER FOUR") between the County of
Orange, a political subdivision of the State of California (hereinafter "COUNTY") and Idemia
Identity & Security USA LLC (hereinafter "CONTRACTOR"), with a place of business at 296
Concord Road, Suite 300, Billerica, MA 018201, is made and entered upon execution of all
necessary signatures.

RECITALS:

WHEREAS, COUNTY and MorphTrust USA, LLC DBA MT USA LLC executed a
Contract on August 22, 2017 for Livescan/Biometric Capture Stations, as Contract Number MA-
060-17011259 (hereinafter "ORIGINAL CONTRACT"), for a three (3) year term of August 22,
2017 through and including August 21, 2020, renewable for seven (7) additional one-year terms;
and

WHEREAS, CONTRACTOR informed COUNTY on January 1, 2018, MorphoTrust
USA, LLC DBA MT USA LLC changed its name to Idemia Identity & Security USA LLC, but
there was no change in ownership or tax ID, and CONTRACTOR agreed to be bound by all of
the terms and conditions of the ORIGINAL CONTRACT, as amended, just as if it had been an
original signatory to the Contract, and COUNTY consented to the assignment of the
ORIGINAL CONTRACT from MorphoTrust USA, LLC DBA MT USA LLC to
CONTRACTOR; and

WHEREAS, the Orange County Board of Supervisor, pursuant to Resolution No. 94-904
adopted August 2, 1994, has authorized the Purchasing Agent of the County of Orange to change
the name of vendor in a contract where there is only a name change and not a change of ownership,
and accept a vendor’s request to assign the contract to the newly named entity; and

WHEREAS, COUNTY and CONTRACTOR amended Paragraph S., Change of
Ownership of the ORIGINAL CONTRACT in its entirety and the CONTRACTOR confirmed in
writing that they understand and are in compliance with the County’s Conflict of Interest Policy
as stated in article S herein (hereinafter “AMENDMENT NUMBER ONE”);

WHEREAS, COUNTY and CONTRACTOR amended the ORIGINAL CONTRACT on
October 22, 2019 and replaced the Idemia Touchprint-5300 scanner blocks with CrossMatch
LSCAN 1000 scanner blocks and CONTRACTOR provided replacement silicone membranes for
fifty scanner blocks through the warranty and maintenance periods of the Contract, as well as

provided new metal shrouds for housing the CrossMatch scanner blocks at no additional cost to
the COUNTY (hereinafter AMENDMENT NUMBER TWO”);
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WHEREAS, COUNTY and CONTRACTOR renewed the ORIGINAL CONTRACT on
July 15, 2020 for a one-year term of August 22, 2020 through and including August 21, 2021 and
allowed CONTRACTOR to complete the project, in that only one (1) of five (5) milestones had
been completed (hereinafter “AMENDMENT NUMBER THREE”); and

WHEREAS, COUNTY and CONTRACTOR changed the Contract Number of the
ORIGINAL CONTRACT and AMENDMENT NUMBER ONE from MA-060-17011259 to MA-
060-18010732 due to an administrative error in the COUNTY software; and

WHEREAS, COUNTY desires to renew the ORIGINAL CONTRACT for a one-year term
of August 22, 2021 through and including August 21, 2022 in an amount not to exceed $275,000

and the CONTRACTOR has agreed to provide those services at the rates and pursuant to the terms
set forth in the ORIGINAL CONTRACT; and

NOW, THEREFORE, in consideration of the mutual obligations set forth herein, and in
the ORIGINAL CONTRACT, both COUNTY and CONTRACTOR agree as follows:

1. ARTICLES

a. Additional Terms and Conditions, Section 1, Term of Contract, is amended to read
in its entirety as follows:

1. Term of Contract: This Contract shall commence upon execution of all
necessary signatures, and continue in effect from 8/22/17 through and
including 8/21/22, unless otherwise terminated by COUNTY. This Contract
may be renewed for five (5) additional one (1) year terms upon mutual
agreement of both Parties. The County is not under any obligation to
provide Contractor with a reason should it elect not to renew this Contract,
nor is the County obligated to provide any prior notice to Contractor of its
intent not to renew the Contract.

2. A true and correct copy of the ORIGINAL CONTRACT is attached hereto as Exhibit A
and incorporated by thisreference.

3. A true and correct copy of AMENDMENT NUMBER ONE is attached hereto as Exhibit
B and incorporated by this reference.

4. A true and correct copy of AMENDMENT NUMBER TWO is attached hereto as Exhibit
C and incorporated by this reference.

5. A true and correct copy of AMENDMENT NUMBER THREE is attached hereto as Exhibit
D and incorporated by this reference.

6. All other provisions of the ORIGINAL CONTRACT and AMENDMENT NUMBERS
ONE THROUGH THREE, except as amended herein and to the extent are not inconsistent
with this AMENDMENT NUMBER FOUR, remain in full force and effect.
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IN WITNESS WHEREOF. the Parties have executed AMENDMENT NUMBER FOUR to
Contract Number MA-060-18010732.

*Contractor: (| Idemia Identity & Security USA LLC

-

By: Title: Vice President
P S}

Print Name: MichaelHash Date: March 30, 2021

*Contractor:  ldenfia Identity & Security USA LLC

L,
Byv: T Title: Treasurer

Print Name: Rafael Hernandez Date: April 5, 2021

*If the contracting party is a corporation, (2) two signatures aie required: (1) signature by the Chairman
of the Board, the President or any Vice President; and one (1) signature by the Secretary, any Assistant
Secretary, the Chief Financial Officer or any Assistant Treasurer. The signature of one person alone is
sufficient to bind a corporation, as long as he or she holds corporate offices in each of the two categories
described above. For County purposes, proof of such dual office holding will be satisfied by having the
individual sign the instrument twice, each time indicating his or her office that qualifies under the above
described provision.

In the alternative, a single corporate signature is acceptable when accompanied by a corporate resolution
demonstrating the legal authority of the signature to bind the company.

County Of Orange
A political subdivision of the State of California

.

:v‘g +  Sheriff-Coroner Department

By: Title:

Print Name: Date:

Approved by the Board of Supervisors:

Approved as to Form
Office of the County Counsel

Orange County, California
By: jﬁ__

Deputy
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Contract # MA-060-17011259
Livescan / Biometric Capture Stations

This Contract # MA-060-17011259 (the “Contract”) for the procurement of Livescan / Biometric
Capture Stations, as further described herein is made and entered into as of the date of the final signature
below, and is by and between the County of Orange, a political subdivision of the State of California,
hereinafier referred to as “County” and MorphoTrust USA, LLC DBA MT USA LLC, with a place of
business at 296 Concord Road, Suite 300, Billerica, MA 01821hereinafter referred to as (“Contractor”),
which are sometimes individually referred to as “Party,” or collectively referred to as “Parties.”

RECITALS

WHEREAS, Contractor responded to a Request for Proposal (RFP) to provide Livescan /
Biometric Capture Stations, for law enforcement agencies throughout Orange County, which will be
coordinated and administered by Orange County Crime Lab (OCCL) serving as the Cal-ID Bureau
pursuant to “Joint Agreement for the Implementation and Operation of the Orange County Automated
Fingerprint Identification System™ approved by the Board of Supervisors on June 18, 1996 (Agenda Item
39) as further set forth herein; and

WHEREAS, Contractor responded to a solicitation and represented that its proposed services
shall meet or exceed the requirements and specifications of the Request for Proposals for Livescan /
Biometric Capture Stations; and

WHEREAS, County’s Beard of Supervisors has authorized the Purchasing Agent or his designee
to enter into a contract with Contractor for Livescan / Biometric Capture Stations,

NOW, THEREFORE, the Parties mutually agree as follows:

ARTICLES

A. Governing Law and Venuwe: This Contract has been negotiated and executed in the State of
California and shall be governed by and construed under the laws of the State of California. In the
event of any legal action to enforce or interpret this Contract, the sole and exclusive venue shall be a
court of competent jurisdiction located in Orange County, California, and the Parties hereto agree to
and do hereby submit to the jurisdiction of such court, notwithstanding Code of Civil Procedure
section 394. Furthermore, the Parties specifically agree to waive any and all rights to request that an
action be transferred for trial to anather county.

B. Entire Contract: This Contract, including all Attachments and Exhibits, which are attached hereto
and incorporated herein by this reference, when accepted by the Contractor either in writing or by the
shipment of any article or other commencement of performance hereunder, contains the entire
contract between the Parties with respect to the matters herein and there are no restrictions, promises,
warrantics or undertakings other than those set forth herein or referred to hercin. No cxceptions,
alternatives, substitutcs or revisions are valid or binding on County unless authorized by County in
writing. Electronic acceptance of any additional tems, conditions or supplemental contracts by any
County employee or agent, including but not limited to installers of software, shall not be valid or
binding on County unless accepted in writing by County’s Purchasing Agent or his designec.

C. Amendments: No alteration or variation of the terms of this Contract shall be valid unless made in
writing and signed by the Parties; no oral understanding or agreement not incorporated herein shall be
binding on cither of the Partics; and no exceptions, alternatives, substitutes or revisions are valid or
binding on County unless authorized by County in writing.
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D. Taxes: Unless otherwise provided herein or by law, price quoted does not include California state
sales or use tax.

E. Delivery: Time of delivery of services is of the essence in this Contract. County reserves the right to
refuse any goods or services and to cancel all or any part of the goods not conforming to applicable
specifications, drawings, samples or description, or services that do not conform to the prescribed
Scope of Work. Delivery shall not be deemed to be complete until all services have actually been
received and accepted in writing by County.

F. Acceptance/Payment: Unless otherwise agreed to in writing by County, 1) acceptance shall not be
deemed complete unless in writing and until all the goods/services have actually been received,
inspected, and tested to the satisfaction of County, and 2) payment shall be made in arrears after
satisfactory acceptance by the County and in accordance to Attachment C, Compensation and Pricing.

G. Warranty: Contractor expressly warrants that the goods/services covered by this Contract are 1) free
of liens or encumbrances, 2) merchantable and good for the ordinary purposes for which they are
used, and 3) fit for the particular purpose for which they are intended. Acceptance of this order shall
constitute an agreement upon Contractor’s part to indemnify, defend and hold County and its
indemnities as identified in paragraph “HH" below, and as more fully described in paragraph “P”,
harmiess from liability, loss, damage and expense, including reasonable counsel fees, incurred or
sustained by County by reason of the failure of the goods/services to conform to such warranties,
faulty work performance, negligent or unlawful acts, and non-compliance with any applicable state or
federal codes, ordinances, orders, or statutes, including the Occupational Safety and Health Act
(OSHA) and the California Industrial Safety Act. Such remedies shall be in addition to any other
remedies provided by law.

H. Patent/Copyright Materials/Proprietary Infringement: Unless otherwise expressly provided in
this Contract, Contractor shall be solely responsible for clearing the right to use any patented or
copyrighted materials in the performance of this Contract. Contractor warrants that any software as
modified through services provided hereunder will not infringe upon or violate any patent, proprietary
right, or trade secret right of any third party. Contractor agrees that, in accordance with the more
specific requirement contained in paragraph “HH" below, it shall indemnify, defend and hold County
and County Indemnities harmless from any and all such claims and be responsible for payment of all
costs, damages, penalties and expenses related to or arising from such claim(s), including, but not
limited to, attorney’s fees, costs and expenses.

L Assignment or Sub-contracting: The terms, covenants, and conditions contained herein shall apply
to and bind the heirs, successors, executors, administrators and assigns of the Parties. Furthermore,
neither the performance of this Contract nor any portion thereof may be assigned or sub-coniracted by
the Contractor without the express written consent of County. Any attempt by Contractor to assign or
sub-contract the performance or any portion thereof of this Contract without the express written
consent of County shall be invalid and shall constitute a breach of this Contract.

J. Non-Discrimination: In the performance of this Contract, Contractor agrees that it will comply with
the requirements of Section 1735 of the California Labor Code and not engage nor permit any
subcontractors to engage in discrimination in employment of persons because of the race, religious
creed, color, national origin, ancestry, physical disability, mental disability, medical condition,
marital status, or sex of such persons. Contractor acknowledges that a violation of this provision shall
subject Contractor to all the penalties imposed for a violation of Anti-Discrimination Law or
regulation, including but not limited to, Section 1720 et seq. of the California Labor Code.

K. Terminatien: In addition to any other remedics or rights it may have by law, County has the right to
terminate this Contract without penalty immediately with cause or after thirty (30) days® written
notice without cause, unless otherwise specificd. Cause shall be defined as any breach of contract,
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any misrepresentation or fraud on the part of the Contractor. Exercise by County of its right to
terminate the Contract shall relieve County of all further obligation(s).

L. Consent to Breach Not Waiver: No term or provision of this Contract shall be deemed waived and
no breach excused, unless such waiver or consent shall be in writing and signed by the Party claimed
to have waived or consented. Any consent by any Party to, or waiver of, a breach by the other,
whether express or implied, shall not constitute consent to, waiver of, or excuse for any other
different or subsequent breach.

M. Remedies Not Exclusive: The remedies for breach set forth in this Contract are cumulative as to one
another and as to any other provided by law, rather than exclusive; and the expression of certain
remedies in this Contract does not preclude resort by either Party o any other remedies provided by
law.

N. Independent Contractor: Contractor shall be considered an independent contractor and neither the
Contractor, its employees, nor anyone working for Contractor under this Contract shall be considered
an agent or an employee of County. Neither the Contractor, its employees, nor anyone working for
the Contractor under this Contract shall qualify for workers’ compensation or other fringe benefits of
any kind through County.

O. Performance: Contractor shall perform all work under this Contract, taking necessary steps and
precautions to perform the work to County’s satisfaction. Contractor shall be responsible for the
professional quality, technical assurance, timely completion and coordination of all documentation
and other goods/services furnished by the Contractor under this Contract. Contractor shall perform
all work diligently, carefully, and in a good asd workman-like manner; shall furnish all labor,
supervision, machinery, equipment, materials, and supplies necessary therefore; shall at its sole
expense obtain and maintain all permits and licenses required by public authorities, including those of
County required in its governmental capacity, in connection with performance of the work; and, if
permitied to subcontract, shall be fully responsible for all work performed by subcontractors.

P. Insurance Provisions: Prior to the provision of services under this Contract, the Contractor agrees to
purchase all required insurance at Contractor’s expense, including all endorsements required herein,
necessary to satisfy the County that the insurance provisions of this Contract have been complied
with. Contractor agrees to keep such insurance coverage, Certificates of Insurance, and endorsements
on deposit with the County during the entire term of this Contract. In addition, all subcontractors
performing work on behalf of Contractor pursuant to this Contract shall obtain insurance subject to
the same terms and conditions as set forth herein for Contractor.

Contractor shall ensure that all subcontractors performing work on behalf of Contractor pursuant to
this Contract shall be covered under Contractor's insurance as an Additional Insured or maintain
insurance subject to the same terms and conditions as set forth herein for Contractor, Contractor shall
not allow subcontractors to work if subcontractors have less than the level of coverage required by
County from Contractor under this Contract. It is the obligation of Contractor to provide notice of the
insurance requirements to every subcontractor and to reccive proof of insurance prior to allowing any
subcontractor to begin work. Such proof of insurance must be maintained by Contractor through the
entirety of this Contract for inspection by County representative(s) at any rcasonable time.

All self-insured retentions (SIRs) shall be clearly stated on the Certificate of Insurance, Any seif-
insured retention (SIR) in an amount in excess of Fifty Thousand Dollars ($50,000) shall specifically
be approved by the County’s Risk Manager, or designee, upon review of Contractor’s current audited
financial report. If Contractor’s SIR is approved, Contractor, in addition to, and without limitation of,
any other indemnity provision(s) in this Contract, agrees to all of the following:

) In addition to the duty to indemnify and hold the County harmless against any and all
liability, claim, demand or suit resulting from Contractor’s, its agents, employec's or
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subcontractor’s performance of this Contract, Contractor shall defend the County at its
sole cost and expense with counsel approved by Board of Supervisors against same; and

2) Contractor’s duty to defend, as stated above, shall be absolute and irrespective of any duty
to indemnify or hold harmless; and

3) The provisions of California Civil Code Section 2860 shall apply to any and all actions to
which the duty to defend stated above applies, and the Contractor’s SIR provision shall be
interpreted as though the Contractor was an insurer and the County was the insured.

If the Contractor fails to maintain insurance acceptable to the County for the full term of this Contract, the
County may terminate this Contract.

Qualified Insurer

The policy or policies of insurance must be issued by an insurer with a minimum rating of A- (Secure
A.M. Best's Rating) and VIII (Financial Size Category as determined by the most current edition of the
Best's Key Rating Guide/Property-Casualty/United States or ambest.com). It is preferred, but not
mandatory, that the insurer be licensed to do business in the state of California (California Admitted
Carrier),

If the insurance carrier does not have an A M. Best Rating of A-/VIIl, the CEOQ/Office of Risk
Management retains the right to approve or reject a carrier after a review of the company's performance
and financial ratings.

The policy or policies of insurance maintained by the Contractor shall provide the minimum limits and
coverage as set forth below:

Coverage Minimum Limits
. - $1,000,000 per occurrence
Commercial General Liability $2,000,000 aggregate
Automobile Liability including coverage -
for owned, non-owned and hired vehicles $1,000,000 limit per occurrence
Workers' Compensation Statutory
Employers' Liability Insurance $1,000,000 per occurrence
Network Security & Privacy Liability $1,000,000 per ciaims made
- $1,000,000 per claitms made
Technology Errors & Omissions $1,000,000 aggregate

Required Coverage Forms

The Commercial General Liability coverage shall be written on Insurance Services Office (ISO) form CG
00 01, or a substitute form providing liability coverage at least as broad.

The Business Auto Liability coverage shall be written on 1SO form CA 00 01, CA 00 05, CA 0012, CA 00
20, or a substitute form providing coverage at lcast as broad.

Reguired Endorsements

The Commercial General Liability policy shall contain the following endorsements, which shall
accompany the Certificate of Insurance:

1) An Additional Insured endorsement using ISO form CG 20 26 04 13cr a form at least as
broad naming the County of Orange its elected and appointed officials, officers, agents and
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employees as Additional Insureds, or provide blanket coverage, which will state AS
REQUIRED BY WRITTEN CONTRACT..

2) A primary non-contributing endorsement using ISO form CG 20 01 04 13, or a form at least
as broad evidencing that the Contractor’s insurance is primary and any insurance or self-
insurance maintained by the County of Orange shall be excess and non-contributing.

The Network Security and Privacy Liability policy shall contain the following endorsements
which shall accompany the Certificate of Insurance:

1) An Additional Insured endorsement naming the County of Orange, its elected and appointed
officials, officers, agents and employees as Additional Insureds for its vicarious Lability.

2) A primary and non-contributing endorsement evidencing that the Contractor’s insurance
is primary and any insurance or self-insurance maintained by the County of Orange shall be
excess and non-contributing.

3) The Workers’ Compensation policy shall contain a waiver of subrogation endorsement
waiving all rights of subrogation against the County of Orange, its elected and appointed
officials, officers, agents and employees or provide blanket coverage, which will state A4S
REQUIRED BY WRITTEN CONTRACT.

All insurance policies required by this Contract shall waive all rights of subrogation against the County
of Orange, its elected and appointed officials, officers, agents and employees when acting within the
scope of their appointment or employment.

Contractor shall notify County in writing within thirty (30) days of any policy cancellation and ten
(10) days for non-payment of premium and provide a copy of the cancellation notice to County,
Failure to provide written notice of cancellation may constitute a material breach of the Contract, upon
which the County may suspend or terminate this Contract.

If Contractor’s Professional Liability, Technology Errors & Omissions and/or Network Security &
Privacy Liability are “Claims-Made” policy(ies), Contractor shall agree to maintain coverage for two
(2) years following the completion of the Contract. (Only include this provision when Professional
Liability, Technology Errors & Omissions and/or Network Security & Privacy Liability Insurance are
required. Only reference the type(s) of insurance required in the contract.)

The Commercial General Liability policy shall contain a severability of interests clause also known as
a “separation of insureds™ clause (standard in the 1SO CG 0001 policy).

Insurance certificates should be forwarded to the agency/department address listed on the solicitation.

If the Contractor fails to provide the insurance certificates and endorsements within seven (7) days of
notification by CEO/Purchasing or the agency/department purchasing division, award may be made to
the next qualified vendor.

County expressly retains the right to require Contractor to increase or decrease insurance of any of the
above insurance types throughout the term of this Contract. Any increase or decrease in insurance will
be as deemed by County of Orange Risk Manager as appropriate to adequately protect County.

County shall notify Contractor in writing of changes in the insurance requirements. If Contractor
does not deposit copies of acceptable Certificates of Insurance and endorsements with County
incorporating such changes within thirty (30) days of receipt of such notice, this Contract may be in
breach without further notice to Contractor, and County shall be entitled to al} legal remedies,
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The procuring of such required policy or policies of insurance shall not be construed to limit
Contractor's liability hereunder nor to fulfill the indemnification provisions and requirements of this
Contract, nor act in any way to reduce the policy coverage and limits available from the insurer.

Q. Bills and Liens: Contractor shall pay promptly all indebtedness for labor, materials and equipment
used in performance of the work. Contractor shall not permit eny lien or charge to attach to the work
or the premises, but if any does so attach, Contractor shall promptly procure its release and, in
accordance with the requirements of paragraph “HH” below, indemnify, defend, and hold County and
County Indemnities harmless and be responsible for payment of all costs, damages, penalties and
expenses related to or arising from or related thereto.

R. Changes: Contractor shall make ne changes in the work or perform any additional work without
County’s specific written approval.

S. Change of Ownership: Contractor agrees that if there is a change or transfer in ownership of
Contractor’s business prior to completion of this Contract, the new owners shall be required under
terms of sale or other transfer to assume Contractor’s duties and obligations contained in this Contract
and complete them to the satisfaction of County.

T. Force Majeure: Contractor shall not be deemed in breach for the performance of this Contract
caused by any act of God, war, civil disorder, employment strike or other cause beyond its reasonable
control, provided Contractor gives written notice of the cause of the delay to County within thirty-six
(36) hours of the start of the delay and Contractor avails himself of any available remedies.

U. Confidentinlity: Contractor agrees to maintain the confidentiality of all County and County and
County-related records and information pursuant to all statutory laws relating to privacy and
confidentiality that currently exist or exist at any time during the term of this Contract. All such
records and information shall be considered confidential and kept confidential by Contractor and
Contractor’s staff, agents and employees.

V. Compliance with Laws: Contractor represents and warrants that services to be provided under this
Contract shall fully comply, at Contractor’s expense, with all standards, laws, statutes, restrictions,
ordinances, requirements, and regulations (collectively “laws™), including, but not limited to those
issued by County in its governmental capacity and all other laws applicable to the services at the time
services are provided to and accepted by County. Contractor acknowledges that County is relying on
Contractor to ensure such compliance, and pursuant to the requirements of paragraph “HH" below,
Contractor agrees that it shall defend, indemmnify and hold County and County Indemnities harmless
from all liability, damages, costs and expenses arising from or related to a violation of such laws.

W. Freight (F.0.B. Destination): Contractor assumes full responsibility for all transportation,
transportation scheduling, packing, bandling, insurance, and other services associated with delivery of
all products deemed necessary under this Contract.

X. Pricing: The Contract price, as more fully sct forth in Attachment C, shall include full compensation
for providing all required goods in accordance with required specifications, or services as specified
herein or when applicable, in the scope of services attached to this Contract, and no additional
compensation will be allowed therefore, unless otherwise provided for in this Contract.

Y. Intentionally left blank.

Z. Terms and Conditions: Contractor acknowledges that it has read and agrees to all terms and
conditions included in this Contract.

AA. Headings: The various headings and numbers herein, the grouping of provisions of this Contract
into separate clauses and paragraphs, and the organization hereof are for the purpose of convenience
only and shall not limit or otherwise affect the meaning hereof,
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BB.Severability: If any term, covenant, condition or provision of this Contract is held by a court of
competent jurisdiction to be invalid, void or unenforceable, the remainder of the provisions hereof
shall remain in full force and effect and shall in no way be affected, impaired or invalidated thereby.

CC.Calendar Days: Any reference to the word “day” or “days” herein shall mean calendar day or
calendar days, respectively, unless otherwise expressly provided.

DD. Attorney’s Fees: In any action or proceeding to enforce or interpret any provision of this Contract,
or where any provision hereof is validly asserted as a defense, each Party shall bear its own attorney’s
fees, costs and expenses.

EE. Interpretation: This Contract has been negotiated at arm’s length and between persons sophisticated
and knowledgeable in the matters dealt with in this Contract. In addition, each Party has been
represented by experienced and knawledgeable independent legal counsel of their own choosing, or
has knowingly declined to seek such counsel despite being encouraged and given the opportunity to
do so, Each Party further acknowledges that they have not been influenced to any extent whatsoever
in executing this Contract by any other Party hereto or by any person representing them, or both,
Accordingly, any rule of law (including California Civil Code Section 1654) or legal decision that
would require intetpretation of any ambiguities in this Contract against the Party that has drafted it is
not applicable and is waived. The provisions of this Contract shall be interpreted in a reasonable
manner to affect the purpose of the Parties and this Contract.

FF. Authority: The Parties to this Contract represent end warrant that this Contract has been duly
authorized and executed and constitutes the legally binding obligation of their respective organization
or entity, enforceable in accordance with its terms.

GG. Employee Eligibility Verification: Contractor warrants that it fully complies with all Federal and
State statutes and regulations regarding the employment of aliens and others and that all jts employees
performing work under this Contract meet the citizenship or alien status requiremnent set forth in
Federal statutes and regulations. Contractor shall obtain, from all employees performing work
hereunder, all verification and other documentation of employment eligibility status required by
Federal or State statutes and regulations including, but not limited to, the Immigration Reform and
Control Act of 1986, 8 U.S.C. §1324 et seq., as they currently exist and as they may be hereafter
amended. Contractor shall retain all such documentation for all covered employees for the period
prescribed by the law. Contractor shall indemnify, defend with counsel approved in writing by
County, and hold harmless, the County, its agents, officers, and employees from employer sanctions
and any other liability which may be assessed against Contractor or County or both in connection
with any alleged violation of any Federal or State statutes or regulations pertaining to the eligibility
for employment of any persons performing work under this Contract.

HH.  Indemnification; Contractor agrees to indemnify, defend with counsel approved in writing by
County, and hold County, its elected and appointed officials, officers, employees, agents and those
special districts and agencies which County’s Board of Supervisors acts as the governing Board
(*County Indemnitees”), harmless from any claims, demands or lisbility of any kind or nature,
including but not limited to personal injury or property damage, arising from or related to the
services, products or other performance provided by Contractor pursuant to this Contract. If
judgment is entered against Contractor and County by a court of competent jurisdiction because of the
concurrent active negligence of County or County Indemnitees, Contractor and County agree that
liability will be apportioned 2s determined by the court.  Neither Party shall request a jury
apportionment.

GG.  Audits/Inspections: Contractor agrees to permit the County’s Auditor-Controller of the Auditor-
Controller’s authorized representative (including auditors from a private auditing firm hired by the
County) access during normal working hours to all books, accounts, records, reports, files, financial
records, supporting documentation, including payroll and accounts payable/receivable records, and
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other papers or property of contractor for the purpose of auditing or inspecting any aspect of
periormance under this contract. The inspection and/or audit will be confined to those matters
connected with the performance of the contract including, but no limited to, the costs of administering
the contract, The County will provide reasonable notice of such an audit or inspection.

The County reserves the right to audit and verify the contractor’s records before final payment is
made.

Contractor agrees to maintain such records for possible audit for a minimum of three years after final
payment, unless a longer period of records retention is stipulated under this contract or by law.
Contractor agrees to allow interviews of any employees or others who might reasonably have
information related to such records. Further, contractor agrees to include a similar right to the County
to audit records and interview staff of any subcontractor related to performance of this contract.

Should the contractor cease to exist as a legal entity, the contractor’s records pertaining to this
agreement shall be forwarded to the surviving entity in a merger or acquisition or, in the event of
liquidation, to the County’s project manager.

Audits/Inspections: Contractor agrees to permit the County’s Auditor-Controlier or the Auditor-
Controller’s authorized representative (including auditors from a private auditing firm hired by the
County) access during normal working hours to all books, accounts, records, reports, files, financial
records, supporting documentation, including payroll and accounts payable/receivable records, and
other papers or property of contractor for the purpose of auditing or inspecting any aspect of
performance under this contract. The inspection and/or audit will be confined to those matters
connected with the performance of the contract including, but no limited to, the costs of administering
the contract. The County will provide reasonable notice of such an audit or inspection.

The County reserves the right to audit and verify the contractor’s records before final payment is
made.

Contractor agrees to maintain such records for possible audit for a minimum of three years after final
payment, unless a longer period of records retention is stipulated under this contract or by law,
Contractor agrees to allow interviews of any employees or others who might reasonably have
information related to such records. Further, contractor agrees to include a similar right to the County
to audit records and interview staff of any subcontractor related to performance of this contract.

Should the contractor cease to exist as a legal entity, the contractor's records pertaining to this
agreement shall be forwarded to the surviving entity in a merger or acquisition or, in the event of
liquidation, to the County’s project manager.

Additional Terms and Conditions

1.

Term of Contract: This Contract shall commence on the date of the last to sign of all necessary
signatures below or upon approval of the County Board of Supervisors, whichever occurs later, and
shall continue for three (3) years renewable for seven (7) additional one (1) year terms from that date,
upon mutual agreement of both parties unless otherwise terminated by County. The County does not
have to give reason if it decides not to renew.

2. Scope of Services: This Contract, including any Attachments and Exhibits, specifies the contractual

terms and conditions by which Contractor shall provide Livescan / Biemetric Capture Stations, as
described in Attachment A (Scope of Work), under a fixed price contract, as sct forth herein.

Fiscal Appropriation: This Contract is subject to and contingent upon applicable budgetary
appropriations being made by the County of Orange Board of Supervisors for each year during the
term of this Contract. If such sppropriations are not forthcoming, the Contract will be terminated
without penalty. Contractor acknowledges that funding or portions of funding for this Contract may
also be contingent upon the receipt of funds from, and/or appropriation of funds by, the state of
California to County. If such funding and/or appropriations are not forthcoming, or are otherwise
limited, County may immediately terminate or modify this Coniract without penalty,

In addition, Contractor acknowledges that funding or portions of funding for this Contract may be
contingent upon state budget approval; receipt of funds from, end/or obligation of funds by, the
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state of California to County; and inclusion of sufficient funding for the services hereunder in the
budget approved by County’s Board of Supervisors for each fiscal year covered by this Contract.
If such approval, funding or appropriations are not forthcoming, or are otherwise limited, County
may immediately terminate or modify this Contract without penalty.

4. Project Manager: County and Contractor shall each appoint a Project Manager to act as liaison
between each Party during the term of this Contract. County’s Project Manager shall coordinate the
activities of County staff assigned to work with Contractor. County may assign an additional Project
Manager to coordinate the installation of the physical plant equipment.

County’s Project Manager shall have the right to require the remova! and replacement of Contractor’s
Project Manager and key personnel. County’s Project Manager shall notify Contractor in writing of
such action. Contractor shall accomplish the removal within fourteen (14) calendar days afier written
notice by County’s Project Manager. County’s Project Manager shall review and approve the
appointment of the replacement for Contractor’s Project Manager and key personnel. Said approval
shall not be unreasonably withheld.

5. Precedence The Contract documents herein consist of this Contract and its attachments. In the event
of a conflict between or among the Contract documents, the order of precedence shall be the
provisions of the main body of this Contract, i.e., those provisions set forth in the recitals and articles
of this Contract, and then the attacliments,

6. Conflict of Interest: Contractor shall exercise reasonable care and diligence to prevent any actions or
conditions that could result in a conflict with the best interests of County. This obligation shall apply
to Contractor; Contractor’s employees, agents, and relatives; sub-tier consuliants; and third parties
associated with accomplishing work and services hereunder, Contractor's efforts shall include, but
not be limited to establishing precautions to prevent its employees or agents from making, receiving,
providing or offering gifts, entertainment, payments, loans or other considerations which could be
deemed to appear to influence individuals to act contrary to the best interests of County.

7. Child Support Enforcement Requirements: Contractor is required to comply with the child
support enforcement requirements of County. Failure of Contractor to comply with al} federal,
state, and local reporting requirements for child support enforcement or to comply with all
lawfully served Wage and Earnings Assignment Orders and Notices of Assignment shall
constitute a material breach of the Contract. Failure to cure such breach within sixty (60)
calendar days of notice from County shall constitute gronnds for termination of the Contract.

8.Publication/News/Information Release: No copies of skeiches, schedules, written documents,
computer based data, photographs, maps or graphs, including graphic art work, resulting from
performance or prepared in connection with this Contract, are to be released by Contractor and/or
anyone acting under the supervision of Contractor to any person, partnership, company, corporation,
or agency, without prior written approval by County, except as necessary for the performance of the
services of this Contract. All press releases with either the award of this Contract or any subsequent
amendment of, or effort under this Contract shall not be released without first obtaining review and
written approval of said news releases from County through County’s Project Manager.

9. Reports/Meetings: Upon County’s request, Contractor shall develop reports and any other
relevant documents necessary to complete the services and requirements as set forth in this
Contract. County’s Project Manager and Contractor’s Project Manager will meet on reasonable
notice to discuss Contractor’s performance and progress under this Contract. If requested,
Contractor’s Project Manager and other project personnel shall attend all meetings. Contractor
shall provide such information that is requested by County for the purpose of monitoring
progress under this Contract.

10. Breach of Contract: The failure of Contractor to comply with any of the provisions, covenants or
conditions of this Contract, shall constitute a material breach of this Contract. In such event County
may, and in addition to any other remedies available at law, in equity, or otherwise specified in this
Contract:
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11.

12,

a. Afford Contractor written notice of the breach and ten (10) calendar days or such shorter time
that may be specified in this Contract within which to cure the breach;

b. Discontinue payment to Contractor for and during the period in which Contractor is in breach
and offset against any monies billed by Contractor but yet unpaid by County those monies
disallowed pursuant to the above.

¢. Temminate the Contract immediately without penalty.

Stop Work: County may, at any time, by written stop work order to Contractor, require Contractor
to stop all or any part of the work called for by this Contract for a period of ninety (90) working days
after the stop work order is delivered to Contractor and for any further period to which the Parties
may agree. The stop work order shall be specifically identified as such and shall indicate it is issued
under this clause. Upon receipt of the stop work order, Contractor shall immediately comply with its
terms and take all reasonable steps to minimize the incurrence of costs allocable to the work covered
by the stop work order during the period of work stoppage. Within a period of ninety (90) days after
a stop work order is delivered to Contractor or within any extension of that period to which the
Parties shall have agreed, County shall either: 1) Cancel the stop work order or 2) Terminate the
Contract in whole or in part in writing as soon as feasible. County is not required to provide thirty
(30) days’ notice of the termination of the Contract to Contractor if a stop work has been issued by
County.

Termination ~ Orderly: Upon termination or other expiration of this Contract, each Party shail
promptly return to the other Party all papers, materials, and other properties of the other held by each
for purposes of execution of the Contract. In addition, each Party will assist the other Party in
orderly termination of this Contract and the transfer of all assets, tangible and intangible, as may be
necessary for the orderly, non-disruptive business continuation of each Party.

13. Errors and Omissions: Al reports, files and other documents prepared and submitted by Contractor

shall be complete and shall be carefully checked by the professional(s) identified by Contractor as
project manager and key personne] attached hereto, prior to submission to County. Contractor agrees
that County review is discretionary and Contractor shall not assume that County will discover errors
and/or omissions, If County discovers any errors or omissions prior to approving Contractor's
reports, files and other written documents, the reports, files or documents will be returned to
Contractor for correction. Should County or others discover errors or omissions in the reports, files
or other written documents submitted by Contractor after County approval thereof, County approval
of Contractor’s reports, files or documents shall not be used as a defense by Contractor in any action
between County and Contractor, and the reports, files or documents will be returned to Contractor for
correction.

14. Notices: Any and all notices, requests demands and other communications contemplated, called for,

permitted, or required to be given hereunder shall be in writing, except through the course of the
Parties’ project managers’ routine exchange of information and cooperation during the terms of the
work and services. Any written communications shall be deemed to have been duly given upon
actual in-person delivery, if delivery is by direct hand, or upon delivery on the actual day of receipt or
no greater than four calendar days afier being mailed by US certified or registered mail, return receipt
requested, postage prepaid, whichever occurs first. The date of mailing shall count as the first day.
All communications shall be addressed to the appropriatc Party at the address stated herein or such
other address as the Parties hercto may designate by written notice from time to time in the manner
aforesaid.

County: Sheriff-Coroner/Crime Lab Department
320 N. Flower St., 5® Fioor
Santa Ana, CA 92703
Atin: Lisa Zinn
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cc: Sheriff-Coroner /Purchasing Services Bureau
Attn: Lorena Quirarte, DPA
320 N. Flower Street
Santa Ana, CA 92703
714-834-64690

Contractor: MorphoTrust USA, LLC DBA MT USA, LLC
296 Concord Rd., Suite 300
Billerica, MA 01821
Ph: 978-215-2400

15. Ownership of Documents: County has permanent ownership of all directly connected and
derivative materials produced under this Contract by Contractor. All documents, reports and other
incidental or derivative work or materials furnished hereunder shall become, and remain, the sole
property of County and may be used by County as it may require without additional cost to County,
None of the documents, reports and other incidental or derivative work or furnished materials shall be
used by Contrector without the express written consent of County.

16. Title to Data: All materials, documents, data or information obtained from County data files or any
County medium furnished t¢ the Contracior in the performance of this Contract will at all times
remain the property of County. Such data or information may not be used or copied for direct or
indirect use by Contractor after completion or termination of this Contract without the express written
consent of County. All materials, documents, data or information, including copies, must be returned
to County at the end of this Contract.

17. Contractor’s Records: Contractor shall keep an accurate record of time expended by Contractor in
the performance of this Contract. Such record shall be available for periodic inspection by County at
reasonable times. Such records will be retained for three (3) years after the expiration or termination
of this Contract.

18. Conditions Affecting Work: Contractor shall be responsible for taking all steps reasonably
necessary to ascertain the nature and location of the work to be performed under this Contract,
and to know the general conditions which can affect the work or the cost thereof. Any failure by
Contractor to do so will not relieve Contractor from responsibility for successfully performing
the work without additional cost to County. County assumes no responsibility for any
understanding or representations concerning the nature, location(s) or general conditions made by
any of its officers or agents prior to the execution of this Contract, unless such understanding or
representations by County are expressly stated in the Contract.

19. Gratuities: Contractor warrants that no gratuities, in the form of entertainment, gifis or otherwise,
were offered or given by Contractor or any agent or representative of Contractor to any officer or
employee of County with a view toward securing the Contract or securing favorable treatment with
respect to any determinations conceming the performance of the Contract, For breach or violation of
this warranty, County shall have the right to terminate the Contract, either in whole or in part, and any
loss or damage sustained by County in procuring on the open market any goods or services which
Contractor agreed to supply shall be borne and paid for by Contractor. The rights and remedies of
County provided in the clause shall not be exclusive and are in addition to any other rights and
remedies provided by law or under the Contract.

20. Contractor Safety Standards and Work Hours: Contractor will ensure compliance with all safety
and houwrly requirements for employees in accordance with Federal, State, and County safety and
health regulations and [aws.

21. Audit: County's duly authorized representative shall have access, at reasonable times, to all reports,
Contract records, documents, files and personnel necessary to audit and verify Contractor’s charges to
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County hereunder. Contractor agrees to retain reports, records, documents, and files related to
charges hereunder for a period of three (3) years following the date of final payment for the
Contractor's services hereunder County reserves the right to audit and verify Contractor’s records
before final payment is made. County's representatives shall have the right to reproduce any of the
aforesaid documents.

Should Contractor cease to exist as a legal entity, Contractor’s records pertaining to this Contract
shall be forwarded to the surviving entity in a merger or acquisition or, in the event of liquidation, to
County’s Project Manager.

22. Authorization Warranty: Contractor represents and warrants that the person executing the Contract
on behalf of and for Contractor is en authorized agent who has actual authority to bind Contractor to
each and every term, condition, and obligation of this Contract and that a!l requirements of Contractor
have been fulfilled to provide such actual authority.

23. Usage: No guarantee is given by County to Contractor regarding usage of this Contract. Usage
figures, if provided, are approximate, based upon the last usage. Contractor agrees to supply services
and/or commadities requested, as needed by County, at prices listed in the Contract, regardless of
quantity requested.

24. Licenses and Standards: Contractor represents and warrants that it and all Contractor personnel
providing services under this Contract have all necessary licenses, certifications and permits required
by the laws of the United Sates, State of California, County of Orange and all other appropriate
governmental agencies, and agrees to maintain these licenses and permits in effect for the duration of
this Contract, Further Contractor represents and warrants that its employees, agents, interns, paid or
unpaid volunteers and consultants or agents shall conduct themselves in compliance with the laws
applicable to sexual harassment and ethical behavior. County may terminate this Contract
immediately without penalty in the event that any of Contractor personnel are found not to have any
applicable or represented license,

25. Contractor Personnel — Reference Checks: The contractor warrants that all persons employed to

provide service under this contract have satisfactory past work records indicating their ability to

accept the kind of responsibility anticipated under this contract. Contractor’s employees assigned to
this project must meet character standards as demonstrated by background investigation and reference
checks, coordinated by the agency/department issuing this contract.

+

26. Security Requirements:

A Contractor shall, with respect to all employees of Contractor performing services
hereunder:

1.  Perform background checks as to past employment history.

2.  Inquire as to past criminal felony convictions,

3. Ascertain that those employces who are required to drive in the course of
performing services hercunder have valid California driver’s licenses and no DUI
convictions within two (2) years prior to commencement of services hercunder,

4.  Perform drug screening to determine that such employees are not users of illega!
drugs or other substances.

B. Contractor shall not assign to County property any Contractor personnel as to whom the
foregoing procedures indicate:

I.  Inability or unwillingness to perform in a competent manner.
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4.

Past criminal convictions for theft, burglary or conduct causing property damage or
mental or physical harm to persons.

Where such employee’s duties include driving a vehicle, absence of a valid
California driver’s license or a DUI conviction within the prior two (2) years.

Usage of illegal drugs or other substances.

If any of the problems identified with respect to Contractor’s employees are discovered
after assignment of an employee to County property, or if County otherwise reasonably
deems an assigned employee unacceptable, Contractor shall remove and replace such
employee at the County property.

Nothing herein shall render any employee of Contractor an employee of County.

THE CONTRACTOR’S PERSONNEL REQUIREMENTS:

All employees must pass the County’s background check and meet all requirements as set
forth below:

All personnel to be employed in performance of the work under this Contract shall
be subject to background checks. Clearance must be updated and renewed every
twelve (12) manths from original date of clearance.

No person shall be employed on this waork that has not received prior clearance
from the Sheriff-Coroner Department.

Within fifteen (15) days of the effective date of this Contract, Contractor shall
prepare and submit a complete and accurate “Contractor Security Clearance”
information form for all Contractor’s employee(s) who will be working on or who
will need access to the Sheriff-Coroner’s facilities to perform work covered by this
Contract. Contractor is also responsible for ensuring that anytime an employee is
assigned to work on Sheriff-Coroner’s facilities under this Contract that a Security
Clearance form is submitted and approved prior to that employee requiring access
to such premises for providing services under this Contract.

Contractor shall be responsible for ensuring to submit updated Security Clearance
forms for renewal, in order to renew Security Clearance. Update forms shall be
submitted at least ten (10} County working days prior to the expiration of an
existing clearance; a security clearance is valid for twelve (12) months from the
date of issuance.

Contractor Security Clearance information forms must be submitted on the original
Sheriff-Coroner’s printed form. Facsimile or photocopy forms will not be
accepted.

Contractor Sccurity Clearance information forms will be provided by County
Project Manager upon request and will be screened by the Sheriff-Coroner’s
Department,

Contract Sccurity Clearance information forms shall be thoroughly and accurately
completed. Omissions or falsc statements, regardless of the nature or magnitude,
may be grounds for denying clearance.
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County will not give Contactor the reason an individual’s clearance is denied, but
will provide explanation to individual affected via U.S. Mail.

E. GENERAL SECURITY REQUIREMENT-AT WORKSITE:

1.
2.

10.

11.

12.

File Folder CO0B784

All work areas shall be secured prior to the end of each workday.

Workmen shall have no contact, either verbal or physical, with inmates in the
facility. Specifically:

a. Do not give names or addresses to inmates.

b. Do not receive any names or addresses from inmates.

c. Do not disclose the identity of any inmate to anyone outside the facility.
d. Do not give any materials to inmates,

e Do not receive any materials from inmates (including materials to be
passed to another individual or inmate).

Contractor’s personnel shall not smoke or use profanity or other inappropriate
languape while on site,

Contractor’s personnel shall not enter the facility while under the influence of
alcohol, drugs or other intoxicants and shall not have such materials in their
possession,

Failure to comply with these requirements is & criminal act and can result in
prosecution.

Contractor’s personnel shall plan their activities to minimize the number of times
they must enter and exit a facility, i.e., transport all tools, equipment, and materials
needed for the day at the start of work and restrict all breaks to the absolute

Contractor’s personnel shall follow any special security requirements issued by the
on-site contact person or escort Deputy,

Contractor’s personnel shall report either to the on-site contact person when
leaving the facility, temporarily or at the end of the workday.

Contractor’s personnel shall immediately report all accidents, spills, damage,
unusual conditions and/or unusual activitics to the on-site contact person or any
Sheriff’s Deputy.

Contractor’s personnel shall securely closc and check all gates and doors to ensure
that they are tightly closed and locked.

Contractor’s personncl shall restrict all activitics to the immediate work site and
adjacent assigned areas.

Contractor’s personnel shall remain with the assigned escort at all times, unless
otherwise directed by the on-site contact person.
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27.

F. POTENTIAL DELAYS/INTERRUPTIONS:

1. Contractor shall acknowledge that the primary purpose of the detention facilities is
the safe and secure operation of those facilities.

2. Contractor’s personnel who enter a Sheriff facility but have not passed the security
screening, or who have falsified the security screening information are subject to
immediate removal from the facility. Contractor’s personnel who are assigned to
work in a Sheriff facility who are determined to have outstanding wants or warrants
may be detained by the Sheriff.

3.  Contractor's personnel shall immediately comply with all directions and orders
issued by Sheriff’s personnel, other than changes regarding the quality or quantity
of work, which will be controlled by County’s project manager.

4.  Contractor's personnel may be delayed or denied access to the facility due to
unforeseen events that may affect the availability of security escorts.

5. Contractor’s personnel may be ordered to leave a facility pricr to the completion of
their work or the end of the workday by unforeseen incidents occurring within
secure environments. Such unforeseen incidents may also cause Contractor's
personnel to be held inside the facility until the incident is resolved by the Sheriff’s
personnel.

6.  Contractor may be subject to an inventory requirement where the Contractor shall
supply an inventory list of all tools. The Facility will use the list for verification of
tools entering and exiting security. Any and all time required to comply with the
tool inventory and control program will not be considered a compensable delay and
no requests for equitable adjustment in time or additional compensation for this
time will be considered.

Cooperative Agreement — Price Agreement (PA) the provisions and pricing of this Contract
will be extended to other political sub-divisions and County of Orange agencies/departments.
Political subdivisions and County of Orange agencies/departments wishing to use this Contract
will be responsible for issuing their own purchase documents/price agreements, providing for
their own acceptance, and making any subsequent payments, These entities will hold harmless
the County of Orange from all claims, demands, actions or causes of actions of every kind
resulting directly or indirectly, arising out of, or in any way connected with the use of this
Contract. The cooperative entities are responsible for obtaining all certificates of insurance and
bonds required. The Contractor is responsible for providing each cooperative entity a copy of the
Contract upon request by the cooperative entity. The County of Orange makes no guarantee of
usage by other users of this Contract. The County of Orange may authorize the loading of this
agreement into an clectronic commerce system.
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Signature Page

The Parties hereto have executed this Contract # MA-060-17011259 for the purchase of Livescan /
Biometric Capture Stations on the dates shown opposite their respective signatures below

Contractor*: MorphoTrust USA, LL.C DBA MT USA LLC

Title: Serice. Vice 7?2&5:J9~7L
Date:  S/23 /17

Contractor*: MorphoTrust USA, LLC DBA MT USA LLC

By; Title:
Print Name: Date:

*If the contracting party is a corporation, (2} two signatures are required: (1) signature by the
Chairman of the Board, the President or any Vice President; and one (1) signature by the Secretary, any
Assistant Secretary, the Chief Financial Officer or any Assistant Treasurer. The signature of one person
alone is sufficient to bind a corporation, as long as he or she holds corporate offices in each of the two
categories described above. For County purposes, proof of such dual office holding will be satisfied by
having the individual sign the instrument twice, each time indicating his or her office that qualifies under
the above described provision.

In the alternative, a single corporate signature is acceptable when accompanied by a corporate
resolution demonstrating the legal authority of the signature to bind the company.

County Of Orange
A political subdivision of the State of California

s>~ Sheriff-Coroner Department

L ol

Date: 81334 ﬂ'

Approved by the Board of Supervisors: %"22 -17

Approved as to Form
Office of the County Counsel
Orange County, California
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ATTACHMENT A
SCOPE OF WORK
LIVESCAN/BIOMETRIC CAPTURE STATIONS

1. Introduction

1.1.Scope

This Scope of Work (SOW) defines the work to be performed by the Contractor responsible for
developing, deploying and sustaining 2 new Orange County criminal livescan fleet (which includes
multiple law enforcement agencies that are not part of the County of Orange but within the County of
Orange) administered by Orange County Crime Lab (“OCCL”) Cal-ID Bureau. For this project, the
Contractor shell be responsible for furnishing all personnel, facilities, equipment, material, supplies,
support, and management and shall perform all functions necessary to design, develop, document,
integrate, test, and deploy all livescan devices as set forth in this SOW.

1.2. Payment Milestones

Orange County Sheriff's Department (OCSD) has identified five (5) Payment Milestones for the
Development and Deployment phases of the project. Upen successful completion of Milestone 1, the
Contractor will be paid 15 percent of the Development and Deployment price. Upon successful
completion of Milestone 2, the Contractor will be paid 15 percent of the Development and Deployment
price, Upon successfiil completion of each of Milestones 3 and 4, the Contractor will be paid 20 percent
of the Development and Deployment price. Upon successful completion of Milestone 5, the Contractor
will be paid the remaining amount of the Development and Deployment price. Successful completion of a
Payment Milestone requires acceptance by the OCCL of all Contract deliverables associated with the
milestone review and deliverables that are due at any time prior to that review. Deliverables are described
in the body of this scope of work and listed in Appendix A by OC+#. The Payment Milestones are defined
as follows:

1. Payment Milestone 1 (15%) — Successful completion of the System Design Review (SDR)
more fully set forth in Section 6 below.

2. Payment Milestone 2 (15%) - Successful completion of the Pre-Ship Review (PSR). more
fully set forth in Section 4.3.13.

3. Payment Milestone 3 (20%) — Successful completion of User Acceptance Test (UAT) for
one-third of the fleet more fully set forth in Section 4.3.3

4. Payment Milestone 4 (20%) ~ Successful completion of UAT for two-thirds of the fleet

5. Payment Milestone § (30%) — Successful completion of the System Acceptance Review
(SAR) more fully set forth in Section 4.3.3

Contractor shall provide a no-cost warranty period of one (1) year to begin afier System Acceptance.
After the warrant expires Contractor will provide maintenance and support of the systems, referred to as a
“sustainment phasc” priced as reflected in Attachment C. . The warranty period may begin carlier for
portions of the fleet that pass UAT in accordance with Payment Milestones 3 and 4, but Contractor shall
provide coterminous warranties regardless of when the warranty may begin such that the sustainment
phase will commence for all machines/systems at the same time. All sustainment terms, conditions, and
pricing are included in this Contract. At the end of the initial Contract term, OCSD expects to renew the
Contract limiting the scopc to the appropriate terms of a Sustainment phase (e.g. performance
requirements, sustainment terms).
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2. Applicable Standards

The Contractor shall comply with the requirements set forth in the current applicable local, state, and
federal specifications for biometric transmissions, including but not limited to the “Reference
Documents” listed below. Throughout this Contract, the Contractor or County’s OCCL may prapose
following newer standards and their associated data items that replace or supersede those below. To
substitute newer standards and their associated data items the Contractor shall: 1) identify existing
standards and data items to be replaced; 2) identify new standards and associated data items proposed for
use; 3) provide a rationale for using the new items including cost, schedule, performance, and
supportability impact; and 4) receive OCCL approval. Once the parties agree that newer standards should
be used, this contract may be amended to identify the new standards. Such technical amendments may
occur administratively and will not require additional authorization from the County Board of Supervisors
unless the cost associated with the changes exceeds 10% of the annual cost of the Contract.

2.1. Reference Documents

o California DOJ Live Scan Data Submission Requirements:

LS-1-Table of Contents

LS-2-Introduction

LS-3-General Information

LS-4-Logical Data Record

LS-5-Part] FP Cards

LS-5-Part2 FP Cards

LS-5-Print Specifications

LS-6-Data Transmission Requirements_V9

LS-7-Data Element Tables

LS-8-Code Tables

LS-9 Palm-Hand Requirements

LS-10 Photo Requirements

FBI Electronic Biometric Transmission Specification (EBTS) V9.3 and V10

FBI1 CJIS Security Policy (latest version)

Federal Information Processing Standard (FIPS) 140-2

NIST Best Practice Recommendation For Capture of Mugshots V 2.0

« NIST ANSUNIST-ITL 1-2011: UPDATE 2013

» DNA Live Scan Automation Project — Technical Specification

» Orange County ABI System Design Specification

¢ Orange County ABI System Interface Control Document

California Department of Justice Guidelines for Submitting Applicant Live Scan

Transactions

e  California Department of Justice Guidelines for Submitting Criminal Live Scan
Transactions

=  California Department of Justice Guidelines for Submitting Live Scan Sex and Arson
Offender Registration Transactions

e  California Department of Justice APP/CRM/REG Test Transaction Procedures when
Live Scan Device is currently in GTC Production

00 00O0CO0DO0CDOO0CO0OOO0

® & @

3. Project Management

The Contractor is responsible for providing appropriate and sufficient project management
services to plan, monitor, report, track, and manage the successful execution of the Contract.
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All work shall be performed within the territory of the United States and shall be performed by United
States citizens or Lawful Permanent Residents of the United States. Data and information provided by
the OCCL shall not be communicated to anyone who is not a United States citizen or Lawful Permanent
Resident of the United States.

3.1, Project Organization

The Contractor shall assign a dedicated team of staff responsible for executing the requirements of the
Contract. A clear line of project authority shall exist among all organizational elements (including
subcontractors). Roles, responsibilities, authority, and reporting requirements shall be established for
each organizational element. Once the team has been developed with staff identified and their individual
roles relating to the project, Contractor shall notify the County's project manager. Contracter shall also
notify County’s project manager of any changes to the team of staff.

The Contractor shall appoint a Contractor Project Manager (CPM) who is a full time paid employes of the
Contractor. The CPM shall serve for the duration of the development and deployment phases of the
Contract effort and shall have responsibility for the accomplishment of all tasks to be performed under the
Contract. The CPM shall be responsible for the Contractor’s technical, cost, and schedule performance.
The CPM shall have full authority over all Confractor project activities and resources, The CPM shall be
the principal interface between the project and the Contractor's corporate organization, between the
project and its associated Contractors, and between the Contractor and OCCL project management for all
matters relating to the Contract. In the event the assigned CPM terminates employment with Contractor,
Contractor shall notify County as soon as possible, and also notify the County upon assignment of a new
CPM.

3.2, Project Planning

The Contractor shall prepare and submit detailed plans governing all activities to be performed under the
Contract.

3.2.1. Project Management Plan

The Contractor shall develop and maintain the Project Management Plan (PMP, Deliverable OC-01). The
PMP shall provide details on activities that will be completed in each phase of the Contract. The PMP
will:
¢ Establish the project organization, structure, authority, roles, responsibilities, and internal
reporting relationships;
Define the interfaces between the Contractor and OCCL project management;
Establish reporting mechanisms and documentation;
Identify Contractor resources (requirements and assignment);
Establish project management procedures and policies;
Incorporate the project Integrated Master Schedule;
Identify any constraints or assumptions.

& & & & & @

3.2.2. Integrated Master Schedule

The Contractor shall develop an Integrated Master Schedule (IMS, Deliverable 0C-02), defined as an
integrated and resource loaded schedule containing the detailed tasks nccessary to ensure successful
program execution, including all dependencies and inter-task relationships. The IMS shall be traceable to
the SOW, the Program Management Plan, and all development, test, and transition plans requircd by the
Contract. The IMS shall be used to verify achicvability of Contract objcctives, to evaluate Progress
toward meeting program objectives, and to integrate the program schedule activities with all program
components.
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The IMS shall contain the Contract milestones, accomplishments, and discrete tasks/activities from
Contract award to the completion of the Deployment Phase of the Contract. It shall display summary,
intermediate, and detailed schedules, and shall accommodate periodic analysis of progress to date.

The PMS shall be updated, at a minimum, on a monthly basis and reflect project status according to the
Contractor’s management control system. The IMS shall be formatted as a Microsoft Office Project 2007
schedule. This plan will form the basis for discussions at each status meeting.

Contractor shall participate in meetings and reviews during the term of the contract. Meeting shall occur
at the locations in the following table, unless otherwise agreed to by OCCL Project Manager. Contractor
shall be responsible for the OCCL project team travel costs to the Contractor Facility, limited to airfare,
ground transportation, and lodging for (4) team members at a hotel with & reasonable povernment rate.

Meetings/Reviews | Location

Project Kickoff OCCL facility
System Requirements Review OCCL Facility
System Design Review OCCL Facility
Factory Accepiance Test Readiness Review Contractor Facility
Factory Acceptance Test Contractor Facility
Pre-Ship Review Contractor Facility
System Acceptance Test Readiness Review OCCL Facility
System Acceptance Test OCCL Facility / OC Police Agencies
System Acceptance Review OCCL Facility
Training OCCL Facility

Table 1: Preliminary Project Schedule and Payment Milestone Correlation

Task Description Estimated Finish-Stari Progress
Delivery Timeframe Payment %
(Weeks)

Milestore®#1 =~ . R

Successful completion of the System Design 14 15%

Review (SDR)

Milestone #2

Successful completion of the Pre-Ship Review o8 15%

(PSR)

Milestone® S

Successful completion of User Acceptance Test 38 20%

(UAT) for one-third of the fleet

Milestone #4

Successful nomhleﬁon of UAT for two-thirds of

the fleet 40 20%

Milestone®s

Successful completion of the System Acceptance 47 30%
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“Review (SAR)
Project Totals: 47 weeks 100%

3.3. Project Reporting and Reviews

The Contractor shall provide Management and Technical Reports (Deliverable OC-03), conduct
Management and Technical Reviews and additional meetings not otherwise referenced in section 3.2.2
above, as may be required for proper execution and implementation of the Contract. Attendees at
management and technical reviews and meetings will include OCCL project personnel, OCCL support
contractors, the Contractor, and subcontractors as necessary to meet the objectives of the meeting or
review, Contractor shall produce meeting agendas, presentations materials, and detailed minutes for each
meeting (Deliverable 0C-04).

The Contractor shall participate in a project kickoff meeting at the OCCL facility within 10 working days
after execution of Contract to introduce key OCCL and Contractor personnel, to discuss plans, to discuss
the status of any risks or issues, to discuss proposals for further tailoring (if any) of the Contract, and to
address any other issues OCCL project management or the Contractor wish to discuss.

3.4.Security

The Contractor shall implement a security program in compliance with the CJIS Security Policy. All
Contractor supplied personnel, facilities or systems shall provide protection and control of all OCCL
provided information, equipment, documentation, and network access.

3.5, Configuration Management

The Contractor shall develop a Configuration Management Plan (Deliverable OC-05) and implement a
Configuration Management (CM) program in accordance with that plan. The CMP shall identify the
organization responsible for the CM function, The CMP shall establish Configuration Management
responsibilities and authority, identify Configuration Management resources and tools, establish
Configuration Management policies, and define Configuration Management phasing and milestones. The
CMP shall establish procedures for Configuration Identification, Configuration Control, Configuration
Status Accounting, and Configuration Audits and Reviews. The CPM shall implement controls to ensure
that only authorized changes are made to the CMP,

The Contractor shall develop and maintain control of deliverables until accepted by OCCL. The
Contractor shall recommend configuration control tools for use on the project. Subject to OCCL
approval, the Contractor shall procure and use the approved tools to perform their configuration control
functions. The Contractor shall procure the approved tools and provide them to OCCL (Deliverable OC-
22). The Contractor shall turn change control of deliverables over to OCCL when the deliverables are
accepted.

3.6.Quality Assurance

The Contractor shall develop a Quality Assurance Plan (Deliverable QC-06) and implement a Quality
Assurance (QA) program in accordance with that plan. The Contractor’s QA program shall provide for a
Contractor QA organization that is independent of the Contractor’s Program Manager. The Contractor’s
QA program shall assure that all supplies and services submitied to the OCCL for acceptance conform to
Contract requirements, The Contractor shall ensurc product quality by inspection, controlling
nonconforming material, controlling subcontractor quality assurance, and by having cffective control of
calibrated equipment. The Contractor shall perform and document inspections prior to requesting
acceptance of the work by the OCCL.
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OCCL reserves the right to perform audits and inspections of Contractor (and subconiractor) conformance
to any or all contractual requirements at any time during the performance of the Contract. Due notice will
be provided to the Contractor prior to conducting audits or inspections. Subcontract requirements shall
permit participation in audits and inspections by OCCL and OCCL support contractors.

4. Implementation, Delivery, and Acceptance

4.1.Implementation

Contractor shall provide system implementation services, including but not limited to system setup,
instaflation, testing, training, baseline customizations and/or baseline interfaces, and other services
through Final Acceptance of the System, as required for the successful implementation of the system, as
specified in this Scope of Work and elsewhere in the Contract.

Contractor shall provide the licenses for ail system software, system hardware, and associated system
implementation services (Deliverable OC-18). Countractor shall install and configure at each site with all
related components of the system. Contractor shell provide all equipment and software necessary to
satisfy the system requiremenits at all operational sites. Contractor shall develop the OC Livescan Biil of
Materials (Deliverable OC-07).

Contractor shall provide County with a comprehensive set of user, system and management
documentation (Deliverable OC-19). Contractor shall provide the documentation in both electronic and
hard-copy formats.

Staff will be on site to assist the Contractor during system deployment, softwere installation, and user
training. Contractor must coordinate with staff for all onsite work.

4.2. Delivery

All deliverables shall be subject to County approval and acceptance in order to satisfy the terms and
conditions of the Contract. Unless otherwise noted, all electronic documents shall be delivered as a
Microsoft Word 97-2003 Document 2007.

During instaliation and deployment of new systems, Contractor shall make different support personnel
other than the primary installers e available to troubleshoot residual issues following each station install to
help prevent delays to the installation schedule. The following table contains the locations for device
delivery and installation:

i Table |[Central
Agency Device Location g;:t?:i Top | Mgmt
Systems| Server

Brea Police Department 1 Civic Center Circle, Brea CA 95821 i
Buena Park Police {6650 Beach Blvd., Buena Park CA 90620 !
Department ‘
Cosia Mesa Police 99 Fair Dr., Costa Mesa CA 92626 1
Department |
|Cal State University 800 N. State Coflege Blvd., Fullerton CA 1
Fullerton 92834
{Cypress Police Department 5275 Orange Ave., Cypress CA 90630 1
Fountain Valley Police 10200 Slater Ave., Fountain Valley CA 1
Department 92708
Fullerton Police Department(237 W, Commonwealth, Fullerton CA 2

02832
Garden Grove Police 11301 Acacia Parkway, Garden Grove 2
Department CA 92840
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Huntington Beach Police  [2000 Main St., Huntington Beach CA 1
Department 52648
Irvine Police Department |1 Civic Center Plaza, Irvine CA 92606
Orange County Juvenile 331 the City Drive, Orange CA 52677
Hall
Laguna Beach Police 505 Forest Ave., Laguna Beach CA 1}
Department 92651
La Habra Police 150 N. Euclid, La Habra CA 90631 1
Department
La Palma Police 7792 Walker St., La Palma CA 90623 1
Department
Los Alamitos Police 3201 Katella Ave., Los Alamitos CA 1
Department 90720
Newport Beach Police 870 Santa Barbara Dr., Newport Beach 1
Department CA 92660
|Orange Police Department [1107 N. Batavia Ave., Orange CA 92668 2
Orange County Sheriff-
Coroner
Aliso Viejo|11 Journey, Aliso Viejo CA 92656 1
OC Crime Lab, Cal-ID[320 N Flower Street, 5° Floor, Santa Ana ] 3 i
Bureau|CA 52703
Support Services Division,|320 N Flower Street, 1st Floor, Santa Ana 3
Civil Prints Counter|CA 92703
Central Jail Complex|550 N Flower Street, Santa Ana CA 5
192703
Coroner Division|1071 West Santa Anza Blvd, Santa Ana 2
|CA 92703
Saddieback|20202 Windrow Drive, Lake Forest CA 1
92630
Theo Lacy Jail{501 The City Dr. 8., Orange CA 92668
Placentia Police Department|401 E. Chapman Ave., Placentia CA 1
92870
[Orange County Probation {301 The City Drive South 5° Floer, 1
Orange CA 92868
Santa Ana Police 62 Civic Center Plaza, Santa Ana CA 2
Department 92701
Seal Beach Police 911 Seal Beach Blvd., Seal Beach CA 1
Department 90740
Tustin Police Department {300 Centennial Way, Tustin CA 92780 1
University of California 150 Public Services Building, lrvine Ca )
Irvine 92697
Westminster Police 8200 Westminster Ave., Westminster CA 1
Department 92683

4.3. Acceptance

The Contractor shall develop Test Plans and Test Procedures (Deliverable OC-08 though Deliverable OC-
11) in cooperation with the County for the Factory Acceptance Test (FAT) and System Acceptance Test
(SAT). The Contractor shall conduct Test Readiness Reviews to demonstrate to OCCL their readiness to
conduct the tests. At the culmination of the Contractor presentations during the reviews, and afier
approval of the corresponding test procedures, the OCCL Project Manager will authorize — or not
authorize — the Contractor to conduct the tests. OCCL will obscrve the tests, using the approved test
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procedures. The Contractor shall document the results of the tests and deliver a FAT Report and a SAT
Report (Deliverable OC-12, Deliverable OC-13).

4.3.1, Factory Acceptance Test

The Contractor shall conduct a Factory Acceptance Test at the Contractor’s facility. The purpose of the
Factory Acceptance Test is to ensure that the Contract requirements have been met, that the system works
in a factory sefting, and that the documentation associated with the system reflects the design and is
usable.

The Contractor shall conduct a Test Readiness Review (TRR) to demonstrate their and the OC ABI
System’s readiness to conduct FAT. The Contractor shall:

* Provide an overview/walk-through of the FAT activity to OCCL, which is to occur.

» Describe the test environment (equipment, software, databases, and intetfaces) and how it differs
from the operational environment (e.g., the use of simulators to represent external interfaces).

» Identify and discuss the rationale for and implications of any proposed redlines to documents
(i.e., test plans, test procedures, user documentation, installation documentation).

¢ Report on the status of all action items, risks, and issues that are currently open or have been
closed since the previous PMR. Plans and/or options for their resolution will be addressed.

¢ Identify any test procedures that the Contractor expects will fail or be incomplete during FAT
execution, address the implications of those failures/incompletes for operations, and discuss
plans/options for correcting the cause(s) of those faitures

Contractor shall conduct FAT with the fully assembled to-be-delivered system(s).

Contractor shall not expect any live connections to the County network or any end user networks during
the FAT.

Afier successful passage of the FAT at Contractor’s facility, Contractor shall present the resuits at a Pre-
Ship Review (PSR) to OCCL. Upon successful completion of the PSR, OCCL will authorize the
Contractor to ship the system(s) to the operational site(s).

4.3.2, System Acceptance Test

The Contractor shall conduct the System Acceptance Test. The SAT shall include thorough testing of
unique configurations among all sites. The purpose of the SAT is to demonstrate that the equipment was
installed correctly and operates at the functional and performance levels verified at FAT; to verify the
requirements that could not be verified at the factory; to verify the performance requirements; to verify
that the integrated sum is at least as functional as the sum of the individual parts and to verify that end-to-
end work flows executc as anticipated.

Contractor will ensure the connection between the fingerprint system and the state is functioning properly
and in accordance with all policies, procedures, and protocols of the state.

SAT shall include systematic end to end testing for each TOT, including all return message types,
rejects/resends, record updates, central administration server, reports, RMS/IMS push/pull, facial images,
scars, marks, and tattoo, and iris,

4.3.3. User Acceptance Test

The OCCL will conduct User Acceptance Testing (UAT). The purpose of UAT is to demonstrate that the
system, the supporting documentation, and the user training arc adequate for their intended purpose. The
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equipment must function properly for all workflows, must be successfully interfaced with computerized
records/jail management systems and the OC ABI System. All functions required by the County, or
additional functions included in the vendor's proposal, must be demonstrated prior to device acceptance,
The OCCL will conduct a Test Readiness Review to assess OCCL’s readiness to conduct UAT. If the
OCCL Project Manager determines that OCCL is ready to conduct UAT, OCCL will direct that the UAT
period begin. UAT will be conducted for a period of at least thirty (30) days for each device in
production. Completion of UAT will be determined only after all systems have been installed and
operating in a production environment for 30 days. Upon completion of UAT, the OCCL will conduct a
System Acceptance Review (SAR) to assess whether the systems, documentation, and training are
adequate to allow OCCL to declare the systems fully operational and accepted.

The Contractor shall provide support throughout the peried of UAT. The support personnel shall be able
to assist users in the performance of user functions and shall document problems encountered in the
course of UAT. The level of support shall be provided for all shifts.

5. Transition

Contractor shall conduct, with OCCL, pre-install site visits to determine network, power, interfaces,
device location, accessibility, delivery options, and fraining options. Contractor shali develop Installation
Drawings (Deliverable OC-14) for all sites and make recommendations for site enhancements to make the
facial image capture comply with ANSI/NIST-ITL 1-2011: UPDATE 2013.

The Contractor shall develop a comprehensive Transition Plan (Deliverable OC-15) that guides the
process of migrating the County's livescan operators from the current Identix devices to the new multi-
biometric capture systems. The plan shall address operations (parallel or not), timing of training relative
to going operational, the sequence of switching services, tramsition objectives, activities, required
resources, schedule (inay be included in the IMS), tools, assumptions, OCCL furnished items (e.g.,
equipment, information, data, facilities, secure network commectivity, or personnel), and exterpal
dependencies.

The Contractor shall provide on-site engineering and IT support for interfaces and network connectivity at
each site.

6. System Design

The Contractor shall design, develop, and document the new OC Livescans to satisfy the requirements of
this SOW. The Contractor shall design, develop, and fabricate or procure all hardware, sofiware, and data
components of the system(s), with the exception of the operational data to be provided by OCCL.

The Contractor shall, to the maximum extent feasible, use non-proprietary hardware and software in
developing and implementing the system. To the maximum extent feasible, the equipment shall be
available commercially from third party vendors as well as through the Contractor,

The Contractor shall develop and maintain the Requirements Verification Traceability Matrix
{Deliverable OC-23) to map the requirements in this Scope of Work to the OC Livescan System Design
Specification and the FAT and SAT Test Procedures. The Contractor shall develop the OC Livescan
System Design Specification (Deliverable OC-17). The Contractor shall conduct a System Design
Review (SDR) and present their design for OCCL approval. The SDR shall be a comprehensive and in-
depth review of the design as documented in the OC Livescan System Design Specification and the Bill
of Materials.

6.1. Reguirements Revicw

The Contractor shall review the OC Livescan requirements and conduct the analyses and modeling
necessary to validate the requirements. The Contractor shall identify crrors, ambiguitics, conflicts,
incompletes, and other defects in the requircments. The Contractor shall recommend chanpes to the
requirements where those changes would correct defects or result in benefit to the OCCL (e.g., enhance
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the overall functionality, performance, or reliability of the OC ABI System, reduce life cycle costs,
increase maintainability, shorten the schedule, or reduce program risk).

The Contractor shall conduct the analyses necessary to develop the interface reguirements between the
OC Livescans and agency records/jail management systems. The Contractor shall document those
requirements in an Interface Definitions Document (Deliverable OC-16).

The Contractor shall conduct a System Requirements Review (SRR). At SRR, the Contractor shall
present the results of the verification effort and the supporting data. The Contractor shall document
recommended changes to the OC Livescan requirements and shall support these recommendations (e.g.,
with trade study results and cost benefit analyses).

Upon successful completion of the SRR, the OC Program Manager will authorize the Contractor to

proceed with system design. OCCL will incorporate any approved changes in a revision to the OC
Livescan requirements.

6.2. Functional and Technical Requirements

Contractor’s Livescan system shall meet the following requirements:

6.2.1.General Requirements

fuirenvent || General Requirements

Contractor shall have a criminal livescan certified by Cal-DOJ for all desired Types of
Transactions (TOTs) in use in California

System shall comply with ANSI/NIST-ITL 1-2011 with Update 2013 or more current
published version

System shall comply with FBI EBTS V10 (including updates) or more current published
version and be backward compatible (OC ABI System is FB] EBTS 9.3 compliant)

System shall comply with current Californin Department of Justice Live Scan

Go4 transmission specifications

System shail have appropriate FB1 Appendix F and California DOJ certifications. A

GOS copy of each letter of certification must be provided with proposal

Go6 System shall comply with OC ABI System - System Design Specification

GO07 System shall comply with OC ABI System ~ Interface Control Document

G08 System shall comply with OC ABI System - Data Dictionary

System shall include a Central Administration Server with a user friendly interface and
features that allow the OCCL System Administrator to:
a) Manage the operating system and application user account credentials as single
sign on environments
b) Remotely access and view the activity on any device in the fleet, in real time
¢) Generate dynamic reports for:
* Operator performance
e Sequence override
= Image quality override
* Number of transactions with filter capability by TOT, Livescan ID
(LSID), date range, time of day range, etc.
# Rejection rates
d) Manage user credentials and privileges, to include:
s _Adding, deleting, and modifying user credentials

G09
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;Ré:,qu’ﬂfﬂ'é'ﬂ'ﬁ‘n‘l I General Requirements

1D

e Assignment of multiple levels of privileges
» Authorizing a single operator on multiple devices
o Restricting the deletion of transactions to privileged operators
¢) Remotely deploy software updates
f) Receive automatic error/network notifications
g) Review configuration and network status of each device on a single screen - an
overview of each of the devices current application/configuration, last software
update, last table update, network connectivity and functionality
h) Push custom broadcast messages to a particular device, a configurable subset of
devices, or all devices to inform or instruct operators

G110

System shall perform data validation against current active tables prior to transmitting to
the OC ABI System

Gl1

System shall notify the operator within 3 seconds of data entry errors, not at the
completion of all data entry

G12

System shall use predictive text input technology in all demographic fields supported by
Cal-DO)J tables

G113

System shall automatically populate the corresponding values when one value is
selected from a table entry with multiple components, such as a charge code and a literal
description

Gl14

System shall automatically tab to the next field once a field is complete

G15

System shall allow an OCCL System Administrator to hide/unhide fields available to the
operator, configurable by TOT

Glé

System shall allow individual data field default values to be assigned and modified by
an OCCL System Administrator

G17

System shall automatically populate values logically when other record components
exist or do not exist (e.g. “palmprints available” shail be marked “Yes™ by the system
when Type-15 images are captured)

G138

System shall allow an operator to capture screen shots which will be auto-saved and
accessible by that operator as well as System Administrators

G19

System shall allow operator to open a saved record, modify and add demographics and
biometrics without ereating a new record

G20

System shall utilize meaningful on-screen guides, labels, and help options to enhance
usability

G21

System shall have unique screen backgrounds for each TOT so the operator may
differentiate the TOTs at a glance

G22

System shall be capable of transmitting the following standard Types of Transactions
(TOTs):

a) CRM

b) CUS

¢) REG

d) DCD

e) IDN

f) APP

G213

System shall receive the following standard response TOTs:
a) Local SRE
b) Local ERRT
c) DOJISRE
d) DOJERRT
¢) FBISRE
f) FBIERRT

g) DHS response
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. System shall allow “transforming” completed and transmitted IDN transactions to CRM

G2 and DCD transactions with a unique TCN and OCA number (NIST Type 2 Field 2.112)
G125 System shall incorporate foot pedals on left and right sides of the cabinet for easy
access from either side
G26 System shall offer “Hot Keys" for frequently used on-screen buttons
G27 g)g;em shall include a barcode reader for reading DNA swab barcodes produced by Cal-
G28 System shall include readers for Driver Licenses (magstripe and 2D barcodes)
G29 System shall have an adjustable keyboard tray to support ergonomic use
G30 System shall include a standalone mouse, not integrated into the keyboard
Cabinets or cases shail be;
a) Ruggedized
b) Space-saving
G31 ) Able to withstand harsh chemical cleaners
d) Height adjustable (scanner height)
e) Movable with lockable wheels
f) Easy access to CPU for maintenance, rebooting etc.
G122 All components shall be secured to the cabinet or, with extension cables, be secured to
another portion of the facility
Systems shall be flexibly designed, as “all-in-one™ stations or be flexible enough to
accommodate various existing assets located in various areas of a facility, as appropriate
G33 per site (e.g. livescan with a fixed mounted photo capture camere or livescan interfaced
with a photo capture camera or livescan interfaced with a wired or wireless connected
photo capture camera located in an adjacent room due to booking area size limitations)
System shall provide the capability for a biometric log on for the operator. The log on
G34 shall enable operator to access any device in the fleet. Operators will likely be wearing
gloves, making a fingerprint Jog on the least desirable,
System shall allow System Administrator to configure the following settings per device:
a) Auto capture of finger/palm images (On or OFF)
b} Selectively auto advance to next image capture once an image meets minimum
quality settings (On or OFF per image position)
G35 c) Setting the default TOT for new records
d} Enable or disable various modules (i.e. TOTs, finger capture, palm capture,
photo capture, etc.)
¢) Minimum number of re-rolls by finger position
f) Automatically tab to the next mandatory demographic field
System shall include duplex printers that;
a) Have additional tray options
b) Print standard FBI and Cal-DOJ formatted fingerprint and palmprint cards, as
appropriate per TOT
¢} Print to hard card or plain paper
d) Allow printing of all the captured data, without cutting images, preventing loss
G36 of critical fingerprint detail
e) Print all images plus the appropriatc template to plain paper, print all images
plus the appropriate template to blank hard cards, or print all images and text
data (c.g., demographic data) on pre-formatted hard cards
f) Print all messages to plain paper
g) Print screen captures of the desktop/screen via single Print Screen key
h) Accommodate custom default settings to allow operators to sct individual
devices to printing on, off, or print manually transaction by transaction
File Folder CO08784 . Coniraciar's Initia!:

MomphoTrust USA, LLC PBA MT USA, LLC 28 Contract # MA-060-17011259




Attachment A - Amendment Number Four to Contract MA-060-18010732 Page 32 of 65

i) Are configurable as network printers for numerous devices within the same
location
j) Connects to the livescan wirelessly or via USB
k) Are configurable for printing various booking forms with populated
demographics, photos, and images
1) Allow an operator to modify how many print cards, disposition forms, and
photos are printed for a specific transaction
m) OCCL System Administrator shall have the ability to modify the default values
for printing of print cards, disposition forms, and photos
System shall bave a color coded Home Screen that clearly identifies the transactions in
various states, such as:
a) New
b) Complete and successful
o Finger capture
Palm capture
Demographics
Printing
Transmitting

0O00O0

G37
¢) Ermor(s)

[s]

Finger capture - finger number
o Palm capture ~ position and hand
© Demographics
o Printing
o Trausmitting

d) SRE message(s) received

) Error message(s) received
System shall have a training or practice mode for each TOT to facilitate hands-on
learning
System shall be capable of auto generating a unique OCA Field 2.112, in sync with all
devices in the fleet, as determined by customer per TOT
System shall collect all available biometrics and send a single transaction to the local
identification system and be capable of sending a subset of data and or images to an
external system as determined by each agency (e.g. a facial image sent in the booking
record as well as to an agency facial image archive)
System shall allow the deletion of records and/or jobs to be completed manually or
G41 automatically based on specific record retention time frame, record counts, or command
sent via RMS/JMS
System shall have the ability to send submission information to va