
County of Orange MA-060-18010732 
Sheriff-Coroner Department Livescan/Biometric Capture Stations 

AMENDMENT NUMBER EIGHT 

TO 
CONTRACT MA-060-18010732 

BETWEEN THE 
COUNTY OF ORANGE 

AND 
IDEMIA IDENTITY & SECURITY USA LLC 

This AMENDMENT NUMBER EIGHT to Contract Number MA-060-18010732 (formerly MA-
060-17011259) (hereinafter "AMENDMENT NUMBER EIGHT") between the County of Orange, a
political subdivision of the State of California (hereinafter "COUNTY") and Idemia Identity & Security
USA LLC (hereinafter "CONTRACTOR"), with a place of business at 160 N. Riverview Drive, Suite 130,
Anaheim, CA 92808, is made and entered upon execution of all necessary signatures.

RECITALS: 

WHEREAS, COUNTY and MorphoTrust USA, LLC DBA MT USA LLC executed a Contract on 
August 22, 2017 for Livescan/Biometric Capture Stations, as Contract Number MA-060-17011259 
(hereinafter "ORIGINAL CONTRACT"), for a three (3) year term of August 22, 2017 through and 
including August 21, 2020, renewable for seven (7) additional one-year terms; and 

WHEREAS, CONTRACTOR informed COUNTY on January 1, 2018, MorphoTrust USA, LLC 
DBA MT USA LLC changed its name to Idemia Identity & Security USA LLC, but there was no change 
in ownership or tax ID, and CONTRACTOR agreed to be bound by all of the terms and conditions of 
the ORIGINAL CONTRACT, as amended, just as if it had been an original signatory to the Contract, 
and COUNTY consented to the assignment of the ORIGINAL CONTRACT from MorphoTrust USA, 
LLC DBA MT USA LLC to CONTRACTOR; and 

WHEREAS, the Orange County Board of Supervisor, pursuant to Resolution No. 94-904 adopted 
August 2, 1994, has authorized the Purchasing Agent of the County of Orange to change the name of vendor 
in a contract where there is only a name change and not a change of ownership, and accept a vendor�s 
request to assign the contract to the newly named entity; and 

WHEREAS, COUNTY and CONTRACTOR amended Paragraph S., Change of Ownership of the 
ORIGINAL CONTRACT in its entirety and the CONTRACTOR confirmed in writing that they understand 
and are in compliance with the County�s Conflict of Interest Policy as stated in article S herein (hereinafter 
�AMENDMENT NUMBER ONE�); and  

WHEREAS, COUNTY and CONTRACTOR amended the ORIGINAL CONTRACT on October 
22, 2019 and replaced the Idemia Touchprint-5300 scanner blocks with CrossMatch LSCAN 1000 scanner 
blocks and CONTRACTOR provided replacement silicone membranes for fifty scanner blocks through the 
warranty and maintenance periods of the Contract, as well as provided new metal shrouds for housing the 
CrossMatch scanner blocks at no additional cost to the COUNTY (hereinafter AMENDMENT NUMBER 
TWO�); and 

WHEREAS, COUNTY and CONTRACTOR renewed the ORIGINAL CONTRACT on July 15, 
2020 for a one-year term of August 22, 2020 through and including August 21, 2021 and allowed 
CONTRACTOR to complete the project, in that only one (1) of five (5) milestones had been completed 
(hereinafter �AMENDMENT NUMBER THREE�); and   

WHEREAS, COUNTY and CONTRACTOR changed the Contract Number of the ORIGINAL 
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County of Orange MA-060-18010732 
Sheriff-Coroner Department Livescan/Biometric Capture Stations 

CONTRACT and AMENDMENT NUMBER ONE from MA-060-17011259 to MA-060-18010732 due to 
an administrative error in the COUNTY software; and  

WHEREAS, COUNTY and CONTRACTOR renewed the ORIGINAL CONTRACT on June 23, 
2021 for a one-year term of August 22, 2021 through and including August 21, 2022 in an amount not to 
exceed $275,000 (hereinafter �AMENDMENT NUMBER FOUR�);  

WHEREAS, COUNTY and CONTRACTOR renewed the ORIGINAL CONTRACT on September 
27, 2022 for a one-year term of August 22, 2022 through and including August 21, 2023 in an amount not 
to exceed $275,000 as well as revised Attachment A, Scope of Work, Livescan/Biometric Capture Stations 
and Attachment C, PROPOSAL FEE SUMMARY, Section I, Compensation (hereinafter �AMENDMENT 
NUMBER FIVE�);  

WHEREAS, COUNTY and CONTRACTOR renewed the ORIGINAL CONTRACT on August 
22, 2023 for a one-year term of August 22, 2023 through and including August 21, 2024 in an amount not 
to exceed $386,355 as well as revised Attachment A, Scope of Work, Livescan/Biometric Capture Stations 
and Attachment C, PROPOSAL FEE SUMMARY, Section I, Compensation (hereinafter �AMENDMENT 
NUMBER SIX�);  

WHEREAS, CONTRACTOR informed COUNTY on January 24, 2024, Idemia, Identity & 
Security USA LLC changed its place of business address to 160 N. Riverview Drive, Suite 130, Anaheim, 
CA 92808, with no additional changes (hereinafter �AMENDMENT NUMBER SEVEN�);  

WHEREAS, COUNTY desires to renew the ORIGINAL CONTRACT for a one-year term of 
August 22, 2024 through and including August 21, 2025, in an amount not to exceed $394,610 as well as 
revise Attachment C, PROPOSAL FEE SUMMARY, Section I, Compensation; and the CONTRACTOR 
has agreed to provide those services at the rates set forth in this AMENDMENT NUMBER EIGHT; 

NOW, THEREFORE, in consideration of the mutual obligations set forth herein, and in the 
ORIGINAL CONTRACT, both COUNTY and CONTRACTOR agree as follows: 

1. ARTICLES

a. Additional Terms and Conditions, Section 1, Term of Contract, is amended to read in its
entirety as follows:

1. Term of Contract: This Contract shall commence upon execution of all
necessary signatures, and continue in effect from 8/22/17 through and
including 8/21/25, unless otherwise terminated by COUNTY. This
Contract may be renewed for two (2) additional one (1) year terms upon
mutual agreement of both Parties. The County is not under any obligation
to provide Contractor with a reason should it elect not to renew this
Contract, nor is the County obligated to provide any prior notice to
Contractor of its intent not to renew the Contract.

c. ATTACHMENT C, PROPOSAL FEE SUMMARY, Section I. Compensation, of the
ORIGINAL CONTRACT is amended in its entirety as follows:
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County of Orange MA-060-18010732 
Sheriff-Coroner Department Livescan/Biometric Capture Stations 

ATTACHMENT C 

PROPOSAL FEE SUMMARY 

I. COMPENSATION

PAYMENT MILESTONES (Completed) 
The Livescan / Biometric Capture Stations Contract price will consist of a System Design Review  
(SDR) Phase Price through successful completion of System Acceptance Review (SAR)]    
Orange County Sheriff-Coroner Department (OCSD) has identified five (5) Payment Milestones for the 
Development and Deployment Phases. Upon successful completion of Milestone 1, the Contractor will be 
paid 15 percent of the Development and Deployment price.  Upon successful completion of Milestone 2, 
the Contractor will be paid 15 percent of the Development and Deployment price.  Upon successful 
completion of each of Milestones 3 and 4, the Contractor will be paid 20 percent of the Development and 
Deployment price. Upon successful completion of Milestone 5, the Contractor will be paid the remaining 
amount of the Development and Deployment price. Successful completion of a Payment Milestone requires 
acceptance by the OCCL of all Contract deliverables associated with the milestone review and deliverables 
that are due at any time prior to that review. The Payment Milestones are defined as follows: 

Payment Milestone 1 (15%) � Successful completion of the System Design Review  $162,593.10 

Payment Milestone 2 (15%) � Successful completion of the Pre-Ship Review $162,593.10 

Payment Milestone 3 (20%) � Successful completion of User Acceptance Test $216,790.80 

1/3 of the fleet  

Payment Milestone 4 (20%) � Successful completion of UAT for two-thirds of the fleet  $216,790.80 

Payment Milestone 5 (30%) � Successful completion of the System Acceptance Review $325,186.20 

Contractor shall provide  a warranty period of one (1) year, which shall commence after System Acceptance.  
Thereafter, service and maintenance will be provided as a sustainment phase. All sustainment terms, 
conditions, and pricing is included in this Contract.  At the end of the initial Contract term, OCSD may 
renew the Contract limiting the scope to the appropriate terms of a Sustainment phase (e.g. performance 
requirements, sustainment terms).  

Annual Sustainment $244,153/year 

Cost per Unit Units Total 
Cabinet Systems $4,657.47 47 $218,901 
Management Server $2,742.00 1 $2,742 
Desktop Systems $4,502.40 5 $22,510 

Annual Total $244,153 

The following are the Bill of Materials for existing Cabinet and Desktop Systems. Additional equipment 
may be ordered through the life of the contract per the following pricing:  
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County of Orange MA-060-18010732 
Sheriff-Coroner Department Livescan/Biometric Capture Stations 

TouchPrint Enterprise 1000C High Definition (TPE-1000C-HD-OC) Livescan System Bill of 
Materials (Cabinet System) 

Material Number Description 

TPE-1000C-HD-OC TouchPrint 1000C 1000 ppi high definition palm, slap, and roll live 
scan booking system. Includes: CROSSMATCH LSCAN 1000PX 
USB 3.0 Scanner, TouchPrint Enterprise Application Software with 
slap to roll matching, and pc running windows in a ruggedized stand-
alone cabinet with 24" deck 

(includes 24/7 on-site warranty) 

TPE-COMX-SMTPE Electronic Fingerprint Records Transmission via SMTP over TCP/I 

TPE-COMX-RMPOP3 TouchPrint Enterprise POP3 Service provides POP3 services for the 
Enterprise platform. This functionality is needed when devices need to 
retrieve mail messages from the Enterprise system using POP3. 

TPE-CSTX-CAORG Orange County, CA Customization Software 

TPE-CSTX-CAORGPALM Orange County, CA Palm Capture Customization Software 

TPE-PRT-DUP FBI Certified Duplex Printer 

(includes 24/7 on-site warranty) 

TPE-SWOX-DIXML Demographic Interface (DI) that allows XML files to be imported into 
the Livescan 

TPE-HWOX-DIGCAP Digital photo capture - digital capture components for TouchPrint 
Enterprise Software. Digital camera will be the Canon EOS Rebel T5 
digital camera, USB extension cable Canon EOS Rebel T5 digital 
camera AC adapter 

(includes 24/7 on-site warranty) 

TP-HWOX-DIGCAPC Monopod Mounting System for 5600 cabinets with tripodhead and 
backdrop for use with the digital capture 

TPE-HWOX-IDRDR Driver's license and other ID magnetic stripe reader 

TP-IAT-2DAY Installation and Training; Two Day: Standard two day on-site 
installation and training services. Includes one day of installation and 
one day of training. Training includes Configuration Management 
Software tools. 
Training day is for Operators (up to 6 people per session) and for 
Supervisors and Administrators (up to 15 people per session). 

Freight Packaging, Shipping and Handling 

First year of 24/7 Warranty is included. 

Price per system is: $26,566 

Preventative Maintenance 
Preventative Maintenance per System per Visit: $262 

Annual Maintenance after 1st Warranty Expires: 
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County of Orange MA-060-18010732 
Sheriff-Coroner Department Livescan/Biometric Capture Stations 

24/7 Maintenance Coverage per System: $4,657.47 

TouchPrint Enterprise 1000D High Definition (TPE-1000D-HD-OC) Livescan System Bill of 
Materials (Desktop System) 

Material Description 

TPE-1000D-HD-OC TouchPrint 1000D 1000 ppi high definition desktop palm, slap, and 
roll live scan system w/ flat panel monitor. Includes: CROSSMATCH 
LSCAN 1000PX USB 3.0 Scanner, TouchPrint Enterprise Application 
Software with slap to roll matching & desktop PC running Windows. 

(includes 24/7 on-site warranty) 

TPE-COMX-SMTPE Electronic Fingerprint Records Transmission via SMTP over TCP/I 

TPE-COMX-RMPOP3 Touch Print Enterprise POP3 Service provides POP3 services for the 
Enterprise platform. This functionality is needed when devices need to 
retrieve mail messages from the Enterprise system using POP3. 

TPE-CSTX-CAORG Orange County, CA Customization Software 

TPE-CSTX-CAORGPALM Orange County, CA Palm Capture Customization Software 

TPE-PRT-DUP FBI Certified Duplex Printer 

(includes 24/7 on-site warranty) 

TPE-SWOX-DIXML Demographic Interface (DI) that allows XML files to be imported into 
the Livescan 

TPE-HWOX-DIGCAP Digital photo capture - digital capture components for TouchPrint 
Enterprise Software. Digital camera will be the Canon EOS Rebel T5 
digital camera digital camera, USB extension cable Canon EOS Rebel 
T5 digital camera AC adapter 

(includes 24/7 on-site warranty) 

TP-HWOX-DIGCAPC Tripod and backdrop for desktop digital capture system. A Bogen or 
equivalent tripod will be supplied that will allow the camera to be at 
least 5 feet above the floor or when legs are collapsed and standing on 
a table the camera will be 2 feet above the surface of the table; also 
supplied 18% gray backdrop 4' x 4 ' in size 

TPE-HWOX-IDRDR Driver's license and other ID magnetic stripe reader 

TP-IAT-2DAY Installation and Training; Two Day: Standard two day on-site 
installation and training services. Includes one day of installation and 
one day of training. Training includes Configuration Management 
Software tools. 
Training day is for Operators (up to 6 people per session) and for 
Supervisors and Administrators (up to 15 people per session). 

Freight Packaging, Shipping and Handling 

First year of 24/7 Warranty is included. 
Price per system is: $20,983 
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County of Orange MA-060-18010732 
Sheriff-Coroner Department Livescan/Biometric Capture Stations 

Preventative Maintenance 
Preventative Maintenance per System per Visit: $253 

Annual Maintenance after 1st year Warranty Expires 

 24/7 Maintenance Coverage per System: $4,502.40 

The County shall not be charged for site surveys and drawings. 

During the Warranty and Maintenance periods, Contractor shall provide replacement silicone membranes 
for fifty scanner blocks, as well as provide new metal shrouds for housing the CrossMatch scanner blocks 
at no additional cost to the County.  Replacement of the silicone membranes on each device will occur 
roughly once every 7,500 enrollments.  County is to follow best practices for platen and silicone membrane 
cleaning and maintenance as specified by CrossMatch. 

Contract total shall not exceed $394,610 for term Contract term of 08/22/24 through 08/21/25  

2. Payment Terms

Invoices are to be submitted in arrears, unless otherwise directed in this Contract, upon the satisfactory
completion and acceptance of commodity/services in accordance with Paragraph F,
Acceptance/Payment.

Contractor shall reference Contract number on invoice.  Payment will be net thirty (30) days after
receipt of an invoice in a format acceptable to County and verified and approved by the Sheriff-Coroner
Department and subject to routine processing requirements.  The responsibility for providing an
acceptable invoice rests with Contractor.

Billing shall cover services and/or goods not previously invoiced.  Contractor shall reimburse County
for any monies paid to Contractor for goods or services not provided or when goods or services do not
meet the Contract requirements.  Payments made by County shall not preclude the right of County from
thereafter disputing any items or services involved or billed under this Contract and shall not be
construed as acceptance of any part of the goods or services.

3. Invoicing Instructions:

Payments and/or invoices are to be sent to:

County of Orange
Sheriff-Coroner/Crime Lab Department
320 N. Flower St., 5th Floor
Santa Ana, CA 92703
Attn: Maria Manriquez
Email: occlpurchasing@ ocsheriff.gov
Ph: 714-834-6301

Contractor will provide an invoice for services rendered, not more frequently than monthly.  Each
invoice will have a number and shall include the following information:

1. Contractor�s name and address
2. Contractor�s remittance address
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County of Orange MA-060-18010732 
Sheriff-Coroner Department Livescan/Biometric Capture Stations 

3. County Contract number
4. Contractor�s Tax I.D. number
5. Date of Order
6. Product description, quantity, prices
7. Sales tax, if applicable
8. Brief description of services

4. Year End and Final Invoices

At the end of each term of the Contract, and upon final termination, Contractor shall submit final 
invoices for services rendered or goods accepted by County under the Contract term (typically one 
year) within ninety (90) days.  For example, if the term of a Contract ends, or the Contract expires 
without being renewed on June 30th, any and all invoices for services rendered or goods accepted by 
County during the preceding term of the Contract shall be submitted to County on or before September 
28. In the event the ninetieth (90th) day falls on a weekend or County holiday, the deadline for
submission of invoices shall be extended to the next business day.   County holidays include New
Year�s Day, Martin Luther King Day, President Lincoln�s Birthday, Presidents� Day, Memorial Day,
Independence Day, Labor Day, Columbus Day, Veterans Day, Thanksgiving Day, Friday after
Thanksgiving, and Christmas Day.

Contractor�s failure to submit invoices pursuant to the deadlines established herein may be 
deemed a breach and shall be a basis for the County to refuse payment.   

// 
// 
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County of Orange MA-060-18010732 
Sheriff-Coroner Department Livescan/Biometric Capture Stations 

2. A true and correct copy of the ORIGINAL CONTRACT is attached hereto as Exhibit A and
incorporated by this reference.

3. A true and correct copy of AMENDMENT NUMBER ONE is attached hereto as Exhibit B and
incorporated by this reference.

4. A true and correct copy of AMENDMENT NUMBER TWO is attached hereto as Exhibit C and
incorporated by this reference.

5. A true and correct copy of AMENDMENT NUMBER THREE is attached hereto as Exhibit D and
incorporated by this reference.

6. A true and correct copy of AMENDMENT NUMBER FOUR is attached hereto as Exhibit E and
incorporated by this reference.

7. A true and correct copy of AMENDMENT NUMBER FIVE is attached hereto as Exhibit F and
incorporated by this reference.

8. A true and correct copy of AMENDMENT NUMBER SIX is attached hereto as Exhibit G and
incorporated by this reference.

9. A true and correct copy of AMENDMENT NUMBER SEVEN is attached hereto as Exhibit H and
incorporated by this reference.

10. All other provisions of the ORIGINAL CONTRACT and AMENDMENT NUMBERS ONE
THROUGH SEVEN, except as amended herein and to the extent are not inconsistent with this
AMENDMENT NUMBER EIGHT, remain in full force and effect.
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County of Orange MA-060-18010732
Sheriff-Coroner Department Livescan/Biometric Capture Stations

IN WITNESS WHEREOF, the Parties have executed AMENDMENT NUMBER EIGHT to Contract 
Number MA-060-18010732. 

*Contractor:  Idemia Identity & Security USA LLC

By: Title: 

Print Name: Date: 

*Contractor: Idemia Identity & Security USA LLC

By: Title: 

Print Name: Date: 

*If the contracting party is a corporation, (2) two signatures are required:  (1) signature by the Chairman
of the Board, the President or any Vice President; and one (1) signature by the Secretary, any Assistant
Secretary, the Chief Financial Officer or any Assistant Treasurer. The signature of one person alone is
sufficient to bind a corporation, as long as he or she holds corporate offices in each of the two categories
described above. For County purposes, proof of such dual office holding will be satisfied by having the
individual sign the instrument twice, each time indicating his or her office that qualifies under the above
described provision.

In the alternative, a single corporate signature is acceptable when accompanied by a corporate resolution 
demonstrating the legal authority of the signature to bind the company.

County Of Orange

A political subdivision of the State of California

Sheriff-Coroner Department

By: Title: 

Print Name: Date:   

Approved as to Form 

Office of the County Counsel 
Orange County, California  

By: ____________________ 
 Deputy

Casey Mayfield May 14, 2024

Sr. Vice President

ntracccctot r: IIIIIIIIIIIIIIIIIdddddemmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmiaiaiaiaiaiaiaiaiaiaiaiaiaaiaiaiaiiaiaiaiaiaiaiaiaiaaiaaa Iden

 Krista L. Crawley

 Secretary

15 May 2024

ntraccccccccccccccccccccccccccccccctotttttttt r: Idemememmmememememmmmmemememmmmmemmmmmmmmmmmemmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmeememmeemmia Identity & Securit
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County of Orange MA-060-18010732 
Sheriff-Coroner Department Livescan/Biometric Capture Stations 

AMENDMENT NUMBER SEVEN 
TO 

CONTRACT MA-060-18010732 
BETWEEN THE 

COUNTY OF ORANGE 
AND 

IDEMIA IDENTITY & SECURITY USA LLC 

This AMENDMENT NUMBER SEVEN to Contract Number MA-060-18010732 (formerly MA-
060-17011259) (hereinafter "AMENDMENT NUMBER SEVEN") between the County of Orange, a
political subdivision of the State of California (hereinafter "COUNTY") and Idemia Identity & Security
USA LLC (hereinafter "CONTRACTOR"), with a place of business at 160 N. Riverview Drive, Suite 130,
Anaheim, CA 92808, is made and entered upon execution of all necessary signatures.

RECITALS: 

WHEREAS, COUNTY and MorphoTrust USA, LLC DBA MT USA LLC executed a Contract on 
August 22, 2017 for Livescan/Biometric Capture Stations, as Contract Number MA-060-17011259 
(hereinafter "ORIGINAL CONTRACT"), for a three (3) year term of August 22, 2017 through and 
including August 21, 2020, renewable for seven (7) additional one-year terms; and 

WHEREAS, CONTRACTOR informed COUNTY on January 1, 2018, MorphoTrust USA, LLC 
DBA MT USA LLC changed its name to Idemia Identity & Security USA LLC, but there was no change 
in ownership or tax ID, and CONTRACTOR agreed to be bound by all of the terms and conditions of 
the ORIGINAL CONTRACT, as amended, just as if it had been an original signatory to the Contract , 
and COUNTY consented to the assignment of the ORIGINAL CONTRACT from MorphoTrust USA, 
LLC DBA MT USA LLC to CONTRACTOR; and 

WHEREAS, the Orange County Board of Supervisor, pursuant to Resolution No. 94-904 adopted 
August 2, 1994, has authorized the Purchasing Agent of the County of Orange to change the name of vendor 
in a contract where there is only a name change and not a change of ownership, and accept a vendor’s 
request to assign the contract to the newly named entity; and 

WHEREAS, COUNTY and CONTRACTOR amended Paragraph S., Change of Ownership of the 
ORIGINAL CONTRACT in its entirety and the CONTRACTOR confirmed in writing that they understand 
and are in compliance with the County’s Conflict of Interest Policy as stated in article S herein (hereinafter 
“AMENDMENT NUMBER ONE”);   

WHEREAS, COUNTY and CONTRACTOR amended the ORIGINAL CONTRACT on October 
22, 2019 and replaced the Idemia Touchprint-5300 scanner blocks with CrossMatch LSCAN 1000 scanner 
blocks and CONTRACTOR provided replacement silicone membranes for fifty scanner blocks through the 
warranty and maintenance periods of the Contract, as well as provided new metal shrouds for housing the 
CrossMatch scanner blocks at no additional cost to the COUNTY (hereinafter AMENDMENT NUMBER 
TWO”);  

WHEREAS, COUNTY and CONTRACTOR renewed the ORIGINAL CONTRACT on July 15, 
2020 for a one-year term of August 22, 2020 through and including August 21, 2021 and allowed 
CONTRACTOR to complete the project, in that only one (1) of five (5) milestones had been completed 
(hereinafter “AMENDMENT NUMBER THREE”); and   

WHEREAS, COUNTY and CONTRACTOR changed the Contract Number of the ORIGINAL 
CONTRACT and AMENDMENT NUMBER ONE from MA-060-17011259 to MA-060-18010732 due to 
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an administrative error in the COUNTY software; and 

WHEREAS, COUNTY and CONTRACTOR renewed the ORIGINAL CONTRACT on June 23, 
2021 for a one-year term of August 22, 2021 through and including August 21, 2022 in an amount not to 
exceed $275,000 (hereinafter “AMENDMENT NUMBER FOUR”);  

WHEREAS, COUNTY and CONTRACTOR renewed the ORIGINAL CONTRACT on September 
27, 2022 for a one-year term of August 22, 2022 through and including August 21, 2023 in an amount not 
to exceed $275,000 as well as revised Attachment A, Scope of Work, Livescan/Biometric Capture Stations 
and Attachment C, PROPOSAL FEE SUMMARY, Section I, Compensation (hereinafter “AMENDMENT 
NUMBER FIVE”);  

WHEREAS, COUNTY and CONTRACTOR renewed the ORIGINAL CONTRACT on August 
22, 2023 for a one-year term of August 22, 2023 through and including August 21, 2024 in an amount not 
to exceed $386,355 as well as revised Attachment A, Scope of Work, Livescan/Biometric Capture Stations 
and Attachment C, PROPOSAL FEE SUMMARY, Section I, Compensation (hereinafter “AMENDMENT 
NUMBER SIX”);  

WHEREAS, CONTRACTOR informed COUNTY on January 24, 2024, Idemia, Identity & 
Security USA LLC changed its place of business address to 160 N. Riverview Drive, Suite 130, Anaheim, 
CA 92808, with no additional changes and the CONTRACTOR has agreed to continue to provide those 
services at the rates set forth in AMENDMENT NUMBER SIX; and 

NOW, THEREFORE, in consideration of the mutual obligations set forth herein, and in the 
ORIGINAL CONTRACT, both COUNTY and CONTRACTOR agree as follows: 

1. ARTICLES

a. Additional Terms and Conditions, Section 23. Notices, of the ORIGINAL CONTRACT is
amended in its entirety to read as follows:

23. Notices:  Any and all notices, requests demands and other communications
contemplated, called for, permitted, or required to be given hereunder shall be in writing
with a copy provided to the assigned Deputy Purchasing Agent (DPA), except through
the course of the parties’ project managers’ routine exchange of information and
cooperation during the terms of the work and services.  Any written communications
shall be deemed to have been duly given upon actual in-person delivery, if delivery is
by direct hand, or upon delivery on the actual day of receipt or no greater than four (4)
calendar days after being mailed by US certified or registered mail, return receipt
requested, postage prepaid, whichever occurs first.  The date of mailing shall count as
the first day.  All communications shall be addressed to the appropriate party at the
address stated herein or such other address as the parties hereto may designate by written
notice from time to time in the manner aforesaid.

Contractor: Idemia Identity & Security USA LLC 
 160 N. Riverview Drive., Suite 130 
 Anaheim, CA  92808 
 Attn: Steven Brock 
 Ph: 703-439-7114 
 Steven.brock@us.idemia.com  
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County: County of Orange 
Sheriff-Coroner Department/OCCL 
320 N. Flower St. 
Santa Ana, CA  92703 
Attn: Lisa Zinn 
Ph: 714-834-4510 
Lzinn@ocsheriff.com 

Assigned DPA:  County of Orange 
Sheriff-Coroner Department/Purchasing Services Unit 
320 N. Flower Street, 2nd Floor 
Santa Ana, CA  92703 
Attn: Erika Lara 
Ph:  714-834-4327 
Elara@ocsheriff.gov

2. A true and correct copy of the ORIGINAL CONTRACT is attached hereto as Exhibit A and
incorporated by this reference.

3. A true and correct copy of AMENDMENT NUMBER ONE is attached hereto as Exhibit B and
incorporated by this reference.

4. A true and correct copy of AMENDMENT NUMBER TWO is attached hereto as Exhibit C and
incorporated by this reference.

5. A true and correct copy of AMENDMENT NUMBER THREE is attached hereto as Exhibit D and
incorporated by this reference.

6. A true and correct copy of AMENDMENT NUMBER FOUR is attached hereto as Exhibit E and
incorporated by this reference.

7. A true and correct copy of AMENDMENT NUMBER FIVE is attached hereto as Exhibit
F and incorporated by this reference.

8. A true and correct copy of AMENDMENT NUMBER SIX is attached hereto as Exhibit
G and incorporated by this reference.

9. All other provisions of the ORIGINAL CONTRACT and AMENDMENT NUMBERS ONE
THROUGH FOUR, except as amended herein and to the extent are not inconsistent with this
AMENDMENT NUMBER SEVEN, remain in full force and effect.

// 
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DocuSign Envelope ID: 278F9BC7-BDA5-46F9-83D2-9399AFDB9AA0 

AMENDMENT NUMBER SIX 

TO 
CONTRACT MA-060-18010732 

BETWEEN THE 
COUNTY OF ORANGE 

AND 
IDEMIA IDENTITY & SECURITY USA LLC 

This AMENDMENT NUMBER SIX to Contract Number MA-060-18010732 (formerly 
MA-060-17011259) (hereinafter "AMENDMENT NUMBER SIX") between the County of 
Orange, a political subdivision of the State of California (hereinafter "COUNTY") and Idemia 
Identity & Security USA LLC (hereinafter "CONTRACTOR"), with a place of business at 296 
Concord Road, Ste. 300, Billerica, MA 018201, is made and entered upon execution of all 
necessary signatures. 

RECITALS: 

WHEREAS, COUNTY and MorphoTrust USA, LLC DBA MT USA LLC executed a 
Contract on August 22, 2017 for Livescan/Biometric Capture Stations, as Contract Number MA-
060-17011259 (hereinafter "ORIGINAL CONTRACT"), for a three (3) year term of August 22,
2017 through and including August 21, 2020, renewable for seven (7) additional one-year terms;
and

WHEREAS, CONTRACTOR informed COUNTY on January 1, 2018, MorphoTrust 
USA, LLC DBA MT USA LLC changed its name to Idemia Identity & Security USA LLC, but 
there was no change in ownership or tax ID, and CONTRACTOR agreed to be bound by all of 
the terms and conditions of the ORIGINAL CONTRACT, as amended, just as ifit had been an 
original signatory to the Contract, and COUNTY consented to · the assignment of the 
ORIGINAL CONTRACT from MorphoTrust USA, LLC DBA MT USA LLC to 
CONTRACTOR; and 

WHEREAS, the Orange County Board of Supervisor, pursuant to Resolution No. 94-904 
adopted August 2, 1994, has authorized the Purchasing Agent of the County of Orange to change 
the name. of vendor in a contract where there is only a name change and not a change of ownership, 
and accept a vendor's request to assign the contract to the newly named entity; and 

WHEREAS, COUNTY and CONTRACTOR amended Paragraph S., Change of 
Ownership of the ORIGINAL CONTRACT in its entirety and the CONTRACTOR confirmed in 
writing that they understand and are in compliance with the County's Conflict oflnterest Policy 
as stated in article S herein (hereinafter "AMENDMENT NUMBER ONE"); 

WHEREAS, COUNTY and CONTRACTOR amended the ORIGINAL CONTRACT on 
October 22, 2019 and replaced the Idemia Touchprint-5300 scanner blocks with CrossMatch 
LSCAN 1000 scanner blocks and CONTRACTOR provided replacement silicone membranes for 
fifty scanner blocks through the warranty and maintenance periods of the Contract, as well as 
provided new metal shrouds for housing the CrossMatch scanner blocks at no additional cost to 
the COUNTY (hereinafter AMENDMENT NUMBER TWO"); 

WHEREAS, COUNTY and CONTRACTOR renewed the ORIGINAL CONTRACT on 
July 15, 2020 for a one-year term of August 22, 2020 through and including August 21, 2021 and 
allowed CONTRACTOR to complete the project, in that only one (1) of five (5) milestones had 
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been completed (hereinafter "AMENDMENT NUMBER THREE"); and 

WHEREAS, COUNTY and CONTRACTOR changed the Contract Number of the 
ORIGINAL CONTRACT and AMENDMENT NUMBER ONE from MA-060-17011259 to MA-
060-18010732 due to an administrative error in the COUNTY software; and

WHEREAS, COUNTY and CONTRACTOR renewed the ORIGINAL CONTRACT on 
June 23, 2021 for a one-year term of August 22, 2021 through and including August 21, 2022 in 
an amount not to exceed $275,000 (hereinafter "AMENDMENT NUMBER FOUR"); 

WHEREAS, COUNTY and CONTRACTOR renewed the ORIGINAL CONTRACT on 
September 27, 2022 for a one-year term of August 22, 2022 through and including August 21, 
2023 in an amount not to exceed $275,000 as well as revised Attachment A, Scope of Work, 
Livescan/Biometric Capture Stations and Attachment C, PROPOSAL FEE SUMMARY, Section 
I, Compensation (hereinafter "AMENDMENT NUMBER FIVE"); 

WHEREAS, COUNTY desires to renew the ORIGINAL CONTRACT for a one-year term 
of August 22, 2023 through and including August 21, 2024 in an amount not to exceed $386,355 
as well as to revise Attachment A, Scope of Work, Livescan/Biometric Capture Stations and 
Attachment C, PROPOSAL FEE SUMMARY, Section I, Compensation; and the CONTRACTOR 
has agreed to provide those services at the rates set forth in this AMENDMENT NUMBER SIX; 

NOW, THEREFORE, in consideration of the mutual obligations set forth herein, and in 
the ORIGINAL CONTRACT, both COUNTY and CONTRACTOR agree as follows: 

1. ARTICLES

II 

II 

a. Additional Terms and Conditions, Section 1, Term of Contract, is amended to read
in its entirety as follows:

1. Term of Contract: This Contract shall commence upon execution of all
necessary signatures, and continue in effect from 8/22/17 through and
including 8/21/24, unless otherwise terminated by COUNTY. This Contract
may be renewed for three (3) additional one (1) year terms upon mutual
agreement of both Parties. The County is not under any obligation to
provide Contractor with a reason should it elect not to renew this Contract,
nor is the County obligated to provide any prior notice to Contractor of its
intent not to renew the Contract.

b. ATTACHMENT A, Scope of Work, Livescan/Biometric Capture Stations, of
the ORIGINAL CONTRACT is amended in its entirety as follows (attached):

c. ATTACHMENT C, PROPOSAL FEE SUMMARY, Section I. Compensation,
of the ORIGINAL CONTRACT is amended in its entirety as follows (attached):
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1. Introduction

1.1. Scope 

ATTACHMENT A 

SCOPE OF WORK 

LIVESCAN / BIOMETRIC CAPTURE STATIONS 

This Scope of Work (SOW) defines the work to be performed by the Contractor responsible for developing, 
deploying and sustaining a new Orange County criminal livescan fleet (which includes multiple law 
enforcement agencies that are not part of the County of Orange but within the County of Orange) 
administered by Orange County Crime Lab ("OCCL") Cal-ID Bureau. For this project, the Contractor shall 
be responsible for furnishing all personnel, facilities, equipment, material, supplies, support, and 
management and shall perform all functions necessary to design, develop, document, integrate, test, and 
deploy all livescan devices as set forth in this SOW. 

1.2. Payment Milestones (Completed) 

Orange County Sheriffs Department (OCSD) has identified five (5) Payment Milestones for the 
Development and Deployment phases of the project. Upon successful completion of Milestone 1, the 
Contractor will be paid 15 percent of the Development and Deployment price. Upon successful completion 
of Milestone 2, the Contractor will be paid 15 percent of the Development and Deployment price. Upon 
successful completion of each of Milestones 3 and 4, the Contractor will be paid 20 percent of the 
Development and Deployment price. Upon successful completion of Milestone 5, the Contractor will be 
paid the remaining amount of the Development and Deployment price. Successful completion of a Payment 
Milestone requires acceptance by the OCCL of all Contract deliverables associated with the milestone 
review and deliverables that are due at any time prior to that review. Deliverables are described in the body 
of this scope of work and listed in Appendix A by OC-#. The Payment Milestones are defined as follows: 

1. Payment Milestone 1 (15%) - Successful completion of the System Design Review (SDR)
more fully set forth in Section 6 below.

2. Payment Milestone 2 (15%) - Successful completion of the Pre-Ship Review (PSR). more
fully set forth in Section 4.3.13.

3. Payment Milestone 3 (20%) - Successful completion of User Acceptance Test (UAT) for
one-third of the fleet more fully set forth in Section 4.3.3

4. Payment Milestone 4 (20%)- Successful completion ofUAT for two-thirds of the fleet

5. Payment Milestone 5 (30%) - Successful completion of the System Acceptance Review
(SAR) more fully set forth in Section 4.3.3

,Contractor shall provide a no-cost warranty period of one (1) year to begin after System Acceptance. After 
the warrant expires Contractor will provide maintenance and support of the systems, referred to as a 
"sustainment phase" priced as reflected in Attachment C. . The warranty period may begin earlier for 
portions of the fleet that pass VAT in accordance with Payment Milestones 3 and 4, but Contractor shall 
provide coterminous warranties regardless of when the warranty may begin such that the sustainment phase 
will commence for all machines/systems at the same time. All sustainment terms, conditions, and pricing 
are included in this Contract. At the end of the initial Contract term, OCSD expects to renew the Contract 
limiting the scope to the appropriate terms of a Sustainment phase ( e.g. performance requirements, 
sustainment terms). 
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2. Applicable Standards

The Contractor shall comply with the requirements set forth in the current applicable local, state, and federal 
specifications for biometric transmissions, including but not limited to the "Reference Documents" listed 
below. Throughout this Contract, the Contractor or County's OCCL may propose following newer 
standards and their associated data items that replace or supersede those below. To substitute newer 
standards and their associated data items the Contractor shall: 1) identify existing standards and data items 
to be replaced; 2) identify new standards and associated data items proposed for use; 3) provide a rationale 
for using the new items including cost, schedule, performance, and supportability impact; and 4) receive 
OCCL approval. Once the parties agree that newer standards should be used, this contract may be amended 
to identify the new standards. Such technical amendments may occur administratively and will not require 
additional authorization from the County Board of Supervisors unless the cost associated with the changes 
exceeds 10% of the annual cost of the Contract. 

2.1. Reference Documents 

• California DOJ Live Scan Data Submission Requirements:
o LS-1-Table of Contents
o LS-2-Introduction
o LS-3-General Information
o LS-4-Logical Data Record
o LS-5-Partl FP Cards
o LS-5-Part2 FP Cards
o LS-5-Print Specifications
o LS-6-Data Transmission Requirements_ V9
o LS-7-Data Element Tables
o LS-8-Code Tables
o LS-9 Palm-Hand Requ�rements
o LS-10 Photo Requirements

• FBI Electronic Biometric Transmission Specification (EBTS) V9.3 and Vl0
• FBI ens Security Policy (latest version)
• Federal Information Processing Standard (PIPS) 140-2
• NIST Best Practice Recommendation For Capture of Mugshots V 2.0
• NIST ANSI/NIST-ITL 1-2011: UPDATE 2013
• DNA Live Scan Automation Project - Technical Specification
• Orange County ABI System Design Specification
• Orange County ABI System Interface Control Document
• California Department of Justice Guidelines for Submitting Applicant Live Scan

Transactions
• California Department of Justice Guidelines for Submitting Criminal Live Scan

Transactions
• California Department of Justice Guidelines for Submitting Live Scan Sex and Arson

Offender Registration Transactions
• California Department of Justice APP/CRM/REG Test Transaction Procedures when

Live Scan Device is currently in GTC Production

3. Project Management

The Contractor is responsible for providing appropriate and sufficient project management 
services to plan, monitor, report, track, and manage the successful execution of the Contract. 
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All work shall be performed within the territory of the United States and shall be performed by United 
States citizens or Lawful Permanent Residents of the United States. Data and information provided by the 
OCCL shall not be communicated to anyone who is not a United States citizen or Lawful Permanent 
Resident of the United States. 

3.1. Project Organization (Completed) 

The Contractor shall assign a dedicated team of staff responsible for executing the requirements of the 
Contract. A clear line of project authority shall exist among all organizational elements (including 
subcontractors). Roles, responsibilities, authority, and reporting requirements shall be established for each 
organizational element. Once the team has been developed with staff identified and their individual roles 
relating to the project, Contractor shall notify the County's project manager. Contractor shall also notify 
County's project manager of any changes to the team of staff. 

The Contractor shall appoint a Contractor Project Manager (CPM) who is a full time paid employee of the 
Contractor. The CPM shall serve for the duration of the development and deployment phases of the 
Contract effort and shall have responsibility for the accomplishment of all tasks to be performed under the 
Contract. The CPM shall be responsible for the Contractor's technical, cost, and schedule performance. 
The CPM shall have full authority over all Contractor project activities and resources. The CPM shall be 
the principal interface between the project and the Contractor's corporate organization, between the project 
and its associated Contractors, and between the Contractor and OCCL project management for all matters 
relating to the Contract. In the event the assigned CPM terminates employment with Contractor, Contractor 
shall notify County as soon as possible, and also notify the County upon assignment of a new CPM. 

3.2. Project Planning (Completed) 

The Contractor shall prepare and submit detailed plans governing all activities to be performed under the 
Contract. 

3.2.1. Project Management Plan 

The Contractor shall develop and maintain the Project Management Plan (PMP, Deliverable OC-01). The 
PMP shall provide details on activities that will be completed in each phase of the Contract. The PMP will: 

• Establish the project organization, structure, authority, roles, responsibilities, and internal reporting
relationships;

• Define the interfaces between the Contractor and OCCL project management;
• Establish reporting mechanisms and documentation;
• Identify Contractor resources (requirements and assignment);
• Establish project management procedures and policies;
• Incorporate the project Integrated Master Schedule;
• Identify any constraints or assumptions.

3.2.2. Integrated Master Schedule 

The Contractor shall develop an Integrated Master Schedule (IMS, Deliverable OC-02), defined as an 
integrated and resource loaded schedule containing the detailed tasks necessary to ensure successful 
program execution, including all dependencies and inter-task relationships. The IMS shall be traceable to 
the SOW, the Program Management Plan, and all development, test, and transition plans required by the 
Contract. The IMS shall be used to verify achievability of Contract objectives, to evaluate progress toward 
meeting program objectives, and to integrate the program schedule activities with all program components. 

The IMS shall contain the Contract milestones, accomplishments, and discrete tasks/activities from 
Contract award to the completion of the Deployment Phase of the Contract. It shall display summary, 
intermediate, and detailed schedules, and shall accommodate periodic analysis of progress to date. 
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The IMS shall be updated, at a minimum, on a monthly basis and reflect project status according to the 
Contractor's management control system. The IMS shall be formatted as a Microsoft Office Project 2007 
schedule. This plan will form the basis for discussions at each status meeting. 

Contractor shall pa1iicipate in meetings and reviews during the te1m of the contract. Meeting shall occur 
at the locations in the following table, unless otherwise agreed to by OCCL Project Manager. Contractor 
shall be responsible for the OCCL project team travel costs to the Contractor Facility, limited to airfare, 
ground transpo1iation, and lodging for ( 4) team members at a hotel with a reasonable government rate. 

i Me�tings/Reviews I Location ' ,,., ' 
I 

Project Kickoff OCCL facility 

System Requirements Review OCCL Facility 

System Design Review OCCL Facility 

Factory Acceptance Test Readiness Review Contractor Facility 

Factory Acceptance Test Contractor Facility 

Pre-Ship Review Contractor Facility 

System Acceptance Test Readiness Review OCCL Facility 

System Acceptance Test OCCL Facility / OC Police Agencies 

System Acceptance Review OCCL Facility 

Training OCCL Facility 

Table 1: Preliminary Project Schedule and Payment Milestone Correlation 

- . �as� Descri�ti�n

I 

�sti-mated Finish-Start 

I 

Progress 
Delivery Timeframe Payment % 

_ . . _ (W�e_ks) . 
Milestone #1 
Successful completion of the System Design 
Review (SOR) 

Milestone #2 
Successful completion of the Pre-Ship Review 
(PSR) 

Milestone #3 
Successful completion of User Acceptance Test 
(UAT) for one-third of the fleet 

Milestone #4 

Successful completion of UAT for two-thirds of 
the fleet 

Milestone #5 

Successful completion of the System Acceptance 
Review (SAR) 

Project Totals: 
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28 

38 

40 

47 

47 weeks 

15% 

15% 

20% 

20% 

30% 

100% 
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3.3. Project Reporting and Reviews (Completed) 

The Contractor shall provide Management and Technical Reports (Deliverable OC-03), conduct 
Management and Technical Reviews and additional meetings not otherwise referenced in section 3.2.2 
above, as may be required .for proper execution and implementation of the Contract. Attendees at 
management and technical reviews and meetings will include OCCL project personnel, OCCL support 
contractors, the Contractor, and subcontractors as necessary to meet the objectives of the meeting or review. 
Contractor shall produce meeting agendas, presentations materials, and detailed minutes for each meeting 
(Deliverable OC-04). 

The Contractor shall participate in a project kickoff meeting at the OCCL facility within 10 working days 
after execution of Contract to introduce key OCCL and Contractor personnel, to discuss plans, to discuss 
the status of any risks or issues, to discuss proposals for further tailoring (if any) of the Contract, and to 
address any other issues OCCL project management or the Contractor wish to discuss. 

3.4. Security 

The Contractor shall implement a security program in compliance with the ens Security Policy. All 
Contractor supplied personnel, facilities or systems shall provide protection and control of all OCCL 
provided information, equipment, documentation, and network access. 

3.5. Configuration Management 

The Contractor shall develop a Configuration Management Plan (Deliverable OC-05) and implement a 
Configuration Management (CM) program in accordance with that plan. The CMP shall identify the 
organization responsible for the CM function. The CMP shall establish Configuration Management 
responsibilities and authority, identify Configuration Management resources and tools, establish 
Configuration Management policies, and define Configuration Management phasing and milestones. The 
CMP shall establish procedures for Configuration Identification, Configuration Control, Configuration 
Status Accounting, and Configuration Audits and Reviews. The CPM shall implement controls to ensure 
that only authorized changes are made to the CMP. 

The Contractor shall develop and maintain control of deliverables until accepted by OCCL. The Contractor 
shall recommend configuration control tools for use on the project. Subject to OCCL approval, the 
Contractor shall procure and use the approved tools to perform their configuration control functions. The 
Contractor shall procure the approved tools and provide them to OCCL (Deliverable OC-22). The 
Contractor shall turn change control of deliverables over to OCCL when the deliverables are accepted. 

3.6. Quality Assurance 

The Contractor shall develop a Quality Assurance Plan (Deliverable OC-06) and implement a Quality 
Assurance (QA) program in accordance with that plan. The Contractor's QA program shall provide for a 
Contractor QA organization that is independent of the Contractor's Program Manager. The Contractor's 
QA program shall assure that all supplies and services submitted to the OCCL for acceptance conform to 
Contract requirements. The Contractor shall ensure product quality by inspection, controlling 
nonconforming material, controlling subcontractor quality assurance, and by having effective control of 
calibrated equipment. The Contractor shall perform and document inspections prior to requesting 
acceptance of the work by the OCCL. 

OCCL reserves the right to perform audits and inspections of Contractor ( and subcontractor) conformance 
to any or all contractual requirements at any time during the performance of the Contract. Due notice will 
be provided to the Contractor prior to conducting audits or inspections. Subcontract requirements shall 
permit participation in audits and inspections by OCCL and OCCL support contractors. 
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4. Implementation, Delivery, and Acceptance

4.1. Implementation (Completed) 

Contractor shall provide system implementation services, including but not limited to system setup, 
installation, testing, training, baseline customizations and/or baseline interfaces, and other services through 
Final Acceptance of the System, as required for the successful implementation of the system, as specified 
in this Scope of Work and elsewhere in the Contract. 

Contractor shall provide the licenses for all system software, system hardware, and associated system 
implementation services (Deliverable OC-18). Contractor shall install and configure at each site with all 
related components of the system. Contractor shall provide all equipment and software necessary to satisfy 
the system requirements at all operational sites. Contractor shall develop the OC Livescan Bill of Materials 
(Deliverable OC-07). 

Contractor shall provide County with a comprehensive set of user, system and management documentation 
(Deliverable OC-19). Contractor shall provide the documentation in both electronic and hard-copy formats. 

Staff will be on site to assist the Contractor during system deployment, software installation, and user 
training. Contractor must coordinate with staff for all onsite work. 

4.2. Delivery 

All deliverables shall be subject to County approval and acceptance in order to satisfy the terms and 
conditions of the Contract. Unless otherwise noted, all electronic documents shall be delivered as a 
Microsoft Word 97-2003 Document 2007. 

During installation and deployment of new systems, Contractor shall make different support personnel other 
than the primary installers available to troubleshoot residual issues following each station install to help 
prevent delays to the installation schedule. The following table contains the locations for device delivery 
and installation: 

Brea Police Department 

Buena Park Police 
De artment 
Costa Mesa Police 
De artment 
Cal State University 
Fullerton 
Cypress Police Department 

Fountain Valley Police 
De artment 
Fullerton Police 
De artment 
Garden Grove Police 
De artment 
Huntington Beach Police 
De artment 
Irvine Police Department 

Orange County Juvenile 
Hall 
Laguna Beach Police 

County of Orange 
Sheriff-Coroner Department 

1 Civic Center Circle, Brea CA 95821 1 

6650 Beach Blvd., Buena Park CA 90620 1 

99 Fair Dr., Costa Mesa CA 92626 1 

800 N. State College Blvd., Fullerton CA 1 
92834 
5275 Orange Ave., Cypress CA 90630 1 

10200 Slater Ave., Fountain Valley CA 2 
92708 
237 W. Commonwealth, Fullerton CA 1 
92832 
11301 Acacia Parkway, Garden Grove 2 
CA 92840 
2000 Main St., Huntington Beach CA 2 
92648 
1 Civic Center Plaza, Irvine CA 92606 2 

331 the City Drive, Orange CA 92677 1 

505 Forest Ave., Laguna Beach CA 1 
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Department 92651 

La Habra Police 15 0 N. Euclid, La Habra CA 90631 1 
Department 
La Palma Police 7792 Walker St., La Palma CA 90623. 1 
Department 
Los Alamitos Police 3201 Katella Ave., Los Alamitos CA 1 
Department 90720 
Newport Beach Police 870 Santa Barbara Dr., Newport Beach 2 
Department CA 92660 
Orange Police Department 1107 N. Batavia Ave., Orange CA 92668 2 

Orange County Sheriff-
Coroner 
Aliso Viejo 11 Journey, Aliso Viejo CA 92656 2 

OC Crime Lab, Cal-ID 320 N Flower Street, 5th Floor, Santa Ana 2 2 1 
Bureau CA 92703 
Support Services Division, 320 N Flower Street, 1st Floor, Santa 3 
Civil Prints Counter Ana CA 92703 
Central Jail Complex 550 N Flower Street, Santa Ana CA 5 

92703 
Coroner Division 1071 West Santa Ana Blvd, Santa Ana 2 

CA 92703 
Saddle back 20202 Windrow Drive, Lake Forest CA 1 

92630 
Theo Lacy Jail 501 The City Dr. S., Orange CA 92668 3 

Orange County District Central Justice Center, 700 Civic Center 0 1 
Attorney Dr West, Room A202 
Placentia Police 401 E. Chapman Ave., Placentia CA 1 
Department 92870 
Orange County Probation 301 The City Drive South 5th Floor, 1 

Orange CA 92868 
Santa Ana Police 62 Civic Center Plaza, Santa Ana CA 2 
Department 92701 
Seal Beach Police 911 Seal Beach Blvd., Seal Beach CA 1 
Department 90740 
Tustin Police Department 300 Centennial Way, Tustin CA 92780 1 

University of California 150 Public Services Building, Irvine Ca 1 
Irvine 92697 
Westminster Police 8200 Westminster Ave., Westminster CA 1 
Department 92683 

47 5 1 

4.3. Acceptance 

The Contractor shall develop Test Plans and Test Procedures (Deliverable OC-08 though Deliverable OC-
11) in cooperation with the County for the Factory Acceptance Test (FAT) and System Acceptance Test
(SAT). The Contractor shall conduct Test Readiness Reviews to demonstrate to OCCL their readiness to
conduct the tests. At the culmination of the Contractor presentations during the reviews, and after approval
of the corresponding test procedures, the OCCL Project Manager will authorize - or not authorize - the
Contractor to conduct the tests. OCCL will observe the tests, using the approved test procedures. The
Contractor shall document the results of the tests and deliver a FAT Report and a SAT Report (Deliverable
OC-12, Deliverable OC-13).
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4.3.1. Factory Acceptance Test (Completed) 

The Contractor shall conduct a Factory Acceptance Test at the Contractor's facility. The purpose of the 
· Factory Acceptance Test is to ensure that the Contract requirements have been met, that the system works
in a factory setting, and that the documentation associated with the system reflects the design and is
usable.

The Contractor shall conduct a Test Readiness Review (TRR) to demonstrate their and the 0C ABI 
System's readiness to conduct FAT. The Contractor shall: 

• Provide an overview/walk-through of the FAT activity to 0CCL, which is to occur.

• Describe the test environment ( equipment, software, databases, and interfaces) and how it differs
from the operational environment ( e.g., the use of simulators to represent external interfaces).

• Identify and discuss the rationale for and implications of any proposed redlines to documents (i.e.,
test plans, test procedures, user documentation, installation documentation).

• Report on the status of all action items, risks, and issues that are currently open or have been closed
since the previous PMR. Plans and/or options for their resolution will be addressed.

• Identify any test procedures that the Contractor expects will fail or be incomplete during FAT
execution, address the implications of those failures/incompletes for operations, and discuss
plans/options for correcting the cause(s) of those failures

Contractor shall conduct FAT with the fully assembled to-be-delivered system(s). 

Contractor shall not expect any live connections to the County network or any end user networks during 
the FAT. 

After successful passage of the FAT at Contractor's facility, Contractor shall present the results at a Pre­
Ship Review (PSR) to 0CCL. Upon successful completion of the PSR, 0CCL will authorize the Contractor 
to ship the system(s) to the operational site(s). 

4. 3. 2. System Acceptance Test (Completed)

The Contractor shall conduct the System Acceptance Test. The SAT shall include thorough testing of 
unique configurations among all sites. The purpose of the SAT is to demonstrate that the equipment was 
installed correctly and operates at the functional and performance levels verified at FAT; to verify the 
requirements that could not be verified at the factory; to verify the performance requirements; to verify that 
the integrated sum i� at least as functional as the sum of the individual parts and to verify that end-to-end 
work flows execute as anticipated. 

Contractor will ensure the connection between the fingerprint system and the state is functioning properly 
and in accordance with all policies, procedures, and protocols of the state. 
SAT shall include systematic end to end testing for each TOT, including all return message types, 
rejects/resends, record updates, central administration server, reports, RMS/JMS push/pull, facial images, 
scars, marks, and tattoo, and iris . 

. 4.3.3. User Acceptance Test (Completed) 

The 0CCL will conduct User Acceptance Testing (UAT). The purpose ofUAT is to demonstrate that the 
system, the supporting documentation, and the user training are adequate for their intended purpose. The 
equipment must function properly for all workflows, must be successfully interfaced with computerized 
records/jail management systems and the 0C ABI System. All functions required by the County, or 
additional functions included in the vendor's proposal, must be demonstrated prior to device acceptance. 
The OCCL will conduct a Test Readiness Review to assess 0CCL's readiness to conduct UAT. If the 
0CCL Project Manager determines that 0CCL is ready to conduct UAT, 0CCL will direct that the UAT 
period begin. UAT will be conducted for a period of at least thirty (30) days for each device in production. 
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Completion of UAT will be determined only after all systems have been installed and operating in a 
production environment for 30 days. Upon completion of UAT, the OCCL will conduct a System 
Acceptance Review (SAR) to assess whether the systems, documentation, and training are adequate to 
allow 0CCL to declare the systems fully operational and accepted. 

The Contractor shall provide support throughout the period of UAT. The support personnel shall be able 
to assist users in the performance of user functions and shall document problems encountered in the course 
ofUAT. The level of support shall be provided for �11 shifts. 

5. Transition (Completed)

Contractor shall conduct, with OCCL, pre-install site visits to determine network, power, interfaces, device 
location, accessibility, delivery options, and training options. Contractor shall develop Installation 
Drawings (Deliverable OC-14) for all sites and make recommendations for site enhancements to make the 
facial image capture comply with ANSI/NIST-ITL 1 -201 1: UPDATE 201 3. 

The Contractor shall develop a comprehensive Transition Plan (Deliverable OC-15) that guides the process 
of migrating the County's livescan operators from the current Identix devices to the new multi-biometric 
capture systems. The plan shall address operations (parallel or not), timing of training relative to going 
operational, the sequence of switching services, transition objectives, activities, required resources, 
schedule (may be included in the IMS), tools, assumptions, OCCL furnished items ( e.g., equipment, 
information, data, facilities, secure network connectivity, or personnel), and external dependencies. 
The Contractor shall provide on-site engineering and IT support for interfaces and network connectivity at 
each site. 

6. System Design

The Contractor shall design, develop, and document the new OC Livescans to satisfy the requirements of 
this SOW. The Contractor shall design, develop, and fabricate or procure all hardware, software, and data 
components of the system(s), with the exception of the operational data to be provided by OCCL. 
The Contractor shall, to the maximum extent feasible, use non-proprietary hardware and software in 
developing and implementing the system. To the maximum extent feasible, the equipment shall be 
available commercially from third party vendors as well as through the Contractor. 

The Contractor shall develop and maintain the Requirements Verification Traceability Matrix (Deliverable 
OC-23) to map the requirements in this Scope of Work to the OC Livescan System Design Specification 
and the FAT and SAT Test Procedures. The Contractor shall develop the OC Livescan System Design 
Specification (Deliverable OC-17). The Contractor shall conduct a System Design Review (SDR) and 
present their design for OCCL approval. The SDR shall be a comprehensive and in-depth review of the 
design as documented in the OC Livescan System Design Specification and the Bill of Materials. 

6.1. Requirements Review (Completed) 

The Contractor shall review the OC Livescan requirements and conduct the analyses and modeling 
necessary to validate the requirements. The Contractor shall identify errors, ambiguities, conflicts, 
incompletes, and other defects in the requirements. The Contractor shall recommend changes to the 
requirements where those changes would correct defects or result in benefit to the OCCL ( e.g., enhance the 
overall functionality, performance, or reliability of the OC ABI System, reduce life cycle costs, increase 
maintainability, shorten the schedule, or reduce program risk). 

The Contractor shall conduct the analyses necessary to develop the interface requirements between the OC 
Livescans and agency records/jail management systems. The Contractor shall document those requirements 
in an Interface Definitions Document (Deliverable OC-16). 

The Contractor shall conduct a System Requirements Review (SRR). At SRR, the Contractor shall present 
the results of the verification effort and the supporting data. The Contractor shall document recommended 
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changes to the OC Livescan requirements and shall suppo1i these recommendations (e.g., with trade study 
results and cost benefit analyses). 

Upon successful completion of the SRR, the OC Program Manager will authorize the Contractor to proceed 
with system design. OCCL will incorporate any approved changes in a revision to the OC Livescan 
requirements. 

6.2. Functional and Technical Requirements 

Contractor's Livescan system shall meet the following requirements: 

6.2.1. General Requirements 

'.Requi_rement _:I General Requirements 

ID ,'' :1 , 

GOl 
Contractor shall have a criminal livescan certified by Cal-DOJ for all desired Types of 
Transactions (TOTs) in use in California 

GO2 
System shall comply with ANSI/NIST-ITL 1-2011 with Update 2013 or more current 
published version 
System shall comply with FBI EBTS VlO (including updates) or more current 

GO3 published version and be backward compatible (OC ABI System is FBI EBTS 9.3 
compliant) 

GO4 
System shall comply with current California Department of Justice Live Scan 
transmission specifications 

GOS 
System shall have appropriate FBI Appendix F and California DOJ certifications. A 
copy of each letter of ce1tification must be provided with proposal 

GO6 System shall comply with OC ABI System - System Design Specification 

GO7 System shall comply with OC ABI System - Interface Control Document 

GOS System shall comply with OC ABI System - Data Dictionary 

System shall include a Central Administration Server with a user friendly interface 
and features that allow the OCCL System Administrator to: 

a) Manage the operating system and application user account credentials as
single sign on environments

b) Remotely access and view the activity on any device in the fleet, in real time
c) Generate dynamic reports for:

• Operator performance
• Sequence override
• Image quality override
• Number of transactions with filter capability by TOT, Livescan ID

GO9 
(LSID), date range, time of day range, etc.

• Rejection rates
d) Manage user credentials and privileges, to include:

• Adding, deleting, and modifying user credentials
• Assignment of multiple levels of privileges
• Authorizing a single operator on multiple devices
• Restricting the deletion of transactions to privileged operators

e) Remotely deploy software updates
Receive automatic error/network notifications

g) Review configuration and network status of each device on a single screen -
an overview of each of the devices current application/configuration, last
software update, last table update, network connectivity and functionality
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h) Push custom broadcast messages to a particular device, a configurable subset
of devices, or all devices to inform or instruct operators

GlO System shall perform data validation against current active tables prior to transmitting 
to the OC ABI System 

Gll System shall notify the operator within 3 seconds of data ent1y errors, not at the 
completion of all data entry 

G12 System shall use predictive text input technology in all demographic fields supported 
by Cal-DOJ tables 
System shall automatically populate the corresponding values when one value is 

G13 selected from a table ent1y with multiple components, such as a charge code and a 
literal description 

G14 System shall automatically tab to the next field once a field is complete 

G15 System shall allow an OCCL System Administrator to hide/unhide fields available to 
the operator, configurable by TOT 

G16 System shall allow individual data field default values to be assigned and modified by 
an OCCL System Administrator 
System shall automatically populate values logically when other record components 

G17 exist or do not exist ( e.g. "palm prints available" shall be marked "Yes" by the system 
when Type-15 images are captured) 

G18 System shall allow an operator to capture screen shots which will be auto-saved and 
accessible by that operator as well as System Administrators 

G19 System shall allow operator to open a saved record, modify and add demographics 
and biometrics without creating a new record 

G20 System shall utilize meaningful on-screen guides, labels, and help options to enhance 
usability 

G21 System shall have unique screen backgrounds for each TOT so the operator may 
differentiate the TOTs at a glance 
System shall be capable of transmitting the following standard Types of Transactions 
(TOTs): 

a) CRM

G22 b) cus

c) REG
d) DCD
e) ION

t) APP

System shall receive the following standard response TOTs: 
a) Local SRE
b) Local ERRT

G23 c) DOJ SRE
d) DOJERRT
e) FBI SRE

f) FBIERRT
g) OHS response

System shall allow "transfonning" completed and transmitted ION transactions to 
G24 CRM and DCD transactions with a unique TCN and OCA number (NIST Type 2 

Field 2.112) 

G25 System shall incorporate foot pedals on left and right sides of the cabinet for easy 
access from either side 

G26 System shall offer "Hot Keys" for frequently used on-screen buttons 

G27 System shall include a barcode reader for reading DNA swab barcodes produced by 
Cal-DOJ 
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G28 

G29 

G30 

G31 

G32 

G33 

G34 

G35 

G36 

System shall include readers for Driver Licenses (magstripe and 2D barcodes) 

System shall have an adjustable keyboard tray to supp011 ergonomic use 

System shall include a standalone mouse, not integrated into the keyboard 

Cabinets or cases shall be: 
a) Ruggedized
b) Space-saving
c) Able to withstand harsh chemical cleaners
d) Height adjustable (scanner height)
e) Movable with lockable wheels
f) Easy access to CPU for maintenance, rebooting etc.

All components shall be secured to the cabinet or, with extension cables, be secured to 
another portion of the facility 
Systems shall be flexibly designed, as "all-in-one" stations or be flexible enough to 
accommodate various existing assets located in various areas of a facility, as 
appropriate per site ( e.g. livescan with a fixed mounted photo capture camera or 
livescan interfaced with a photo capture camera or livescan interfaced with a wired or 
wireless connected photo capture camera located in an adjacent room due to booking 
area size limitations) 
System shall provide the capability for a biometric log on for the operator. The log on 
shall enable operator to access any device in the fleet. Operators will likely be 
wearing gloves, making a fingerprint log on the least desirable. 
System shall allow System Administrator to configure the following settings per 
device: 

a) Auto capture of finger/palm images (On or OFF)
b) Selectively auto advance to next image capture once an image meets

minimum quality settings (On or OFF per image position) 
c) Setting the default TOT for new records
d) Enable or disable various modules (i.e. TOTs, finger caphire, palm capture,

photo capture, etc.)
e) Minimum number ofre-rolls by finger position
f) Automatically tab to the next mandatory demographic field

System shall include duplex printers that: 
a) Have additional tray options
b) Print standard FBI and Cal-DOJ formatted fingerprint and palmprint cards, as 

appropriate per TOT
c) Print to hard card or plain paper
d) Allow printing of all the captured data, without cutting images, preventing

loss of critical fingerprint detail
e) Print all images plus the appropriate template to plain paper, print all images

plus the appropriate template to blank hard cards, or print all images and text
data (e.g., demographic data) on pre-fonnatted hard cards

t) Print all messages to plain paper
g) Print screen captures of the desktop/screen via single Print Screen key
h) Accommodate custom default settings to allow operators to set individual

devices to printing on, off, or print manually transaction by transaction
i) Are configurable as network printers for numerous devices within the same

location
j) Connects to the livescan wirelessly or via USB
k) Are configurable for printing various booking forms with populated

demographics, photos, and images

County of Orange 
Sheri ff-Coroner Department

MA-060-18010732 
Livescan/Biometric Capture Stations 

Attachment A 

Page 27 of 145



DocuSign Envelope ID: 278F9BC7-BDA5-46F9-83O2-9399AFDB9AA0 

Jt �� ... i1n,;:,o 
'I 

'"•'t�• � .,..,·•:,;i.•·• .,., , , ,,.., .... -,, • .,. , , t<;�'''tl",l'L• •• ... •• ll[l"a-lf ,,.�,, , 

,Requirement··, General Requirements .. ,',. ;_. · ·"' ,, ,:/�-, , .. ,-, ::•:·r:;f<•' ,,, ---. : '• . -' '. 

�iri�:�.�� •:, :�� � • ;: : •,.· \1':;��:, ; t.:! h• • .�: J. .;, . i �•,!• . •. I: ;}':.,�:l!'.�•�-'\�<•:1�\/-•,c ,:i� t ·:� . �;-
,. 

,. 

1) Allow an operator to modify how many print cards, disposition forms, and
photos are printed for a specific transaction

m) OCCL System Administrator shall have the ability to modify the default
values for printing of print cards, disposition forms, and photos

System shall have a color coded Home Screen that clearly identifies the transactions 
in various states, such as: 

a) New
b) Complete and successful

0 Finger capture 
0 Palm capture 
0 Demographics 
0 Printing 

G37 0 Transmitting 
c) Error(s)

0 Finger capture - finger number 
0 Palm capture - position and hand 
0 Demographics 
0 Printing 
0 Transmitting 

ct) SRE message(s) received 
e) Error message(s) received

G38 
System shall have a training or practice mode for each TOT to facilitate hands-on 
learning 

G39 
System shall be capable of auto generating a unique OCA Field 2.112, in sync with all 
devices in the fleet, as determined by customer per TOT 
System shall collect all available biometrics and send a single transaction to the local 

G40 
identification system and be capable of sending a subset of data and or images to an 
external system as detennined by each agency ( e.g. a facial image sent in the booking 
record as well as to an agency facial image archive) 
System shall allow the deletion of records and/or jobs to be completed manually or 

G41 automatically based on specific record retention time frame, record counts, or 
command sent via RMS/JMS 

G42 
System shall have the ability to send submission information to various systems ( e.g. 
"prints submitted to ABI" message to the OCSD Data Exchange Service 
System shall allow transmit or print jobs to be stopped manually by Operators or 

G43 System Administrators while queued and/or in process, i.e. stop previously 
transmitted records trying to resend while resolving a network error 
System shall be able to complete the DNA, DNS and DNR transactions automatically 

G44 in the background and display "Collect" or "Don't Collect" results in a demographic 
screen while the operator is completing a criminal booking or other appropriate TOT 

G4S 
System shall have a single screen to show all jobs in process and the status, e.g. 
"retrying" 

G46 
System shall prompt for next item to capture or enter data for with clear onscreen 
visual queues 

G47 System shall display a real time preview of all captured biometrics images 

G48 
System shall perfo1m a real time image quality check and display the appropriate 
quality metric onscreen (e.g. NFIQ score for fingerprint images) 
System shall be able to queue up demographic records waiting for image capture on 

G49 
the Home Screen, i.e. demographics sent to the livescan via a JMS; allow the operator 
to choose the record from the Home Screen which has the complete demographics and 
complete the transaction by capturing biometric images 
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GSl 

G52 

G53 

G54 

GSS 
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System shall have the option to identify and open the subject's record via a single 
biometric capture. For example, a subject's iris or thumb is captured during a pre-
booking intake/enrollment process into the jail facility, prior to the full criminal 
booking. That biometric is then included in the record pushed to the livescan from a 
JMS and can be utilized to open the subject's record on the livescan, ensuring the 
correct subject is livescanned under the correct demographic record 
System shall allow System Administrators to set and change criteria for acceptable 
image quality 
All transaction data shall be automatically saved throughout the process (scanning 
images and/or entering demographics) to minimize data loss in the event of 
interruption, system freezing, unintentional system shutdown, or power loss 
System shall allow an operator to open a previously transmitted transaction, edit 
individual data elements and biometric images, and re-transmit 
System shall allow the operator to perform the following types of submissions: 

a) Submit a transaction and then immediately logout
b) Submit a transaction and then sta11 another transaction of the same TOT
c) Submit a transaction and then return to the TOT selection screen to perfonn a

different type of transaction
d) Save and exit the transaction to allow the operator to continue the transaction

at a later time

System shall be compliant with the Americans with Disabilities Act 

6.2.2. Finger and Palm Capture 

Requirement ' Finger and Palm Capture System Requirements 
ID 

System shall provide clear real time feedback and direction for correcting sequence, 

FP0l quality, and rolled finger capture vs flat finger capture to avoid image inconsistencies, 
e.g. right index is in the 4-finger flats but missing from the rolled images, inconsistent
annotations, etc.
If designed for upper and lower palm capture in two segments, System shall compare 

FP02 the interdigital area between upper and lower palm to ensure the palm segments are 
from the same hand 
System shall scan the image portions of the fingerprint and/or palm print fonns at 
1,000 ppi using FBI certified EBTS Appendix-F scanner systems and FBI 

FP03 compression guidelines, automatically assigning the image(s) to Type-14/15 records, 
as appropriate (FBI/CTIS guideline for 1000 ppi scanned Type-14 and Type-15 images 
is compression using the JP2L algorithm) 

FP04 System shall allow the System Administrator to configure fingerprint and palmprint 
image capture in any specific logical order for each individual TOT 

FP0S System shall have moisture discriminating optics 

FP06 System shall have anti-fog technology 

FP07 System shall have anti-smear technology 

FP08 System shall have technology that mitigates geometric distortion, blurriness, soft 
focus, etc. e.g. distortion caused by non-unifonn finger pressure on platen 

FP09 System shall have auto calibration 
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FPlO 

FPll 

FP12 

FP13 

FP14 

FP15 

FP16 

FP17 

FP18 

FP19 

FP20 

FP21 

FP22 

FP23 

FP24 

FP25 

FP26 

FP27 

FP28 

FP 29 

System shall have no moving paiis 

System shall have glass sealed platens 

System shall not require use of excessive water or application of other products to 
capture highest quality images 

System shall have no wearable coating to reduce surface scratches 

System shall be free of any metal, plastic or other types of guides 

System shall be capable of capturing rolls, flat slaps, flat single fingers, flat single 
thumbs, and two thumbs flat simultaneously 
System shall be capable of capturing all palm detail, including upper palm, lower 
palm, and writer's palm 
System shall perform roll to slap comparison and also verify the fingers match the 
palm set 
System shall allow operator to select best print from multiple roll attempts of same 
finger 
System shall auto center the scanned image, regardless of the position of the hand on 
the platen, without losing/cutting any image detail 

System shall have an auto contrast adjustment 

System shall allow annotations on individual images and full hand 

If annotations are placed on the palm image, the system shall logically apply those 
annotations to the corresponding finger scans (e.g. if the right palm is AMP and 
fingers are captured after the palm, the system shall annotate the right fingers and not 
require action by the operator) 
System shall allow the operator to annotate fingerprints/palmprints efficiently and with 
the least number of steps 
System shall give a descriptive warning message when a captured image is determined 
to be out of sequence and the operator shall be given the option to move the image to 
its correct position 
System shall perform a real time sequence check and alert the operator that the wrong 
image is being captured 
System shall allow the System Administrator to configure the minimum number of re-
rolls by finger position, configurable by TOT 
System shall allow the System Administrator to configure the minimum quality for 
each finger position (e.g. set higher quality requirement for thumbs and index fingers) 
System shall generate and display to the operator the NFIQ quality rating for each 
finger image 
System shall auto extract flat fingers from the upper palm capture and allow the 
operator to override the auto capture and manually extract for better quality. 

6.2.3. Facial Images, Scars, Marks and Tattoo Capture 

Requirement Mug Photo/Scars, Marks, and Tattoo Capture 
ID 

MOl 

M02 

System shall use Digital SLR cameras that meet or exceed the ANSI/NIST Annex E 
requirements with SAP Level 50/51 standard 
System shall be able to capture and transmit facial images and scars, marks, and tattoos 
as ANSI/NIST and FBI EBTS compliant Type-10 records 
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System shall include a camera that can be removed, serviced, exchanged, or upgraded 
MO3 as a separate unit, while the livescan remains in operation (i.e. it should not be built 

into the livescan) 

MO4 System shall capture front, left profile, and right profile face poses 

MOS 
System shall have face finding technology, automatically finding the subject's face and 
crop to comply with ANSI/NIST-ITL 1-2011 Update:2013 --Annex E 

MO6 
System shall allow the operator to capture a single photo from which to crop several 
SMT images from 

MO7 System shall provide a live view of the subject prior to freezing/capturing an image 

MOS 
Once captured, System shall display the front photo on all subsequent screens of the 
transaction 

MO9 
System's camera shall have the ability to be mounted in a predetermined position in 
order to replace existing cameras 

MlO 
System shall have the ability to capture photos from one common location for 
environments with multiple livescans 

6.2.4. Iris Images 

Requirement i Iris Capture 
ID I 

l01 

System shall be capable of selectively capturing or ingesting images of irises, 
processing, and transmitting the images as ANSI/NIST and FBI EBTS compliant 
T e-17 records in su 01t of future Iris Ca ture and Iris Reco nition ro · ects 

6.2.5. Performance Requirements 

Requirement I Performance 
ID ' 
POl 

P02 

System shall perform with high reliability and availability. Overall equipment 
availability shall be 99% 
System shall capture Tenprints (10 rolls+ 4 flats) and palm prints (2 lower palms and 2 
writer's palms) in less than two (2) minutes 

6.2.6. Interface Requirements 

Requirement : Interfaces 
ID I 

INOl 

IN02 

System shall send transactions to the OC ABI System and receive and display 
messages from the ABI System in accordance with the ABI System ICD 

System shall accommodate demographic interfaces with Records Management and Jail 
Management Systems (RMS/JMS) currently interfaced to livescans in Orange County, 
including but not limited to: 

• Computer Deductions, Inc. (CDI) - QCSD's jail management vendor
• Spillman
• Sungard
• Versaterrn
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IN03 

IN04 

• [ntergraph
• Computerized Arrest and Booking System (CABS)
• Public Safety Systems, Inc. (PSSI)
• Advanced Technology Information Management System (A TIMS)

System shall accommodate image file interfaces with various end user facial image 
database systems 

System shall accommodate push or pull transfer mechanisms from RMS/JMS vendors 
to livescan stations 

6.2.7. System and Security Requirements 

. Requi�ement I Network and Environment
ID .. 

' [.

S01 

S02 

S03 

S04 

sos 

S06 

S07 

S08 

S09 

S10 

S11 

S12 

System shall send all transactions as ANSI/NIST standard packages as a MIME encoded 
attachment to the OC ABI system via Simple Mail Transfer Protocol (SMTP) protocol 
System shall retrieve mail from the OC ABI System mail server by using Post 
Office Protocol 3 (POP3) or Internet Message Access Protocol 4 (IMAP4) 
protocol. The OC ABI System will host a mail server for which each submitting 
Livescan device will be assigned an account 
System shall pull the current Cal-DOJ Livescan tables via File Transfer Protocol 
(FTP) or Secure File Transfer Protocol (SFTP) protocol from the ABI System and 
automatically deploy/implement on the devices no less frequently than once every 
24 hours 
System shall simultaneously handle multi-platform data interchanges (e.g. web service, 
email, FTP, direct database querv, file copy, etc.) 
When there is no network connectivity, System shall: 

a) Allow the operator to use the system with full functionality
b) Queue all transactions
c) Automatically transmit queued transactions without operator intervention when

network connectivity is re-established
System shall prohibit access to the operating system commands and Windows 
environment and prohibit changes by non-administrative users to maximize security 
protection and the application, i.e. non-administrative users shall not be able to use Ct!-
Alt-Delete to access the desktop 
System shall allow the System Administrator to access the Windows environment for 
administration 
The System shall meet the following requirements, at a minimum: 

a) Microsoft Windows 7 (64 bit) and above
b) Intel Core i5 CPU
c) 8 GB of RAM
d) 256 GB Solid State Drives (SSD)
e) USB 3.0

f) Touch screen LCD or LED-LCD monitor, 17 inch
System shall have the ability to receive Microsoft Windows updates from a County 
server and on a schedule determined by the County 
System login information shall have the ability to be managed from a central location 
using Lightweight Directory Access Protocol (LDAP) 

System shall be allowed to join the County's Active Directo1y Domain 

System shall have the latest version of Symantec Endpoint Protection software 
installed on each system. The Endpoint Central Management Console shall be 
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installed on County's Antivirus Server, which will update and manage the Endpoint 
client software for each device 

S13 
System shall allow an OCCL System Administrator to execute and update the anti-
virus software without impacting the operational use of the system 

S14 
The Antivirus annual subscription licenses cost shall be included in the sustainment 
cost 

SlS 
System shall keep audit logs and send a copy to a centralized syslog server 
automatically on a schedule set by the County 

S16 
System shall incorporate localized monitoring agents to send event traps to a 
centralized management server 

S17 
System and system components shall not be declared end-of-life or end-of-suppo11 
within five (5) years of System Acceptance 
System shall be capable of operating offline in the event of a communication failure or 

S18 unavailability of the target system. The offline mode shall store the data and regularly 
and frequently attempt to restore the failed communication 
System shall queue all transactions in the event of network interruption and 

S19 automatically transmit queued transactions without operator intervention when 
network connectivity is re-established 
Each system shall include an Uninterruptable Power Supply (UPS) 

S20 that will safely shut down the system during black-outs. The UPS shall have an LED 
display providing battery life info,mation 

S21 
System shall provide complete data protection in the event of security breach or 
system loss (i.e. stolen) 

7. Sustainment

The Contractor shall provide all software upgrades to their deliverables whenever new Contractor product 
releases are introduced during the life of the Contract, at no additional cost to the County. The Contractor 
shall provide corrective maintenance for any e1Tor, malfunction, or defect in Contractor s�1pplied equipment, 
software, or documentation which, when used as delivered, fails to perfonn in accordance with Contractor's 
officially announced, written or published, technical specifications through the life of the Contract. 
Contractor shall test such upgrades at the Contractor's facility. After successful passage of the testing at 
Contractor's facility, Contractor shall present the results to OCCL. OCCL will authorize or not authorize 
the Contractor to deploy the software or hardware component to the OCCL test system for testing in the 
operational setting. 

7. l .  Patches and Security Pushes

Software upgrades, patches and security pushes shall be managed remotely by Contractor's experienced 
Operations Support team using an integrated management server at County's host location. When software 
changes or table updates are required, Contractor's service lead shall push the change to the individual 
systems throughout the County. All maintenance activity, whether remote or on-site, shall be ens

compliant. 

Contractor shall provide one (1) copy (in electronic or other standard fonn) of each Update for the system 
components that are developed by Contractor and for which Contractor, in its sole discretion, elects to 
develop and generally make available to County systems under warranty or under a current Maintenance 
Agreement. 

County shall provide Contractor with as-needed network or dialup access to the system (whether stand 
alone or connected to a central site) for Contractor to deliver updates via this remote means of delivery. In 
the event network or dial-up access is not available for 24/7 Maintenance Services and 9/5 Maintenance 
Services Customers, then Contractor shall install the update during any subsequently scheduled on-site visit 
by Contractor for service of the System. 
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An "Update" means a new release of system software components that are developed by Contractor, which 
contain (i) bug fixes, corrections, or a work-around of previously identified errors with such software, or 
(ii) minor enhancements, improvements, or revisions with substantially similar (but not new) functionality
to the original licensed system software.

7.2. Preventative Maintenance 

The Contractor shall perform inspection, cleaning, calibration, and adjustment of the equipment and 
replacement of defective parts thereof by dispatching maintenance personnel at the minimum frequency 
recommended by the manufacturer or the custom frequency as determined by OCCL, in order to keep the 
equipment in good operating condition. OCCL will identify twenty-seven high volume systems to be 
inspected quarterly and seventeen low volume systems to be inspected approximately twice per year. The 
Contractor shall provide OCCL a checklist of tasks completed, tasks not completed and reason why not 
completed, parts replaced (serial numbers included if available), and repairs for each device at each 
Preventative Maintenance inspection. 

The machine time required to perform preventative maintenance shall be scheduled in advanced based upon 
on the established schedule and shall occur during working hours agreed to by OCCL or each facility end 
user. Scheduled down time for performing preventative maintenance on any single device shall not exceed 
two (2) hours unless agreed to in advance by OCCL. 

Contractor shall perform all preventative maintenance scheduling for high volume systems quarterly and 
for low volume systems bi-annually, executing all preventative maintenance as required. Contractor will 
execute a proactive Preventive Maintenance plan incorporating forethought into both personnel and parts 
required to ensure that all required preventive maintenance activities are completed within the all month. 
All preventive maintenance will be planned and tracked through the same process to meet the completion 
requirements. 

Preventative maintenance service calls shall consist of inspection, system cleaning, verification of 
calibration, and verification of proper system configuration and operation in accordance with Contractor's 
specifications. Contractor shall provide trained employees who will perform all on-site preventative and 
remedial maintenance activities to ensure that Livescan systems and components are not out of service for 
more than two (2) continuous hours, unless agreed to by County. Software deployments completed outside 
of the agency's standard office hours of operation shall be performed at no additional cost to County. 

For those issues that do not require an on-site Field Service Engineer ("FSE") visit, Contractor targets 
issue resolution within twenty-four (24) hours or within seventy-two (72) hours if a part is determined 
defective and replacement is required. Replacement part orders initiated prior to 3:00 P.M. Central Time 
shall be shipped the same business day. Orders initiated after 3:00 P.M. Central Time will be shipped the 
next business day. All shipments are made via next day priority air. Contractor will includes a return 
shipping label to expedite the return of parts to Contractor's production facility. All new parts that require 
a Property Control Number (PCN) will have the PCN sticker, also called asset tag, affixed prior to 
shipment. 

Upon completion of preventive maintenance, Contractor shall have all field service reports and preventive 
maintenance documentation including checklist signed by the FSE and County's on-site contact. All 
associated paperwork shall be submitted to Contractor's Technical Call Center. The forms shall include 
all pertinent information regarding the preventative maintenance action, including but not limited to, work 
order number, a description of the maintenance action performed, a list of replaced parts by part/serial 
number, name and phone number of County's official that signed for completion, and completion date 
and time. 

Contractor shall adhere to the following schedule for Preventive Maintenance, unless otherwise agreed to 
byOCCL: 
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Agency/Device LSID# System Type 

Orange County Crime Lab, LS Management Server 62439-1 Mgmt Server 

Buena Park Police Department LSID-166 Cabinet 

Costa Mesa Police Department LSID-167 Cabinet 

Fullerton Police Department LSID-235 Cabinet 

Garden Grove Police Department - Jail LSID-237 Cabinet 

Huntington Beach Police Department - Jail LSID-244 Cabinet 

Irvine Police Department - Jail LSID-245 Cabinet 

Irvine Police Department - Registrant LSID-241 Cabinet 

La Habra Police Department LSID-254 Cabinet 

Laguna Beach Police Department LSID-252 Cabinet 

Newport Beach Police Department - Jail LSID-641 Cabinet 

OC Sheriff's Department - Public Counter 1 LSID-228 Cabinet 

OC Sheriff's Department - Public Counter 2 LSID-DX3 Cabinet 

OC Sheriff's Department - Public Counter 3 LSID-276 Cabinet 

OC Sheriff's Department - Southeast Operations LSID-T95 Cabinet 

OC Sheriff's Department - Theo Lacy Facility 1 LSID-310 Cabinet 

OC Sheriff's Department - Theo Lacy Facility 2 LSID-309 Cabinet 

OC Sheriff's Department - Theo Lacy Facility 3 LSID-RG3 Cabinet 

OC Sheriff's Department Southwest Operations - 1 LSID-Y13 Cabinet 

OC Sheriff's Department Southwest Operations - 2 LSID-NH8 Cabinet 

OC Sheriff's Dept. - Intake and Release Center 1 LSID-333 Cabinet 

OC Sheriff's Dept. - Intake and Release Center 2 LSID-331 Cabinet 

OC Sheriff's Dept. - Intake and Release Center 3 LSID-DY3 Cabinet 

OC Sheriff's Dept. - Intake. and Release Center 4 _ LSID-332 Cabinet 

OC Sheriff's Dept-Intake and Release Center Female LSID-347 Cabinet 

Placentia Police Department LSID-285 Cabinet 

Santa Ana Police Department - Jail LSID-286 Cabinet 

Tustin Police Department LSID-288 Cabinet 

Westminster Police Department LSID-575 Cabinet 

Orange County Juvenile Hall LSID-280 Cabinet 

Orange Police Department - Registrant LSID-A78 Cabinet 

Brea Police Department LSID-165 Cabinet 

Orange County Crime Lab, Cal-ID Bureau - 1 LSID-350 Cabinet 

Cal State University Fullerton Police Department LSID-301 Cabinet 

Cypress Police Department LSID-185 Cabinet 

Fountain Valley Police Department - Jail LSID-NL8 Cabinet 

Fountain Valley Police Department - Registrant LSID-T41 Cabinet 

Garden Grove Police Department - Registrant LSID-B15 Cabinet 

Huntington Beach Police Department - Registrant LSID0NK8 Cabinet 

La Palma Police Department LSID-258 Cabinet 

Los Alamitos Police Department LSID-262 Cabinet 

County of Orange 
Sheriff-Coroner Department 

MA-060-18010732 
Livescan/Biometric Capture Stations 

PM Cost PM Frequency 

N/A --- N/A 

$262.00 Quarterly 

$262.00 Quarterly 

$262.00 Quarterly 

$262.00 Quarterly 

$262.00 Quarterly 

$262.00 Quarterly 

$262,00 Quarterly 

$262.00 Quarterly 

$262.00 Quarterly 

$262.00 Quarterly 

$262.00 Quarterly 

$262.00 Quarterly 

$262.00 Quarterly 

$262.00 Quarterly 

$262.00 Quarterly 

$262.00 Quarterly 

$262.00 Quarterly 

$262.00 Quarterly 

$262.00 Quarterly 

$262.00 Quarterly 

$262.00 Quarterly 

$262.00 Quarterly 

$262.00 Quarterly 

$262.00 Quarterly 

$262.00 Quarterly 

$262.00 Quarterly 

$262.00 Quarterly 

$262.00 Quarterly 

$262.00 Quarterly 

$262.00 Quarterly 

$262.00 Bl-Annual 

$262.00 Bi-Annual 

$262.00 Bi-Annual 

$262.00 Bi-Annual 

$262.00 Bi-Annual 

$262.00 Bi-Annual 

$262.00 Bi-Annual 

$262.00 Bl-Annual 

$262.00 Bl-Annual 

$262.00 Bl-Annual 

Annual PM Cost 

N/A 

$1,048 

$1,048 

$1,048 

$1,048 

$1,048 

$1,048 

$1,048 

$1,048 

$1,048 

$1,048 

$1,048 

$1,048 

$1,048 

$1,048 

$1,048 

$1,048 

$1,048 

$1,048 

$1,048 

$1,048 

$1,048 

$1,048 

$1,048 

$1,048 

$1,048 

$1,048 

$1,048 

$1,048 

$1,048 

$1,048 

$524 

$524 

$524 

$524 

$524 

$524 

$524 

$524 

$524 

$524 
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Newport Beach Police Department - Registrant LSID-HHl Cabinet $262.00 Bi-Annual $524 

OC Probation Dept- Manchester Office Building LSID-T39 Cabinet $262.00 Bi-Annual $524 

Orange Police Department - Jail . LSID-284 .. Cabinet $262.00 . Bi-Annual. $524 

Santa Ana Police Department - Registrant LSID-KGl Cabinet $262.00 Bi-Annual $524 

Seal Beach Police Department LSID-287 Cabinet $262.00 Bl-Annual $524 

University of California Irvine Police Department LSID-302 Cabinet $262.00 Bi-Annual $524 

Extra cabinet livescan (was Fullerton REG) LSID-DW3 Cabinet $262.00 Bi-Annual $524 

Orange County Sheriff's Coroner Division - Autopsy LSID-UD5 Desktop $253.00 Quarterly $1,012 

Orange County Sheriff's Coroner Division - Intake LSID-UCS Desktop $253.00 Quarterly $1,012 

Orange County Crime Lab, Cal-ID Bureau - 2 LSID-HA8 Desktop $253.00 Bi-Annual $506 

Orange County Crime Lab, Cal-ID Bureau - 3 LSID-HB8 Desktop $253.00 Bl-Annual $506 

OC District Attorney - Central Justice Center LSID-NJ8 Desktop $253.00 Bi-Annual $506 

Total 53 $43,890 

7.3. Troubleshooting 

The maintenance coverage for all sites shall be 24 hours a day, seven days a week. 

The Contractor shall provide to all sites user troubleshooting support personnel on call, 24 hours a day, 
seven days a week via a Help Desk and shall accept such requests telephonically or via email and document 
them in trouble tickets. The Help Desk personnel shall perform triage on the trouble tickets and provide 
responses on those that are known problems with workarounds or systems. The others are to be forwarded 
to Contractor support personnel. 

The Contractor shall provide to all sites hardware and software support personnel on call, 24 hours a day, 
seven days a week in response to Trouble Tickets and shall acknowledge them telephonically or by email 
within fifteen (15) minutes and respond remotely via a secure link or on site within thirty (30) minutes, 
after notification of a problem which requires their presence. In the event maintenance personnel cannot be 
reached, a Contractor representative shall return the call based upon an established escalation policy. 
Contractor will resolve all support calls reported to the Contractor as soon as possible from the time they 
are reported, but no later than forty-eight ( 48) hours. If the Contractor cannot re-establish successful end 
to end processing within forty-eight hours, devices shall be replaced with similar device at no cost. 

Contractor may have remote connectivity to the County's network to troubleshoot reported issues with 
advanced coordination with OCCL. Contractor should not expect instant access to the County's network. 
Remote access will be limited to an as-needed basis. Contractor will not be granted direct Virtual Private 
Network (VPN) connectivity to the County's network and shall not connect non-county owned equipment 
to the County's network. 

Contractor shall provide monthly reports of all Help Desk/service calls with full description of the issue 
and resolution. 

Contractor shall send an auto-generated e-mail to assigned agency contacts when a Help Desk ticket is 
generated or closed with full description of the issue and resolution. 

Contractor repair shall be covered/or a full twelve (12) months under the warranty for purchased 

systems. For coverage after the warranty period, Contractor offers three levels of maintenance support: 

Tiers of Support for Escalating Issues to Resolution 

A dedicated Contractor Project Manager shall be assigned to County to oversee the project in the long-
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term. If there are any reports of failures, bugs, updates, or other issues, Contractor Support Department 
will maintain direct communication with the Project Manager and the agency's point of contact 
throughout the duration of an open service request. 

If the Contractor Help Desk is unable to quickly resolve the issue, Contractor support team shall escalate 
the issue to Tier-III Support as well as the dedicated Project Manager, who will provide County contact 
with progress updates until the service request is closed. 

Problem identification and issue resolution starts at the Help Desk level and from there is dispatched to 
the Field Service team, as illustrated in Figure 1. All maintenance activity, whether remote or on-site, 
shall be ens compliant. 

II 

II 
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Users 

Tier I Help Desk 

Communication Register 
and Analysis 

Tier II Support 

Help Desk 

Local User Remote User 

- -
all---+ +---8111 

Can 
Solve 

Ask Advice/ 
New Requirement 

Attempt Problem Resolution 

Raise Questions 

Can 
Solve 

An on-site Field Service Engineer 
establishes the nature of the issues, 
evaluates its magnitude, attempts 
problem resolution and develops a 
contingency plan if not resolved. 

Tier Ill Support 

High Level Support and 
Application Maintenance 
via Internet 

Raise IT System 

.:

5

] Maez.

lb 
Software Hardware 

Figure 1: Contractor's Tiers of Support for Escalating Issues to Resolution 

Tier I Support - Help Desk 

Contractor's 24 x 7 x 365 Help Desk shall assist County's personnel concerning any problems with the 
daily use of hardware or the software applications and to solve questions about the function and operating 
the system. When Contractor's Help Desk receives an email notification or telephone call of a support 
issue, a Technical Support Engineer (TSE) logs a Service Request (SR) in Contractor's Microsoft CRM 
system. An SR shall contain a record of all contact with the end-user, all TSE and FSE actions, and the 
replacement parts ordered. After creation of an email SR, a TSE shall call County to verify, troubleshoot, 
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and resolve the issue. 

Tier II Support 

Contractor's Help Desk personnel shall escalate calls to Tier II Support when additional technical 
expertise is required. 

Tier II Support technicians shall be trained and certified in the integrated biometric tools, shall be 
knowledgeable of the whole system functioning, and be capable of testing the performance, establish the 
nature of the issues and evaluate the magnitude of problem. Tier II escalates complex problems to Tier III 
Support if additional technical expertise is required. Contractor's typical response time is less than four 
(4) hours and on-site assistance is dispatched, when necessary, in less than twenty-four (24) hours.

Tier III Support 

This level of support shall be provided by the factory experts for both the hardware and software. 

Hardware Support- Field Service Engineer (FSE) 

During the twelve (12) month warranty period on-site hardware maintenance shall be provided by a 
qualified local factory-trained representative. On-site hardware maintenance is offered after the warranty 
period ends. For County's on-site maintenance, Contractor shall have Field Service Engineers located in 
Orange County who are trained on the Live-Scan product line. Contractor shall also use GPS tracking in 
vehicles to assign the service ticket to the closest available engineer. 

Software Support - Tier-III Engineer

If a problem requires advanced technical assistance, Contractor shall engage Tier III group, which shall 
specialize in resolving complex problems. All hardware issues shall be addressed by an FSE through an 
on-site visit; resolution methods for escalated software issues shall be determined on a case-by-case basis. 
As a part of Contractor's standard 24x7 maintenance offering, Contractor shall maintain a four (4) hour 
on-site SLA, and, if necessary, include the delivery and installation ofreplacement parts to ensure 
continuity of operations. Due to the size of Orange County, on-site visits are not feasible within a thirty 
(30) minute SLA time frame. However, remote access via secure link shall be provided within thirty (30)
minutes by Contractor's support team located in Bloomington, Minnesota.

Contractor's Technical Support Engineers and County 

Contractor's Tier III shall produce and distribute monthly reports containing the service request 
description and problem resolutions. 
Contractor shall setup a dedicated email distribution list and shall notify and provide details to specific 
individuals a service request was opened, of when a technician is dispatched, and when/how the service 
request shall be resolved. 

8. Training (Completed)

The Contractor shall develop User Manuals addressing all user functions for all user types. User 
documentation shall describe the components, functions, and operations of each system type. Operations 
descriptions shall include a list and description of all error conditions, as well as the associated error 
message� displayed and the action required of the operator for each error condition. Each system shall be 
provided with online user documentation that is resident on the workstation or accessible via the agency's 
internal networks. 

The Contractor shall prepare a Training Plan (Deliverable OC-20) and Training Materials (Deliverable OC-
21) covering hands-on training for all Operators, Supervisors, and Administrators, computer based training,
videos, guides, and manuals. Contractor shall conduct the course training as described below as well as
provide for ad hoc user training to support testing. Training courses shall be conducted at the OCCL central
site.
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There are approximately four hundred ( 400) operators to receive basic training. Of those, approximately 
sixty-five (65) are local supervisory or senior level operators and shall receive supervisor level training. 
There are two to five individuals that will have responsibilities for overall system administration and shall 
receive administrator training. The training is to take place in Orange County no earlier than two weeks 
prior to the start of UA T. The frequency and hours of the training classes shall be adequate to cover 
availability of personnel on day and evening shifts. 

The Contractor shall conduct three types of courses: 

1) Livescan Operators - This course shall cover all basic system functionality. The course shall
provide hands-on instruction on the livescan station, to include fingerprint, palmprint, photo,
and iris workflows.

2) Livescan Supervisor Training- This course shall cover advanced system functionality through
a hands-on, one-on-one or one-to-few formatted course. The course shall provide instruction
on basic troubleshooting of problem records, adding users, and deleting records.

3) Livescan Administration Training - This course shall cover administrative functions, second
tier troubleshooting, tools to resolve problem records, the Central Administration Server,
reports, user management, and security administration.

Appendix A - List of Deliverables (Completed) 
(All deliverable due dates are in number of business days) 

I

i Deliverables l 
I Format 1 Due 

I 

OC-01 Project Management Plan Electronic 

OC-02 Integrated Master Schedule Electronic 

Management and Technical OC-03 Electronic 
Reports 

Meeting Agendas, 
OC-04 Presentation Materials, Electronic 

Minutes 

Configuration Management OC-05 
Plan (CMP) 

Electronic 

Quality Assurance Plan OC-06 
(QAP) 

Electronic 

OC-07 Bill of Materials Electronic 

OC-08 Factory Acceptance Test 
Electronic 

Plan 

OC-09 Factory Acceptance Test Five hard copies 
Procedures and electronic 
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Draft within 30 days after contract award 
Final within 30 days after OCCL 
comments 

Draft within 30 days after contract award 
Final within 30 days after OCCL 
comments 
Updates as risks and issue status changes 

Draft 5 days prior to meeting, updates at 
meeting, final 5 days after OCCL 
comments 

Draft 5 days prior to meeting, updates at 
meeting, final 5 days after OCCL 
comments 

Draft within 30 days after contract award 
Final within 30 days after OCCL 
comments 
Draft within 30 days after contract award 
Final within 30 days after OCCL 
comments 

Preliminary draft with bid proposal 
Update 10 days prior to SDR 
Update at PSR 
Final at SAR 

Draft 10 days prior to SDR 
Updates at SDR 
Final attached to SOR meeting minutes 
as deliverable OC-04 

Draft 30 days prior to FAT TRR 
Final 10 days prior to FAT TRR 
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OC-10 
System Acceptance Test 

Electronic 
Plan 

OC-11 
System Acceptance Test Five hard copies 
Procedures and electronic 

OC-12 
Factory Acceptance Test 

Electronic 
Report 

OC-13 
System Acceptance Test 

Electronic 
Repo11 

OC-14 Installation Drawings 
One hard copy 
and electronic 

OC-15 Transition Plan Electronic 

Interface Definitions 
OC-16 

Document 
Electronic 

OC-17 
System Design 

Electronic 
Specification 

OC-18 Licenses Hard copies 

One hard copy 

OC-19 User Guides/Manuals 
per operator and 
electronic to 
OCCL 

OC-20 Training Plan Electronic 

One hard copy 

OC-21 Training Materials 
per operator and 
electronic to 
OCCL 

Configuration Control 
Electronic, hard 

OC-22 copy, license as 
Tools 

appropriate 

Requirements Verification 
OC-23 Traceability Matrix Electronic 

(RVTM) 
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Updates 10 days after FAT 

Draft 10 days prior to SOR 
Updates at SDR 
Final attached to SOR meeting minutes 
as deliverable OC-04 
Updates 10 days after FAT based on 
lessons learned in execution of FAT 

Draft 30 days prior to SAT TRR 
Final 10 days after SAT 

AtPSR 

10 days after SAT 

Draft 10 days prior to SDR 
Updates attached to SOR meeting 
minutes as deliverable OC-04 
Final at PSR 

Draft 30 days prior to SDR 
Updates at SDR, attached to SOR 
minutes as OC-04 
Final 30 days after SDR 

Draft 10 days prior to SDR 
Final attached to SOR meeting minutes 
as deliverable OC-04 

Draft 20 days prior to SOR 
Updates at SOR 
Final attached to SOR meeting minutes 
as deliverable OC-04 

At SAR 

Draft 40 days prior to FAT TRR 
Updates 5 days prior to FAT TRR 
Final as attachment to PSR meeting 
minutes as OC-04 
Draft 60 days prior to PSR 
Final attached to SOR meeting minutes 
as deliverable OC-04 

Draft 40 days prior to FAT TRR 
Updates 5 days prior to FAT TRR 
Final as attachment to PSR meeting 
minutes as OC-04 

Draft at SAT TRR 
Final as attachment to PSR meeting 
minutes as OC-04 

Draft with proposal 
Updates 20 days prior to SOR 
Final attached to SOR meeting minutes 
as deliverable OC-04 
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ATTACHMENT C 

PROPOSAL FEE SUMMARY 

Complete and submit as response to Section II, Part F, Proposal Fees. 

I. COMPENSATION

PAYMENT MILESTONES (Completed) 
The Livescan / Biometric Capture Stations Contract price will consist of a System Design Review 
(SDR) Phase Price through successful completion of System Acceptance Review (SAR)] 
Orange County Sheriff-Coroner Department (OCSD) has identified five (5) Payment Milestones for the 
Development and Deployment Phases. Upon successful completion of Milestone 1, the Contractor will be 
paid 15 percent of the Development and Deployment price. Upon successful completion of Milestone 2, 
the Contractor will be paid 15 percent of the Development and Deployment price. Upon successful 
completion of each of Milestones 3 and 4, the Contractor will be paid 20 percent of the Development and 
Deployment price. Upon successful completion of Milestone 5, the Contractor will be paid the remaining 
amount of the Development and Deployment price. Successful completion of a Payment Milestone requires 
acceptance by the OCCL of all Contract deliverables associated with the milestone review and deliverables 
that are due at any time prior to that review. The Payment Milestones are defined as follows: 

Payment Milestone 1 (15%) - Successful completion of the System Design Review 

Payment Milestone 2 (15%) - Successful completion of the Pre-Ship Review 

Payment Milestone 3 (20%) - Successful completion of User Acceptance Test 

1/3 of the fleet 

$162,593.10 

$162,593.10 

$216,790.80 

Payment Milestone 4 (20%)- Successful completion ofUAT for two-thirds of the fleet $216,790.80 

Payment Milestone 5 (30%)- Successful completion of the System Acceptance Review $325,186.20 

Contractor shall provide a warranty period of one (1) year, which shall commence after System Acceptance. 
Thereafter, service and maintenance will be provided as a sustainment phase. All sustainment terms, 
conditions, and pricing is included in this Contract. At the end of the initial Contract term, OCSD may 
renew the Contract limiting the scope to the appropriate terms of a Sustainment phase ( e.g. performance 
requirements, sustainment terms). 

Sustainment $279,790/year 

Annual Maintenance -
Cabinet Systems 
Annual Maintenance 
Management Server 
Annual Maintenance 
Desktop Systems 

County of Orange 
Sheriff-Coroner Department 

Cost per Unit Units 
$4,500 

$2,650 

$4,350 
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Total 
$211,500 

$2,650 

$21,750 
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Preventative 
$262.00 154 $40,348 

Maintenance - Cabinet 

Preventative 
$253.00 14 $3,542 

Maintenance - Desktop 

Preventative 
Maintenance - $0 I $0 
Management Server 

Annual Total $ 279,790 

The following are the Bill of Materials for existing Cabinet and Desktop Systems. Additional equipment 
may be ordered through the life of the contract per the following pricing: 

TouchPrint Enterprise IO00C High Definition (TPE- lO00C-HD-OC) Livescan System Bill of 

Materials (Cabinet System) 

TPE-1 000C-HD-OC 

TPE-COMX-SMTPE 

TPE-COMX-RMPOP3 

TPE-CSTX-CAORG 

TPE-CSTX-CAORGPALM 

TPE-PRT-DUP 

TPE-SWOX-DIXML 

TPE-HWOX-DIGCAP 

TP-HWOX-DIGCAPC 

TPE-HWOX-IDRDR 

County of Orange 
Sheriff-Coroner Department 

TouchPrint 1 000C 1000 ppi high definition pahn, slap, and roll live 
scan booking system. Includes: CROSSMA TCH LSCAN IO0OPX 
USB 3.0 Scanner, TouchPrint Enterprise Application Software with 
slap to roll matching, and pc running windows in a ruggedized stand­
alone cabinet with 24" deck 

(includes 24/7 on-site wa1rnnty) 

Electronic Fingerprint Records Transmission via SMTP over TCP/I 

TouchPrint Enterprise POP3 Service provides POP3 services for the 
Enterprise platform. This functionality is needed when devices need to 
retrieve mail messages from the Enterprise system using POP3. 

Orange County, CA Customization Software 

Orange County, CA Pahn Capture Customization Software 

FBI Certified Duplex Printer 

(includes 24/7 on-site warranty) 

Demographic Interface (DI) that allows XML files to be imported into 
the Livescan 

Digital photo capture - digital capture components for TouchPrint 
Enterprise Software. Digital camera will be the Canon EOS Rebel TS 
digital camera, USB extension cable Canon EOS Rebel TS digital 
camera AC adapter 

(includes 24/7 on-site wa1rnnty) 

Monopod Mounting System for 5600 cabinets with tripodhead and 
backdrop for use with the digital capture 

Driver's license and other ID magnetic stripe reader 

MA-060-18010732 

Livescan/Biometric Capture Stations 
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TP-IAT-2DAY 

Freight 

Installation and Training; Two Day: Standard two day on-site 
installation and training services. Includes one day of installation and 
one day of training. Training includes Configuration Management 
Software tools. 
Training day is for Operators (up to 6 people per session) and for 
Supervisors and Administrators (up to 15 people per session). 

Packaging, Shipping and Handling 

First year of 24/7 Warranty is included. 

Price per system is: $22,325 

Preventative Maintenance 
• Preventative Maintenance per System per Visit: $262

Annual Maintenance ajier F' Warranty Expires: 

• 24/7 Maintenance Coverage per System: $4,500

TouchPrint Enterprise 1000D High Definition (TPE-1000D-HD-OC) Livescan System Bill of 

Materials (Desktop System) 

TPE-1 000D-HD-OC 

TPE-COMX-SMTPE 

TPE-COMX-RMPOP3 

TPE-CSTX-CAORG 

TPE-CSTX-CAORGPALM 

TPE-PRT-DUP 

TPE-SWOX-DIXML 

TPE-HWOX-DIGCAP 

County of Orange 
Sheriff-Coroner Department 

TouchPrint 1000D 1000 ppi high definition desktop palm, slap, and 
roll live scan system w/ flat panel monitor. Includes: CROSSMA TCH 

. LSCAN 1 000PX USB 3 .0 Scanner, TouchPrint Enterprise Application 
Software with slap to roll matching & desktop PC running Windows. 

(includes 24/7 on-site warranty) 

Electronic Fingerprint Records Transmission via SMTP over TCP/I 

Touch Print Enterprise POP3 Service provides POP3 services for the 
Enterprise platform. This functionality is needed when devices need to 
retrieve mail messages from the Enterprise system using POP3. 

Orange County, CA Customization Software 

Orange County, CA Palm Capture Customization Software 

FBI Certified Duplex Printer 

(includes 24/7 on-site warranty) 

Demographic Interface (DI) that allows XML files to be imported into 
the Livescan 

Digital photo capture - digital capture components for TouchPrint 
Enterprise Software. Digital camera will be the Canon EOS Rebel TS 
digital camera digital camera, USB extension cable Canon EOS Rebel 
TS digital camera AC adapter 

(includes 24/7 on-site warranty) 

MA-060-180 I 0732 
Livescan/Biometric Capture Stations 
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TP-HWOX-DIGCAPC 

TPE-HWOX-IDRDR 

TP-IAT-2DA Y 

Freight 

Tripod and backdrop for desktop digital capture system. A Bogen or 
equivalent tripod will be supplied that will allow the camera to be at 
least 5 feet above the floor or when legs are collapsed and standing on 
a table the camera will be 2 feet above the surface of the table; also 
supplied 18% gray backdrop 4' x 4 ' in size 

Driver's license and other ID magnetic stripe reader 

Installation and Training; Two Day: Standard two day on-site 
installation and training services. Includes one day of installation and 
one day of training. Training includes Configuration Management 
Software tools. 
Training day is for Operators (up to 6 people per session) and for 
Supervisors and Administrators (up to 15 people per session). 

Packaging, Shipping and Handling 

First year of 24/7 Wa1rnnty is included. 
Price per system is: $19,795 

Annual Maintenance after 1st year Warranty Expires 

• 24/7 Maintenance Coverage per System: $4,350

The County shall not be charged for site surveys and drawings. 

During the Warranty and Maintenance periods, Contractor shall provide replacement silicone membranes 
for fifty scanner blocks, as well as provide new metal shrouds for housing the CrossMatch scanner blocks 
at no additional cost to the �ounty. Replacement of the silicone membranes on each device will occur 
roughly once every 7,500 enrollments. County is to follow best practices for platen and silicone membrane 
cleaning and maintenance as specified by CrossMatch. 

Contract total shall not exceed $386,355.00 for term Contract term of 08/22/23 through 08/21/24 

2. Payment Terms

Invoices are to be submitted in arrears, unless otherwise directed in this Contract, upon the satisfactory
completion and acceptance of commodity/services 111 accordance with Paragraph F,
Acceptance/Payment.

Contractor shall reference Contract number on invoice. Payment will be net thirty (30) days after
receipt of an invoice in a format acceptable to County and verified and approved by the Sheriff-Coroner
Department and subject to routine processing requirements. The responsibility for providing an
acceptable invoice rests with Contractor.

Billing shall cover services and/or goods not previously invoiced. Contractor shall reimburse County
for any monies paid to Contractor for goods or services not provided or when goods or services do not
meet the Contract requirements. Payments made by County shall not preclude the right of County from
thereafter disputing any items or services involved or billed under this Contract and shall not be
construed as acceptance of any part of the goods or services.

County of Orange 
Sheriff-Coroner Department 

MA-060-180 I 0732 
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3. Invoicing Instructions:

Payments and/or invoices are to be sent to: 

County of Orange 
Sheriff-Coroner/Crime Lab Department 
320 N. Flower St., 5th Floor 
Santa Ana, CA 92703 
Attn: Maria Manriquez 
Email: occlpurchasing@ocsheriff.gov 
Ph: 714-834-6301 
Contractor will provide an invoice for services rendered, not more frequently than monthly. Each 
invoice will have a number and shall include the following information: 

1. Contractor's name and address
2. Contractor's remittance address
3. County Contract number
4. Contractor's Tax I.D. number
5. Date of Order

6. Product description, quantity, prices
7. Sales tax, if applicable
8. Brief description of services

4. Year End and Final Invoices

\\ 

\\ 

At the end of each term of the Contract, and upon final termination, Contractor shall submit final
invoices for services rendered or goods accepted by County under the Contract term (typically one
year) within ninety (90) days. For example, if the term of a Contract ends, or the Contract expires
without being renewed on June 30th

, any and all invoices for services rendered or goods accepted by
County during the preceding term of the Contract shall be submitted to County on or before September
28. In the event the ninetieth (90t11) day falls on a weekend or County holiday, the deadline for
submission of invoices shall be extended to the next business day. County holidays include New
Year's Day, Martin Luther King Day, President Lincoln's Birthday, Presidents' Day, Memorial Day,
Independence Day, Labor Day, Columbus Day, Veterans Day, Thanksgiving Day, Friday after
Thanksgiving, and Christmas Day.

Contractor's failure to submit invoices pursuant to the deadlines established herein may be 
deemed a breach and shall be a basis for the County to refuse payment. 

County of Orange 
Sheriff-Coroner Department 

MA-060-180 I 0732 
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IN WITNESS WHEREOF, the Patties have executed AMENDMENT NUMBER SIX to Contract 
Number MA-060-18010732. 

'Cu
:;�

Identity & Security USA LLC 

By:� Title: Sr Vice President 

Print Name: Casey Mayfield _D_a _te_: _7�/-3�/2-0�2�3�-----------

*Contrac . ocuSl.,_ia Identity & Security USA LLC

B : Miclu.J, t�U>V' Title: 
�---===1IDC116'1!!1t::-___ _ _ _ __ 

P. t N  Michael Taylor Date·. =--=-n=n=--=---'-a=m=e--'-: ____________ _ 

Secretary & Treasurer 

7/6/2023 

*If the contracting party is a corporation, (2) two signatures are required: (I) signature by the Chairman
of the Board, the President or any Vice President; and one (]) signature by the Secreta,y, any Assistant
Secreta,y, the Chief Financial Officer or any Assistant Treasurer. The signature of one person alone is
siif.ficient to bind a corporation, as long as he or she holds corporate offices in each of the two categories
described above. For County purposes, proof of such dual office holding ·will be satisfied by having the
individual sign the instrument twice, each time indicating his or her office that qualifies under the above
described provision.

In the alternative, a single corporate signature is acceptable when accompanied by a corporate resolution 
demonstrating the legal authority of the signature to bind the company. 

County Of Orange 
A political subdivision of the State of California 

' Sheriff-Coroner Department 

By: _______________ T _it_le_: _______________ _ 
Print Name: Date: ------------------

Approved by the Board of Supervisors: _______ __

Approved as to Form 
Office of the County Counsel 
Orange County, California 

Deputy 

County of Orange 
Sheriff-Coroner Department 
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AMENDMENT NUMBER FIVE 

TO 
CONTRACT MA-060-18010732 

BETWEEN THE
COUNTY OF ORANGE 

AND 
IDEMIA IDENTITY & SECURITY USA LLC 

This AMENDMENT NUMBER FIVE to Contract Number MA-060-18010732 (formerly 
MA-060-17011259) (hereinafter "AMENDMENT NUMBER FIVE") between the County of 
Orange, a political subdivision of the State of California (hereinafter "COUNTY") and Idemia 
Identity & Security USA LLC (hereinafter "CONTRACTOR"), with a place of business at 296 
Concord Road, Suite 300, Billerica, MA 018201, is made and entered upon execution of all 
necessary signatures. 

RECITALS:

WHEREAS, COUNTY and MorphTrust USA, LLC DBA MT USA LLC executed a 
Contract on August 22, 2017 for Livescan/Biometric Capture Stations, as Contract Number MA-
060-17011259 (hereinafter "ORIGINAL CONTRACT"), for a three (3) year term of August 22,
2017 through and including August 21, 2020, renewable for seven (7) additional one-year terms;
and

WHEREAS, CONTRACTOR informed COUNTY on January 1, 2018, MorphoTrust 
USA, LLC DBA MT USA LLC changed its name to Idemia Identity & Security USA LLC, but 
there was no change in ownership or tax ID, and CONTRACTOR agreed to be bound by all of 
the terms and conditions of the ORIGINAL CONTRACT, as amended, just as if it had been an 
original signatory to the Contract, and COUNTY consented to the assignment of the 
ORIGINAL CONTRACT from MorphoTrust USA, LLC DBA MT USA LLC to 
CONTRACTOR; and 

WHEREAS, the Orange County Board of Supervisor, pursuant to Resolution No. 94-904 
adopted August 2, 1994, has authorized the Purchasing Agent of the County of Orange to change 
the name of vendor in a contract where there is only a name change and not a change of ownership, 
and accept a vendor’s request to assign the contract to the newly named entity; and 

WHEREAS, COUNTY and CONTRACTOR amended Paragraph S., Change of 
Ownership of the ORIGINAL CONTRACT in its entirety and the CONTRACTOR confirmed in 
writing that they understand and are in compliance with the County’s Conflict of Interest Policy 
as stated in article S herein (hereinafter “AMENDMENT NUMBER ONE”);   

WHEREAS, COUNTY and CONTRACTOR amended the ORIGINAL CONTRACT on 
October 22, 2019 and replaced the Idemia Touchprint-5300 scanner blocks with CrossMatch 
LSCAN 1000 scanner blocks and CONTRACTOR provided replacement silicone membranes for 
fifty scanner blocks through the warranty and maintenance periods of the Contract, as well as 
provided new metal shrouds for housing the CrossMatch scanner blocks at no additional cost to 
the COUNTY (hereinafter AMENDMENT NUMBER TWO”);  

WHEREAS, COUNTY and CONTRACTOR renewed the ORIGINAL CONTRACT on 
July 15, 2020 for a one-year term of August 22, 2020 through and including August 21, 2021 and 
allowed CONTRACTOR to complete the project, in that only one (1) of five (5) milestones had 
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been completed (hereinafter “AMENDMENT NUMBER THREE”); and 

WHEREAS, COUNTY and CONTRACTOR changed the Contract Number of the 
ORIGINAL CONTRACT and AMENDMENT NUMBER ONE from MA-060-17011259 to MA-
060-18010732 due to an administrative error in the COUNTY software; and

WHEREAS, COUNTY and CONTRACTOR renewed the ORIGINAL CONTRACT on 
June 23, 2021 for a one-year term of August 22, 2021 through and including August 21, 2022 in 
an amount not to exceed $275,000 (hereinafter “AMENDMENT NUMBER FOUR”); 

WHEREAS, COUNTY desires to renew the ORIGINAL CONTRACT for a one-year term 
of August 22,2022 through and including August 21, 2023 in an amount not to exceed $275,000 
as well as to revise Attachment A, Scope of Work, Livescan/Biometric Capture Stations and 
Attachment C, PROPOSAL FEE SUMMARY, Section I, Compensation; and the CONTRACTOR 
has agreed to provide those services at the rates set forth in this AMENDMENT NUMBER FIVE; 

NOW, THEREFORE, in consideration of the mutual obligations set forth herein, and in 
the ORIGINAL CONTRACT, both COUNTY and CONTRACTOR agree as follows: 

1. ARTICLES

a. Additional Terms and Conditions, Section 1, Term of Contract, is amended to read
in its entirety as follows:

1. Term of Contract: This Contract shall commence upon execution of all
necessary signatures, and continue in effect from 8/22/17 through and
including 8/21/23, unless otherwise terminated by COUNTY. This Contract
may be renewed for four (4) additional one (1) year terms upon mutual
agreement of both Parties. The County is not under any obligation to
provide Contractor with a reason should it elect not to renew this Contract,
nor is the County obligated to provide any prior notice to Contractor of its
intent not to renew the Contract.

b. ATTACHMENT A, Scope of Work, Livescan/Biometric Capture Stations, of
the ORIGINAL CONTRACT is amended in its entirety as follows (attached):

c. ATTACHMENT C, PROPOSAL FEE SUMMARY, Section I. Compensation,
of the ORIGINAL CONTRACT is amended in its entirety as follows (attached):

// 
// 
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ATTACHMENT A
SCOPE OF WORK 

LIVESCAN / BIOMETRIC CAPTURE STATIONS 

1. Introduction

1.1. Scope

This Scope of Work (SOW) defines the work to be performed by the Contractor responsible for developing, 
deploying and sustaining a new Orange County criminal livescan fleet (which includes multiple law 
enforcement agencies that are not part of the County of Orange but within the County of Orange) 
administered by Orange County Crime Lab  (“OCCL”) Cal-ID Bureau.  For this project, the Contractor 
shall be responsible for furnishing all personnel, facilities, equipment, material, supplies, support, and 
management and shall perform all functions necessary to design, develop, document, integrate, test, and 
deploy all livescan devices as set forth in this SOW. 

1.2. Payment Milestones (Completed)

Orange County Sheriff’s Department (OCSD) has identified five (5) Payment Milestones for the 
Development and Deployment phases of the project. Upon successful completion of Milestone 1, the 
Contractor will be paid 15 percent of the Development and Deployment price.  Upon successful completion 
of Milestone 2, the Contractor will be paid 15 percent of the Development and Deployment price.  Upon 
successful completion of each of Milestones 3 and 4, the Contractor will be paid 20 percent of the 
Development and Deployment price. Upon successful completion of Milestone 5, the Contractor will be 
paid the remaining amount of the Development and Deployment price. Successful completion of a Payment 
Milestone requires acceptance by the OCCL of all Contract deliverables associated with the milestone 
review and deliverables that are due at any time prior to that review. Deliverables are described in the body 
of this scope of work and listed in Appendix A by OC-#. The Payment Milestones are defined as follows: 

1. Payment Milestone 1 (15%) – Successful completion of the System Design Review (SDR)
more fully set forth in Section 6 below.

2. Payment Milestone 2 (15%) – Successful completion of the Pre-Ship Review (PSR). more
fully set forth in Section 4.3.13.

3. Payment Milestone 3 (20%) – Successful completion of User Acceptance Test (UAT) for
one-third of the fleet more fully set forth in Section 4.3.3

4. Payment Milestone 4 (20%) – Successful completion of UAT for two-thirds of the fleet

5. Payment Milestone 5 (30%) – Successful completion of the System Acceptance Review
(SAR) more fully set forth in Section 4.3.3

Contractor shall provide a no-cost warranty period of one (1) year to begin after System Acceptance.  After 
the warrant expires Contractor will provide maintenance and support of the systems, referred to as a 
“sustainment phase” priced as reflected in Attachment C.  . The warranty period may begin earlier for 
portions of the fleet that pass UAT in accordance with Payment Milestones 3 and 4, but Contractor shall 
provide coterminous warranties regardless of when the warranty may begin such that the sustainment phase 
will commence for all machines/systems at the same time. All sustainment terms, conditions, and pricing 
are included in this Contract.  At the end of the initial Contract term, OCSD expects to renew the Contract 
limiting the scope to the appropriate terms of a Sustainment phase (e.g. performance requirements, 
sustainment terms).  
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2. Applicable Standards

The Contractor shall comply with the requirements set forth in the current applicable local, state, and federal 
specifications for biometric transmissions, including but not limited to the “Reference Documents” listed 
below. Throughout this Contract, the Contractor or County’s OCCL may propose following newer 
standards and their associated data items that replace or supersede those below.  To substitute newer 
standards and their associated data items the Contractor shall: 1) identify existing standards and data items 
to be replaced; 2) identify new standards and associated data items proposed for use; 3) provide a rationale 
for using the new items including cost, schedule, performance, and supportability impact; and 4) receive 
OCCL approval.  Once the parties agree that newer standards should be used, this contract may be amended 
to identify the new standards. Such technical amendments may occur administratively and will not require 
additional authorization from the County Board of Supervisors unless the cost associated with the changes 
exceeds 10% of the annual cost of the Contract.  

2.1. Reference Documents 

California DOJ Live Scan Data Submission Requirements: 
o LS-1-Table of Contents
o LS-2-Introduction
o LS-3-General Information
o LS-4-Logical Data Record
o LS-5-Part1 FP Cards
o LS-5-Part2 FP Cards
o LS-5-Print Specifications
o LS-6-Data Transmission Requirements_V9
o LS-7-Data Element Tables
o LS-8-Code Tables
o LS-9 Palm-Hand Requirements
o LS-10 Photo Requirements

FBI Electronic Biometric Transmission Specification (EBTS) V9.3 and V10

FBI CJIS Security Policy (latest version)
Federal Information Processing Standard (FIPS) 140-2

NIST Best Practice Recommendation For Capture of Mugshots V 2.0

NIST ANSI/NIST-ITL 1-2011: UPDATE 2013

DNA Live Scan Automation Project – Technical Specification

Orange County ABI System Design Specification
Orange County ABI System Interface Control Document

California Department of Justice Guidelines for Submitting Applicant Live Scan
Transactions

California Department of Justice Guidelines for Submitting Criminal Live Scan
Transactions

California Department of Justice Guidelines for Submitting Live Scan Sex and Arson
Offender Registration Transactions

California Department of Justice APP/CRM/REG Test Transaction Procedures when
Live Scan Device is currently in GTC Production

3. Project Management

The   Contractor   is   responsible   for   providing   appropriate   and   sufficient   project management 
services to plan, monitor, report, track, and manage the successful execution of the Contract. 
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All work shall be performed within the territory of the United States and shall be performed by United 
States citizens or Lawful Permanent Residents of the United States.  Data and information provided by the 
OCCL shall not be communicated to anyone who is not a United States citizen or Lawful Permanent 
Resident of the United States.  

3.1. Project Organization (Completed)

The Contractor shall assign a dedicated team of staff responsible for executing the requirements of the 
Contract.  A clear line of project authority shall exist among all organizational elements (including 
subcontractors).  Roles, responsibilities, authority, and reporting requirements shall be established for each 
organizational element.  Once the team has been developed with staff identified and their individual roles 
relating to the project, Contractor shall notify the County’s project manager.  Contractor shall also notify 
County’s project manager of any changes to the team of staff. 

The Contractor shall appoint a Contractor Project Manager (CPM) who is a full time paid employee of the 
Contractor.  The CPM shall serve for the duration of the development and deployment phases of the 
Contract effort and shall have responsibility for the accomplishment of all tasks to be performed under the 
Contract.  The CPM shall be responsible for the Contractor’s technical, cost, and schedule performance. 
The CPM shall have full authority over all Contractor project activities and resources.  The CPM shall be 
the principal interface between the project and the Contractor’s corporate organization, between the project 
and its associated Contractors, and between the Contractor and OCCL project management for all matters 
relating to the Contract.  In the event the assigned CPM terminates employment with Contractor, Contractor 
shall notify County as soon as possible, and also notify the County upon assignment of a new CPM. 

3.2. Project Planning (Completed)

The Contractor shall prepare and submit detailed plans governing all activities to be performed under the 
Contract.   

3.2.1. Project Management Plan 

The Contractor shall develop and maintain the Project Management Plan (PMP, Deliverable OC-01).  The 
PMP shall provide details on activities that will be completed in each phase of the Contract.  The PMP will: 

Establish the project organization, structure, authority, roles, responsibilities, and internal reporting 
relationships; 
Define the interfaces between the Contractor and OCCL project management; 
Establish reporting mechanisms and documentation; 
Identify Contractor resources (requirements and assignment); 
Establish project management procedures and policies;  
Incorporate the project Integrated Master Schedule; 
Identify any constraints or assumptions. 

3.2.2. Integrated Master Schedule

The Contractor shall develop an Integrated Master Schedule (IMS, Deliverable OC-02), defined as an 
integrated and resource loaded schedule containing the detailed tasks necessary to ensure successful 
program execution, including all dependencies and inter-task relationships.  The IMS shall be traceable to 
the SOW, the Program Management Plan, and all development, test, and transition plans required by the 
Contract.  The IMS shall be used to verify achievability of Contract objectives, to evaluate progress toward 
meeting program objectives, and to integrate the program schedule activities with all program components. 

The IMS shall contain the Contract milestones, accomplishments, and discrete tasks/activities from 
Contract award to the completion of the Deployment Phase of the Contract. It shall display summary, 
intermediate, and detailed schedules, and shall accommodate periodic analysis of progress to date. 
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The IMS shall be updated, at a minimum, on a monthly basis and reflect project status according to the 
Contractor’s management control system.  The IMS shall be formatted as a Microsoft Office Project 2007 
schedule.  This plan will form the basis for discussions at each status meeting.  

Contractor shall participate in meetings and reviews during the term of the contract.  Meeting shall occur 
at the locations in the following table, unless otherwise agreed to by OCCL Project Manager. Contractor 
shall be responsible for the OCCL project team travel costs to the Contractor Facility, limited to airfare, 
ground transportation, and lodging for (4) team members at a hotel with a reasonable government rate.   

Meetings/Reviews Location 

Project Kickoff OCCL facility 

System Requirements Review OCCL Facility 

System Design Review OCCL Facility 

Factory Acceptance Test Readiness Review Contractor Facility 

Factory Acceptance Test Contractor Facility 

Pre-Ship Review Contractor Facility 

System Acceptance Test Readiness Review OCCL Facility 

System Acceptance Test OCCL Facility / OC Police Agencies 

System Acceptance Review OCCL Facility 

Training OCCL Facility 

Table 1: Preliminary Project Schedule and Payment Milestone Correlation 

Task Description Estimated Finish-Start 
Delivery Timeframe 

(Weeks)

Progress 
Payment % 

Milestone #1 

Successful completion of the System Design 
Review (SDR) 

14 15% 

Milestone #2 

Successful completion of the Pre-Ship Review 
(PSR) 

28 15% 

Milestone #3 

Successful completion of User Acceptance Test 
(UAT) for one-third of the fleet 

38 20% 

Milestone #4 

Successful completion of UAT for two-thirds of 
the fleet 

40 20% 

Milestone #5 

Successful completion of the System Acceptance 
Review (SAR) 

47 30% 

Project Totals: 47 weeks 100% 
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3.3. Project Reporting and Reviews (Completed)

The Contractor shall provide Management and Technical Reports (Deliverable OC-03), conduct 
Management and Technical Reviews and additional meetings not otherwise referenced in section 3.2.2 
above, as may be required for proper  execution and implementation of the Contract.  Attendees at 
management and technical reviews and meetings will include OCCL project personnel, OCCL support 
contractors, the Contractor, and subcontractors as necessary to meet the objectives of the meeting or review. 
Contractor shall produce meeting agendas, presentations materials, and detailed minutes for each meeting 
(Deliverable OC-04). 

The Contractor shall participate in a project kickoff meeting at the OCCL facility within 10 working days 
after execution of Contract to introduce key OCCL and Contractor personnel, to discuss plans, to discuss 
the status of any risks or issues, to discuss proposals for further tailoring (if any) of the Contract, and to 
address any other issues OCCL project management or the Contractor wish to discuss.  

3.4. Security

The Contractor shall implement a security program in compliance with the CJIS Security Policy.  All 
Contractor supplied personnel, facilities or systems shall provide protection and control of all OCCL 
provided information, equipment, documentation, and network access.   

3.5. Configuration Management 

The Contractor shall develop a Configuration Management Plan (Deliverable OC-05) and implement a 
Configuration Management (CM) program in accordance with that plan.  The CMP shall identify the 
organization responsible for the CM function. The CMP shall establish Configuration Management 
responsibilities and authority, identify Configuration Management resources and tools, establish 
Configuration Management policies, and define Configuration Management phasing and milestones.  The 
CMP shall establish procedures for Configuration Identification, Configuration Control, Configuration 
Status Accounting, and Configuration Audits and Reviews. The CPM shall implement controls to ensure 
that only authorized changes are made to the CMP. 

The Contractor shall develop and maintain control of deliverables until accepted by OCCL.  The Contractor 
shall recommend configuration control tools for use on the project.  Subject to OCCL approval, the 
Contractor shall procure and use the approved tools to perform their configuration control functions.  The 
Contractor shall procure the approved tools and provide them to OCCL (Deliverable OC-22).  The 
Contractor shall turn change control of deliverables over to OCCL when the deliverables are accepted. 

3.6. Quality Assurance 

The Contractor shall develop a Quality Assurance Plan (Deliverable OC-06) and implement a Quality 
Assurance (QA) program in accordance with that plan.  The Contractor’s QA program shall provide for a 
Contractor QA organization that is independent of the Contractor’s Program Manager.  The Contractor’s 
QA program shall assure that all supplies and services submitted to the OCCL for acceptance conform to 
Contract requirements.  The Contractor shall ensure product quality by inspection, controlling 
nonconforming material, controlling subcontractor quality assurance, and by having effective control of 
calibrated equipment.  The Contractor shall perform and document inspections prior to requesting 
acceptance of the work by the OCCL. 

OCCL reserves the right to perform audits and inspections of Contractor (and subcontractor) conformance 
to any or all contractual requirements at any time during the performance of the Contract.  Due notice will 
be provided to the Contractor prior to conducting audits or inspections.  Subcontract requirements shall 
permit participation in audits and inspections by OCCL and OCCL support contractors. 
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4. Implementation, Delivery, and Acceptance

4.1. Implementation (Completed)

Contractor shall provide system implementation services, including but not limited to system setup, 
installation, testing, training, baseline customizations and/or baseline interfaces, and other services through 
Final Acceptance of the System, as required for the successful implementation of the system, as specified 
in this Scope of Work and elsewhere in the Contract.   

Contractor shall provide the licenses for all system software, system hardware, and associated system 
implementation services (Deliverable OC-18). Contractor shall install and configure at each site with all 
related components of the system. Contractor shall provide all equipment and software necessary to satisfy 
the system requirements at all operational sites.  Contractor shall develop the OC Livescan Bill of Materials 
(Deliverable OC-07). 

Contractor shall provide County with a comprehensive set of user, system and management documentation 
(Deliverable OC-19).  Contractor shall provide the documentation in both electronic and hard-copy formats. 

Staff will be on site to assist the Contractor during system deployment, software installation, and user 
training.  Contractor must coordinate with staff for all onsite work.  

4.2. Delivery

All deliverables shall be subject to County approval and acceptance in order to satisfy the terms and 
conditions of the Contract. Unless otherwise noted, all electronic documents shall be delivered as a 
Microsoft Word 97-2003 Document 2007. 

During installation and deployment of new systems, Contractor shall make different support personnel other 
than the primary installers available to troubleshoot residual issues following each station install to help 
prevent delays to the installation schedule. The following table contains the locations for device delivery 
and installation: 

Agency Device Location 
Booking 
Systems 

Table 
Top 

Systems 

Central 
Mgmt 
Server

Brea Police Department 1 Civic Center Circle, Brea CA 95821 1

Buena Park Police 
Department 

6650 Beach Blvd., Buena Park CA 90620 1 

Costa Mesa Police 
Department 

99 Fair Dr., Costa Mesa CA 92626 1 

Cal State University 
Fullerton 

800 N. State College Blvd., Fullerton CA 
92834 

1 

Cypress Police Department  5275 Orange Ave., Cypress CA 90630 1 
Fountain Valley Police 
Department 

10200 Slater Ave., Fountain Valley CA 
92708 

2 

Fullerton Police 
Department 

237 W. Commonwealth, Fullerton CA 
92832 

1 

Garden Grove Police 
Department 

11301 Acacia Parkway, Garden Grove 
CA 92840

2 

Huntington Beach Police 
Department 

2000 Main St., Huntington Beach CA 
92648 

2 

Irvine Police Department 1 Civic Center Plaza, Irvine CA 92606 2 
Orange County Juvenile 
Hall 

331 the City Drive, Orange CA 92677 1 
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Laguna Beach Police 
Department

505 Forest Ave., Laguna Beach CA 
92651

1 

La Habra Police 
Department

150 N. Euclid, La Habra CA 90631 1 

La Palma Police 
Department 

7792 Walker St., La Palma CA 90623 1

Los Alamitos Police 
Department

3201 Katella Ave., Los Alamitos CA 
90720

1 

Newport Beach Police 
Department 

870 Santa Barbara Dr., Newport Beach 
CA 92660

2

Orange Police Department 1107 N. Batavia Ave., Orange CA 92668 2 
Orange County Sheriff-
Coroner

Aliso Viejo 11 Journey, Aliso Viejo CA 92656 2
OC Crime Lab, Cal-ID 

Bureau
320 N Flower Street, 5th Floor, Santa Ana 
CA 92703

2 2 1

Support Services Division, 
Civil Prints Counter

320 N Flower Street, 1st Floor, Santa 
Ana CA 92703 

3 

Central Jail Complex 550 N Flower Street, Santa Ana CA 
92703

5 

Coroner Division 1071 West Santa Ana Blvd, Santa Ana 
CA 92703

2

Saddleback 20202 Windrow Drive, Lake Forest CA 
92630 

1 

Theo Lacy Jail 501 The City Dr. S., Orange CA 92668 3 
Orange County District 
Attorney

Central Justice Center, 700 Civic Center 
Dr West, Room A202 

0 1

Placentia Police 
Department 

401 E. Chapman Ave., Placentia CA 
92870 

1 

Orange County Probation 301 The City Drive South 5th Floor, 
Orange CA 92868

1 

Santa Ana Police 
Department 

62 Civic Center Plaza, Santa Ana CA 
92701 

2 

Seal Beach Police 
Department 

911 Seal Beach Blvd., Seal Beach CA 
90740 

1 

Tustin Police Department 300 Centennial Way, Tustin CA 92780 1 
University of California 
Irvine 

150 Public Services Building, Irvine Ca 
92697 

1 

Westminster Police 
Department 

8200 Westminster Ave., Westminster CA 
92683 

1 

47 5 1

4.3. Acceptance 

The Contractor shall develop Test Plans and Test Procedures (Deliverable OC-08 though Deliverable OC-
11) in cooperation with the County for the Factory Acceptance Test (FAT) and System Acceptance Test
(SAT). The Contractor shall conduct Test Readiness Reviews to demonstrate to OCCL their readiness to
conduct the tests. At the culmination of the Contractor presentations during the reviews, and after approval
of the corresponding test procedures, the OCCL Project Manager will authorize – or not authorize – the
Contractor to conduct the tests. OCCL will observe the tests, using the approved test procedures. The
Contractor shall document the results of the tests and deliver a FAT Report and a SAT Report (Deliverable
OC-12, Deliverable OC-13).
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4.3.1. Factory Acceptance Test (Completed)

The Contractor shall conduct a Factory Acceptance Test at the Contractor’s facility.  The purpose of the 
Factory Acceptance Test is to ensure that the Contract requirements have been met, that the system works 
in a factory setting, and that the documentation associated with the system reflects the design and is 
usable. 

The Contractor shall conduct a Test Readiness Review (TRR) to demonstrate their and the OC ABI 
System’s readiness to conduct FAT.  The Contractor shall: 

Provide an overview/walk-through of the FAT activity to OCCL, which is to occur. 

Describe the test environment (equipment, software, databases, and interfaces) and how it differs 
from the operational environment (e.g., the use of simulators to represent external interfaces). 

Identify and discuss the rationale for and implications of any proposed redlines to documents (i.e., 
test plans, test procedures, user documentation, installation documentation). 

Report on the status of all action items, risks, and issues that are currently open or have been closed 
since the previous PMR.  Plans and/or options for their resolution will be addressed. 

Identify any test procedures that the Contractor expects will fail or be incomplete during FAT 
execution, address the implications of those failures/incompletes for operations, and discuss 
plans/options for correcting the cause(s) of those failures 

Contractor shall conduct FAT with the fully assembled to-be-delivered system(s). 

Contractor shall not expect any live connections to the County network or any end user networks during 
the FAT.  

After successful passage of the FAT at Contractor’s facility, Contractor shall present the results at a Pre-
Ship Review (PSR) to OCCL. Upon successful completion of the PSR, OCCL will authorize the Contractor 
to ship the system(s) to the operational site(s). 

4.3.2. System Acceptance Test (Completed)

The Contractor shall conduct the System Acceptance Test. The SAT shall include thorough testing of 
unique configurations among all sites. The purpose of the SAT is to demonstrate that the equipment was 
installed correctly and operates at the functional and performance levels verified at FAT; to verify the 
requirements that could not be verified at the factory; to verify the performance requirements; to verify that 
the integrated sum is at least as functional as the sum of the individual parts and to verify that end-to-end 
work flows execute as anticipated. 

Contractor will ensure the connection between the fingerprint system and the state is functioning properly 
and in accordance with all policies, procedures, and protocols of the state. 
SAT shall include systematic end to end testing for each TOT, including all return message types, 
rejects/resends, record updates, central administration server, reports, RMS/JMS push/pull, facial images, 
scars, marks, and tattoo, and iris. 

4.3.3. User Acceptance Test (Completed)

The OCCL will conduct User Acceptance Testing (UAT).  The purpose of UAT is to demonstrate that the 
system, the supporting documentation, and the user training are adequate for their intended purpose. The 
equipment must function properly for all workflows, must be successfully interfaced with computerized 
records/jail management systems and the OC ABI System.  All functions required by the County, or 
additional functions included in the vendor’s proposal, must be demonstrated prior to device acceptance. 
The OCCL will conduct a Test Readiness Review to assess OCCL’s readiness to conduct UAT.  If the 
OCCL Project Manager determines that OCCL is ready to conduct UAT, OCCL will direct that the UAT 
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period begin.  UAT will be conducted for a period of at least thirty (30) days for each device in production. 
Completion of UAT will be determined only after all systems have been installed and operating in a 
production environment for 30 days. Upon completion of UAT, the OCCL will conduct a System 
Acceptance Review (SAR) to assess whether the systems, documentation, and training are adequate to 
allow OCCL to declare the systems fully operational and accepted. 

The Contractor shall provide support throughout the period of UAT.  The support personnel shall be able 
to assist users in the performance of user functions and shall document problems encountered in the course 
of UAT.  The level of support shall be provided for all shifts.  

5. Transition (Completed)

Contractor shall conduct, with OCCL, pre-install site visits to determine network, power, interfaces, device 
location, accessibility, delivery options, and training options.  Contractor shall develop Installation 
Drawings (Deliverable OC-14) for all sites and make recommendations for site enhancements to make the 
facial image capture comply with ANSI/NIST-ITL 1-2011: UPDATE 2013. 

The Contractor shall develop a comprehensive Transition Plan (Deliverable OC-15) that guides the process 
of migrating the County’s livescan operators from the current Identix devices to the new multi-biometric 
capture systems. The plan shall address operations (parallel or not), timing of training relative to going 
operational, the sequence of switching services, transition objectives, activities, required resources, 
schedule (may be included in the IMS), tools, assumptions, OCCL furnished items (e.g., equipment, 
information, data, facilities, secure network connectivity, or personnel), and external dependencies.  
The Contractor shall provide on-site engineering and IT support for interfaces and network connectivity at 
each site. 

6. System Design

The Contractor shall design, develop, and document the new OC Livescans to satisfy the requirements of 
this SOW.  The Contractor shall design, develop, and fabricate or procure all hardware, software, and data 
components of the system(s), with the exception of the operational data to be provided by OCCL. 
The Contractor shall, to the maximum extent feasible, use non-proprietary hardware and software in 
developing and implementing the system.  To the maximum extent feasible, the equipment shall be 
available commercially from third party vendors as well as through the Contractor. 

The Contractor shall develop and maintain the Requirements Verification Traceability Matrix (Deliverable 
OC-23) to map the requirements in this Scope of Work to the OC Livescan System Design Specification 
and the FAT and SAT Test Procedures. The Contractor shall develop the OC Livescan System Design 
Specification (Deliverable OC-17).  The Contractor shall conduct a System Design Review (SDR) and 
present their design for OCCL approval.  The SDR shall be a comprehensive and in-depth review of the 
design as documented in the OC Livescan System Design Specification and the Bill of Materials.  

6.1. Requirements Review (Completed)

The Contractor shall review the OC Livescan requirements and conduct the analyses and modeling 
necessary to validate the requirements. The Contractor shall identify errors, ambiguities, conflicts, 
incompletes, and other defects in the requirements.  The Contractor shall recommend changes to the 
requirements where those changes would correct defects or result in benefit to the OCCL (e.g., enhance the 
overall functionality, performance, or reliability of the OC ABI System, reduce life cycle costs, increase 
maintainability, shorten the schedule, or reduce program risk).  

The Contractor shall conduct the analyses necessary to develop the interface requirements between the OC 
Livescans and agency records/jail management systems. The Contractor shall document those requirements 
in an Interface Definitions Document (Deliverable OC-16). 

The Contractor shall conduct a System Requirements Review (SRR).  At SRR, the Contractor shall present 
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the results of the verification effort and the supporting data.  The Contractor shall document recommended 
changes to the OC Livescan requirements and shall support these recommendations (e.g., with trade study 
results and cost benefit analyses). 

Upon successful completion of the SRR, the OC Program Manager will authorize the Contractor to proceed 
with system design.  OCCL will incorporate any approved changes in a revision to the OC Livescan 
requirements. 

6.2. Functional and Technical Requirements 

Contractor’s Livescan system shall meet the following requirements: 

6.2.1. General Requirements

Requirement 
ID

General Requirements

G01 
Contractor shall have a criminal livescan certified by Cal-DOJ for all desired Types of 
Transactions (TOTs) in use in California 

G02 
System shall comply with  ANSI/NIST-ITL 1-2011 with Update 2013 or more current 
published version

G03 
System shall comply with FBI EBTS V10 (including updates) or more current 
published version and be backward compatible (OC ABI System is FBI EBTS 9.3 
compliant) 

G04 
System shall comply with current California Department of Justice Live Scan 
transmission specifications

G05 
System shall have appropriate FBI Appendix F and California DOJ certifications. A 
copy of each letter of certification must be provided with proposal 

G06 System shall comply with OC ABI System -  System Design Specification 

G07 System shall comply with OC ABI System -  Interface Control Document 

G08 System shall comply with OC ABI System -  Data Dictionary 

G09 

System shall include a Central Administration Server with a user friendly interface 
and features that allow the OCCL System Administrator to: 

a) Manage the operating system and application user account credentials as
single sign on environments

b) Remotely access and view the activity on any device in the fleet, in real time
c) Generate dynamic reports for:

Operator performance 
Sequence override 
Image quality override 
Number of transactions with filter capability by TOT, Livescan ID 
(LSID), date range, time of day range, etc. 
Rejection rates 

d) Manage user credentials and privileges, to include:
Adding, deleting, and modifying user credentials 
Assignment of multiple levels of privileges 
Authorizing a single operator on multiple devices 
Restricting the deletion of transactions to privileged operators 

e) Remotely deploy software updates
f) Receive automatic error/network notifications
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Requirement 
ID

General Requirements

g) Review configuration and network status of each device on a single screen -
an overview of each of the devices current application/configuration, last
software update, last table update, network connectivity and functionality

h) Push custom broadcast messages to a particular device, a configurable subset
of devices, or all devices to inform or instruct operators

G10 
System shall perform data validation against current active tables prior to transmitting 
to the OC ABI System

G11
System shall notify the operator within 3 seconds of data entry errors, not at the 
completion of all data entry 

G12 
System shall use predictive text input technology in all demographic fields supported 
by Cal-DOJ tables

G13 
System shall automatically populate the corresponding values when one value is 
selected from a table entry with multiple components, such as a charge code and a 
literal description 

G14 System shall automatically tab to the next field once a field is complete 

G15 
System shall allow an OCCL System Administrator to hide/unhide fields available to 
the operator, configurable by TOT 

G16 
System shall allow individual data field default values to be assigned and modified by 
an OCCL System Administrator

G17 
System shall automatically populate values logically when other record components 
exist or do not exist (e.g. “palmprints available” shall be marked “Yes” by the system 
when Type-15 images are captured) 

G18 
System shall allow an operator to capture screen shots which will be auto-saved and 
accessible by that operator as well as System Administrators

G19 
System shall allow operator to open a saved record, modify and add demographics 
and biometrics without creating a new record 

G20 
System shall utilize meaningful on-screen guides, labels, and help options to enhance 
usability 

G21 
System shall have unique screen backgrounds for each TOT so the operator may 
differentiate the TOTs at a glance 

G22 

System shall be capable of transmitting the following standard Types of Transactions 
(TOTs):  

a) CRM
b) CUS
c) REG
d) DCD
e) IDN
f) APP

G23 

System shall receive the following standard response TOTs: 
a) Local SRE
b) Local ERRT
c) DOJ SRE
d) DOJ ERRT
e) FBI SRE
f) FBI ERRT
g) DHS response

G24 
System shall allow “transforming” completed and transmitted IDN transactions to 
CRM and DCD transactions with a unique TCN and OCA number (NIST Type 2 
Field 2.112) 

G25 
System shall incorporate  foot pedals on left and right sides of the cabinet for easy 
access from either side
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Requirement 
ID

General Requirements

G26 System shall offer “Hot Keys” for frequently used on-screen buttons 

G27 
System shall include a barcode reader for reading DNA swab barcodes produced by 
Cal-DOJ 

G28 System shall include readers for Driver Licenses (magstripe and 2D barcodes) 

G29 System shall have an adjustable keyboard tray to support ergonomic use 

G30 System shall include a standalone mouse, not integrated into the keyboard 

G31 

Cabinets or cases shall be:
a) Ruggedized
b) Space-saving
c) Able to withstand harsh chemical cleaners
d) Height adjustable (scanner height)
e) Movable with lockable wheels
f) Easy access to CPU for maintenance, rebooting etc.

G32 
All components shall be secured to the cabinet or, with extension cables, be secured to 
another portion of the facility

G33 

Systems shall be flexibly designed, as “all-in-one” stations or be flexible enough to 
accommodate various existing assets located in various areas of a facility, as 
appropriate per site (e.g. livescan with a fixed mounted photo capture camera or 
livescan interfaced with a photo capture camera or livescan interfaced with a wired or 
wireless connected photo capture camera located in an adjacent room due to booking 
area size limitations)

G34 
System shall provide the capability for a biometric log on for the operator. The log on 
shall enable operator to access any device in the fleet.  Operators will likely be 
wearing gloves, making a fingerprint log on the least desirable.

G35 

System shall allow System Administrator to configure the following settings per 
device: 

a) Auto capture of finger/palm images (On or OFF)
b) Selectively auto advance to next image capture once an image meets

minimum quality settings (On or OFF per image position)
c) Setting the default TOT for new records
d) Enable or disable various modules (i.e. TOTs, finger capture, palm capture,

photo capture, etc.)
e) Minimum number of re-rolls by finger position
f) Automatically tab to the next mandatory demographic field

G36 

System shall include duplex printers that:
a) Have additional tray options
b) Print standard FBI and Cal-DOJ formatted fingerprint and palmprint cards, as

appropriate per TOT
c) Print to hard card or plain paper
d) Allow printing of all the captured data, without cutting images, preventing

loss of critical fingerprint detail
e) Print all images plus the appropriate template to plain paper, print all images

plus the appropriate template to blank hard cards, or print all images and text
data (e.g., demographic data) on pre-formatted hard cards

f) Print all messages to plain paper
g) Print screen captures of the desktop/screen via single Print Screen key
h) Accommodate custom default settings to allow operators to set individual

devices to printing on, off, or print manually transaction by transaction
i) Are configurable as network printers for numerous devices within the same

location
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Requirement 
ID

General Requirements

j) Connects to the livescan wirelessly or via USB
k) Are configurable for printing various booking forms with populated

demographics, photos, and images
l) Allow an operator to modify how many print cards, disposition forms, and

photos are printed for a specific transaction
m) OCCL System Administrator shall have the ability to modify the default

values for printing of print cards, disposition forms, and photos

G37 

System shall have a color coded Home Screen that clearly identifies the transactions 
in various states, such as: 

a) New
b) Complete and successful

o Finger capture
o Palm capture
o Demographics
o Printing
o Transmitting

c) Error(s)
o Finger capture – finger number
o Palm capture – position and hand
o Demographics
o Printing
o Transmitting

d) SRE message(s) received
e) Error message(s) received

G38 
System shall have a training or practice mode for each TOT to facilitate hands-on 
learning  

G39 
System shall be capable of auto generating a unique OCA Field 2.112, in sync with all 
devices in the fleet, as determined by customer per TOT 

G40 

System shall collect all available biometrics and send a single transaction to the local 
identification system and be capable of sending a subset of data and or images to an 
external system as determined by each agency (e.g. a facial image sent in the booking 
record as well as to an agency facial image archive)

G41 
System shall allow the deletion of records and/or jobs to be completed manually or 
automatically based on specific record retention time frame, record counts, or 
command sent via RMS/JMS 

G42
System shall have the ability to send submission information to various systems (e.g. 
“prints submitted to ABI” message to the OCSD Data Exchange Service 

G43 
System shall allow transmit or print jobs to be stopped manually by Operators or 
System Administrators while queued and/or in process, i.e. stop previously 
transmitted records trying  to resend while resolving a network error 

G44 
System shall be able to complete the DNA, DNS and DNR transactions automatically 
in the background and display “Collect” or “Don’t Collect” results in a demographic 
screen while the operator is completing a criminal booking or other appropriate TOT

G45 
System shall have a single screen to show all jobs in process and the status, e.g. 
“retrying” 

G46 
System shall prompt for next item to capture or enter data for with clear onscreen 
visual queues

G47 System shall display a real time preview of all captured biometrics images 

G48 
System shall perform a real time image quality check and display the appropriate 
quality metric onscreen (e.g.  NFIQ score for fingerprint images) 

G49 
System shall be able to queue up demographic records waiting for image capture on 
the Home Screen, i.e. demographics sent to the livescan via a JMS; allow the operator 
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Requirement 
ID

General Requirements

to choose the record from the Home Screen which has the complete demographics and 
complete the transaction by capturing biometric images 

G50

System shall have the option to identify and open the subject’s record via a single 
biometric capture. For example, a subject’s iris or thumb is captured during a pre-
booking intake/enrollment process into the jail facility, prior to the full criminal 
booking. That biometric is then included in the record pushed to the livescan from a 
JMS and can be utilized to open the subject’s record on the livescan, ensuring the 
correct subject is livescanned under the correct demographic record  

G51 
System shall allow System Administrators to set and change criteria for acceptable
image quality

G52
All transaction data shall be automatically saved throughout the process (scanning 
images and/or entering demographics) to minimize data loss in the event of 
interruption, system freezing, unintentional system shutdown, or power loss

G53
System shall allow an operator to open a previously transmitted transaction, edit 
individual data elements and biometric images, and re-transmit 

G54 

System shall allow the operator to perform the following types of submissions:
a) Submit a transaction and then immediately logout
b) Submit a transaction and then start another transaction of the same TOT
c) Submit a transaction and then return to the TOT selection screen to perform a

different type of transaction
d) Save and exit the transaction to allow the operator to continue the transaction

at a later time

G55 System shall be compliant with the Americans with Disabilities Act 

6.2.2. Finger and Palm Capture 

Requirement 
ID

Finger and Palm Capture System Requirements

FP01 

System shall provide clear real time feedback and direction for correcting sequence, 
quality, and rolled finger capture vs flat finger capture to avoid image inconsistencies, 
e.g. right index is in the 4-finger flats but missing from the rolled images, inconsistent
annotations, etc.

FP02 
If designed for upper and lower palm capture in two segments, System shall compare 
the interdigital area between upper and lower palm to ensure the palm segments are 
from the same hand

FP03 

System shall scan the image portions of the fingerprint and/or palmprint forms at 
1,000 ppi using FBI certified EBTS Appendix-F scanner systems and FBI 
compression guidelines, automatically assigning the image(s) to Type-14/15 records, 
as appropriate (FBI/CJIS guideline for 1000 ppi scanned Type-14 and Type-15 images 
is compression using the JP2L algorithm)  

FP04 
System shall allow the System Administrator to configure fingerprint and palmprint 
image capture  in any specific logical order for each individual TOT 

FP05 System shall have moisture discriminating optics 

FP06 System shall have anti-fog technology 

FP07 System shall have anti-smear technology 

FP08 
System shall have technology that mitigates geometric distortion, blurriness, soft 
focus, etc. e.g. distortion caused by non-uniform finger pressure on platen 
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Requirement 
ID

Finger and Palm Capture System Requirements

FP09 System shall have auto calibration

FP10 System shall have no moving parts 

FP11 System shall have glass sealed platens 

FP12 
System shall not require use of excessive water or application of other products to 
capture highest quality images 

FP13 System shall have no wearable coating to reduce surface scratches 

FP14 System shall be free of any metal, plastic or other types of guides 

FP15 
System shall be capable of capturing rolls, flat slaps, flat single fingers, flat single 
thumbs, and two thumbs flat simultaneously  

FP16
System shall be capable of capturing all palm detail, including upper palm, lower 
palm, and writer’s palm 

FP17 
System shall perform roll to slap comparison and also verify the fingers match the 
palm set

FP18 
System shall allow operator to  select best print from multiple roll attempts of same 
finger 

FP19 
System shall auto center the scanned image, regardless of the position of the hand on 
the platen, without losing/cutting any image detail 

FP20 System shall have an auto contrast adjustment 

FP21 System shall allow annotations on individual images and full hand 

FP22 

If annotations are placed on the palm image, the system shall logically apply those 
annotations to the corresponding finger scans (e.g. if the right palm is AMP and 
fingers are captured after the palm, the system shall annotate the right fingers and not 
require action by the operator)

FP23 
System shall allow the operator to annotate fingerprints/palmprints efficiently and with 
the least number of steps 

FP24 
System shall give a descriptive warning message when a captured image is determined 
to be out of sequence and the operator shall be given the option to move the image to 
its correct position 

FP25
System shall perform a real time sequence check and alert the operator that the wrong 
image is being captured

FP26 
System shall allow the System Administrator to configure the minimum number of re-
rolls by finger position, configurable by TOT

FP27 
System shall allow the System Administrator to configure the minimum quality for 
each finger position (e.g. set higher quality requirement for thumbs and index fingers) 

FP28 
System shall generate and display to the operator the NFIQ quality rating for each 
finger image 

FP 29 
System shall auto extract flat fingers from the upper palm capture and allow the 
operator to override the auto capture and manually extract for better quality. 

6.2.3. Facial Images, Scars, Marks and Tattoo Capture 

Requirement 
ID 

Mug Photo/Scars, Marks, and Tattoo Capture

M01 
System shall use Digital SLR cameras that meet or exceed the ANSI/NIST Annex E 
requirements with SAP Level 50/51 standard 
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Requirement 
ID

Mug Photo/Scars, Marks, and Tattoo Capture

M02 
System shall be able to capture and transmit facial images and scars, marks, and tattoos 
as ANSI/NIST and FBI EBTS compliant Type-10 records 

M03 
System shall include a camera that can be removed, serviced, exchanged, or upgraded 
as a separate unit, while the livescan remains in operation (i.e. it should not be built 
into the livescan) 

M04 System shall capture front, left profile, and right profile face poses 

M05 
System shall have face finding technology, automatically finding the subject’s face and 
crop to comply with  ANSI/NIST-ITL 1-2011 Update:2013 -- Annex E

M06 
System shall allow the operator to capture a single photo from which to crop several 
SMT images from 

M07 System shall provide a live view of the subject prior to freezing/capturing an image 

M08 
Once captured, System shall display the front photo on all subsequent screens of the 
transaction

M09 
System’s camera shall have the ability to be mounted in a predetermined position in 
order to replace existing cameras

M10 
System shall have the ability to capture photos from one common location for 
environments with multiple livescans

6.2.4. Iris Images 

Requirement 
ID

Iris Capture

I01 
System shall be capable of selectively capturing or ingesting images of irises, 
processing, and transmitting the images as ANSI/NIST and FBI EBTS compliant 
Type-17 records in support of future Iris Capture and Iris Recognition projects 

6.2.5. Performance Requirements

Requirement 
ID

Performance

P01 
System shall perform with high reliability and availability.  Overall equipment 
availability shall be 99% 

P02 
System shall capture Tenprints (10 rolls + 4 flats) and palmprints (2 lower palms and 2 
writer’s palms) in less than two (2) minutes 

6.2.6. Interface Requirements

Requirement 
ID

Interfaces

IN01 
System shall send transactions to the OC ABI System and receive and display 
messages from the ABI System in accordance with the ABI System ICD 

IN02 

System shall accommodate demographic interfaces with Records Management and Jail 
Management Systems (RMS/JMS) currently interfaced to livescans in Orange County, 
including but not limited to: 

Computer Deductions, Inc. (CDI) – OCSD’s jail management vendor 
Spillman 
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Requirement 
ID

Interfaces

Sungard 
Versaterm 
Intergraph 
Computerized Arrest and Booking System (CABS) 
Public Safety Systems, Inc. (PSSI) 
Advanced Technology Information Management System (ATIMS)

IN03
System shall accommodate image file interfaces with various end user facial image 
database systems

IN04 
System shall accommodate push or pull transfer mechanisms from RMS/JMS vendors 
to livescan stations 

6.2.7. System and Security Requirements 

Requirement 
ID

Network and Environment

S01
System shall send all transactions as ANSI/NIST standard packages as a MIME encoded 
attachment to the OC ABI system via Simple Mail Transfer Protocol (SMTP) protocol  

S02 

System shall retrieve mail from the OC ABI System mail server by using Post 
Office Protocol 3 (POP3) or Internet Message Access Protocol 4 (IMAP4) 
protocol. The OC ABI System will host a mail server for which each submitting 
Livescan device will be assigned an account   

S03 

System shall pull the current Cal-DOJ Livescan tables via File Transfer Protocol 
(FTP) or Secure File Transfer Protocol (SFTP) protocol from the ABI System and 
automatically deploy/implement on the devices no less frequently than once every 
24 hours  

S04 
System shall simultaneously handle multi-platform data interchanges (e.g. web service, 
email, FTP, direct database query, file copy, etc.)  

S05 

When there is no network connectivity, System shall: 
a) Allow the operator to use the system with full functionality
b) Queue all transactions
c) Automatically transmit queued transactions without operator intervention when

network connectivity is re-established

S06

System shall prohibit access to the operating system commands and Windows 
environment and prohibit changes by non-administrative users to maximize security 
protection and the application, i.e. non-administrative users shall not be able to use Ctl-
Alt-Delete to access the desktop

S07 
System shall allow the System Administrator to access the Windows environment for 
administration  

S08 

The System shall meet the following requirements, at a minimum: 
a) Microsoft Windows 7 (64 bit) and above
b) Intel Core i5 CPU
c) 8 GB of RAM
d) 256 GB Solid State Drives (SSD)
e) USB 3.0
f) Touch screen LCD or LED-LCD monitor, 17 inch

S09 
System shall have the ability to receive Microsoft Windows updates from a County 
server and on a schedule determined by the County 

S10 System login information shall have the ability to be managed from a central location 
using Lightweight Directory Access Protocol (LDAP) 

S11 System shall be allowed to join the County’s Active Directory Domain 
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S12 

System shall have the latest version of Symantec Endpoint Protection software 
installed on each system. The Endpoint Central Management Console shall be 
installed on County’s Antivirus Server, which will update and manage the Endpoint 
client software for each device  

S13 
System shall allow an OCCL System Administrator to execute and update the anti-
virus software without impacting the operational use of the system 

S14
The Antivirus annual subscription licenses cost shall be included in the sustainment 
cost    

S15 
System shall keep audit logs and send a copy to a centralized syslog server 
automatically on a schedule set by the County  

S16
System shall incorporate localized monitoring agents to send event traps to a 
centralized management server 

S17 
System and system components shall not be declared end-of-life or end-of-support 
within five (5) years of System Acceptance

S18 
System shall be capable of operating offline in the event of a communication failure or 
unavailability of the target system. The offline mode shall store the data and regularly 
and frequently attempt to restore the failed communication

S19 
System shall queue all transactions in the event of network interruption and 
automatically transmit queued transactions without operator intervention when 
network connectivity is re-established 

S20 
Each system shall include an Uninterruptable Power Supply (UPS) 
that will safely shut down the system during black-outs.  The UPS shall have an LED 
display providing battery life information 

S21 
System shall provide complete data protection in the event of security breach or 
system loss (i.e. stolen)

7. Sustainment

The Contractor shall provide all software upgrades to their deliverables whenever new Contractor product 
releases are introduced during the life of the Contract, at no additional cost to the County.  The Contractor 
shall provide corrective maintenance for any error, malfunction, or defect in Contractor supplied equipment, 
software, or documentation which, when used as delivered, fails to perform in accordance with Contractor’s 
officially announced, written or published, technical specifications through the life of the Contract. 
Contractor shall test such upgrades at the Contractor’s facility. After successful passage of the testing at 
Contractor’s facility, Contractor shall present the results to OCCL. OCCL will authorize or not authorize 
the Contractor to deploy the software or hardware component to the OCCL test system for testing in the 
operational setting. 

7.1. Patches and Security Pushes 

Software upgrades, patches and security pushes shall be  managed remotely by Contractor’s experienced 
Operations Support team using an integrated management server at County’s host location. When software 
changes or table updates are required, Contractor’s service lead shall push the change to the individual 
systems throughout the County. All maintenance activity, whether remote or on-site, shall be CJIS 
compliant. 

Contractor shall provide one (1)  copy (in electronic or other standard form) of each Update for the system 
components that are developed by Contractor and for which Contractor, in its sole discretion, elects to 
develop and generally make available to County systems under warranty or under a current Maintenance 
Agreement.  

County shall provide Contractor with as-needed network or dialup access to the system (whether stand 
alone or connected to a central site) for Contractor to deliver updates via this remote means of delivery. In 
the event network or dial-up access is not available for 24/7 Maintenance Services and 9/5 Maintenance 
Services Customers, then Contractor shall install the update during any subsequently scheduled on-site visit 
by Contractor for service of the System.  
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An "Update" means a new release of system software components that are developed by Contractor, which 
contain (i) bug fixes, corrections, or a work-around of previously identified errors with such software, or 
(ii) minor enhancements, improvements, or revisions with substantially similar (but not new) functionality
to the original licensed system software.

7.2. Preventative Maintenance 

The Contractor shall perform inspection, cleaning, calibration, and adjustment of the equipment and 
replacement of defective parts thereof by dispatching maintenance personnel at the minimum frequency 
recommended by the manufacturer or the custom frequency as determined by OCCL, in order to keep the 
equipment in good operating condition. OCCL will identify twenty-seven high volume systems to be 
inspected quarterly and seventeen low volume systems to be inspected approximately twice per year. The 
Contractor shall provide OCCL a checklist of tasks completed, tasks not completed and reason why not 
completed, parts replaced (serial numbers included if available), and repairs for each device at each 
Preventative Maintenance inspection. 

The machine time required to perform preventative maintenance shall be scheduled in advanced based upon 
on the established schedule and shall occur during working hours agreed to by OCCL or each facility end 
user. Scheduled down time for performing preventative maintenance on any single device shall not exceed 
two (2) hours unless agreed to in advance by OCCL. 

Contractor shall perform all preventative maintenance scheduling for high volume systems quarterly and 
for low volume systems annually, executing all preventative maintenance as required. Contractor will 
execute a proactive Preventive Maintenance plan incorporating forethought into both personnel and parts 
required to ensure that all required preventive maintenance activities are completed within the all month. 
All preventive maintenance will be planned and tracked through the same process to meet the completion 
requirements. 

Preventative maintenance service calls shall consist of inspection, system cleaning, verification of 
calibration, and verification of proper system configuration and operation in accordance with Contractor’s 
specifications. Contractor shall provide trained employees who will perform all on-site preventative and 
remedial maintenance activities to ensure that Livescan systems and components are not out of service for 
more than two (2) continuous hours, unless agreed to by County. Software deployments completed outside 
of the agency’s standard office hours of operation shall be performed at no additional cost to County.  

For those issues that do not require an on-site Field Service Engineer (“FSE”) visit, Contractor targets 
issue resolution within twenty-four (24) hours or within seventy-two (72) hours if a part is determined 
defective and replacement is required. Replacement part orders initiated prior to 3:00 P.M. Central Time 
shall be shipped the same business day. Orders initiated after 3:00 P.M. Central Time will be shipped the 
next business day. All shipments are made via next day priority air. Contractor will includes a return 
shipping label to expedite the return of parts to Contractor’s production facility. All new parts that require 
a Property Control Number (PCN) will have the PCN sticker, also called asset tag, affixed prior to 
shipment.  

Upon completion of preventive maintenance, Contractor shall have all field service reports and preventive 
maintenance documentation including checklist signed by the FSE and County’s on-site contact. All 
associated paperwork shall be submitted to Contractor’s Technical Call Center. The forms shall include 
all pertinent information regarding the preventative maintenance action, including but not limited to, work 
order number, a description of the maintenance action performed, a list of replaced parts by part/serial 
number, name and phone number of County’s official that signed for completion, and completion date 
and time. 

7.3. Troubleshooting 

The maintenance coverage for all sites shall be 24 hours a day, seven days a week. 
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The Contractor shall provide to all sites user troubleshooting support personnel on call, 24 hours a day, 
seven days a week via a Help Desk and shall accept such requests telephonically or via email and document 
them in trouble tickets. The Help Desk personnel shall perform triage on the trouble tickets and provide 
responses on those that are known problems with workarounds or systems. The others are to be forwarded 
to Contractor support personnel.  

The Contractor shall provide to all sites hardware and software support personnel on call, 24 hours a day, 
seven days a week in response to Trouble Tickets and shall acknowledge them telephonically or by email 
within fifteen (15) minutes and respond remotely via a secure link or on site within thirty (30) minutes, 
after notification of a problem which requires their presence. In the event maintenance personnel cannot be 
reached, a Contractor representative shall return the call based upon an established escalation policy.   
Contractor will resolve all support calls reported to the Contractor as soon as possible from the time they 
are reported, but no later than forty-eight (48) hours.  If the Contractor cannot re-establish successful end 
to end processing within forty-eight hours, devices shall be replaced with similar device at no cost. 

Contractor may have remote connectivity to the County’s network to troubleshoot reported issues with 
advanced coordination with OCCL. Contractor should not expect instant access to the County’s network. 
Remote access will be limited to an as-needed basis. Contractor will not be granted direct Virtual Private 
Network (VPN) connectivity to the County’s network and shall not connect non-county owned equipment 
to the County’s network. 

Contractor shall provide monthly reports of all Help Desk/service calls with full description of the issue 
and resolution. 

Contractor shall send an auto-generated e-mail to assigned agency contacts when a Help Desk ticket is 
generated or closed with full description of the issue and resolution. 

Contractor repair shall be covered for a full twelve (12) months under the warranty for purchased 
systems. For coverage after the warranty period, Contractor offers three levels of maintenance support: 

Tiers of Support for Escalating Issues to Resolution 

A dedicated Contractor Project Manager shall be assigned to County to oversee the project in the long-
term. If there are any reports of failures, bugs, updates, or other issues, Contractor Support Department 
will maintain direct communication with the Project Manager and the agency’s point of contact 
throughout the duration of an open service request.  

If the Contractor Help Desk is unable to quickly resolve the issue, Contractor support team shall escalate 
the issue to Tier-III Support as well as the dedicated Project Manager, who will provide County contact 
with progress updates until the service request is closed.  

Problem identification and issue resolution starts at the Help Desk level and from there is dispatched to 
the Field Service team, as illustrated in Figure 1. All maintenance activity, whether remote or on-site, 
shall be CJIS compliant. 

// 
// 
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Figure 1: Contractor’s Tiers of Support for Escalating Issues to Resolution 

Tier I Support - Help Desk 

Contractor’s 24 x 7 x 365 Help Desk shall assist County’s personnel concerning any problems with the 
daily use of hardware or the software applications and to solve questions about the function and operating 
the system. When Contractor’s Help Desk receives an email notification or telephone call of a support 
issue, a Technical Support Engineer (TSE) logs a Service Request (SR) in Contractor’s Microsoft CRM 
system. An SR shall contain a record of all contact with the end-user, all TSE and FSE actions, and the 
replacement parts ordered. After creation of an email SR, a TSE shall call County to verify, troubleshoot, 
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and resolve the issue. 

Tier II Support

Contractor’s Help Desk personnel shall escalate calls to Tier II Support when additional technical 
expertise is required.  

Tier II Support technicians shall be trained and certified in the integrated biometric tools, shall be 
knowledgeable of the whole system functioning, and be capable of testing the performance, establish the 
nature of the issues and evaluate the magnitude of problem. Tier II escalates complex problems to Tier III 
Support if additional technical expertise is required. Contractor’s typical response time is less than four 
(4) hours and on-site assistance is dispatched, when necessary, in less than twenty-four (24) hours.

Tier III Support 

This level of support shall be provided by the factory experts for both the hardware and software. 

Hardware Support – Field Service Engineer (FSE) 

During the twelve (12) month warranty period on-site hardware maintenance shall be provided by a 
qualified local factory-trained representative. On-site hardware maintenance is offered after the warranty 
period ends. For County’s on-site maintenance, Contractor shall have Field Service Engineers located in 
Orange County who are trained on the Live-Scan product line. Contractor shall also use GPS tracking in 
vehicles to assign the service ticket to the closest available engineer.  

Software Support – Tier-III Engineer 

If a problem requires advanced technical assistance, Contractor shall engage Tier III group, which shall 
specialize in resolving complex problems. All hardware issues shall be addressed by an FSE through an 
on-site visit; resolution methods for escalated software issues shall be determined on a case-by-case basis. 
As a part of Contractor’s standard 24x7 maintenance offering, Contractor shall maintain a four (4) hour 
on-site SLA, and, if necessary, include the delivery and installation of replacement parts to ensure 
continuity of operations. Due to the size of Orange County, on-site visits are not feasible within a thirty 
(30) minute SLA time frame. However, remote access via secure link shall be provided within thirty (30)
minutes by Contractor’s support team located in Bloomington, Minnesota.

Contractor’s Technical Support Engineers and County 

Contractor’s Tier III shall produce and distribute monthly reports containing the service request 
description and problem resolutions.  
Contractor shall setup a dedicated email distribution list and shall notify and provide details to specific 
individuals a service request was opened, of when a technician is dispatched, and when/how the service 
request shall be resolved.  

8. Training (Completed)

The Contractor shall develop User Manuals addressing all user functions for all user types. User 
documentation shall describe the components, functions, and operations of each system type.  Operations 
descriptions shall include a list and description of all error conditions, as well as the associated error 
messages displayed and the action required of the operator for each error condition.  Each system shall be 
provided with online user documentation that is resident on the workstation or accessible via the agency’s 
internal networks. 

The Contractor shall prepare a Training Plan (Deliverable OC-20) and Training Materials (Deliverable OC-
21) covering hands-on training for all Operators, Supervisors, and Administrators, computer based training,
videos, guides, and manuals. Contractor shall conduct the course training as described below as well as
provide for ad hoc user training to support testing. Training courses shall be conducted at the OCCL central
site.
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There are approximately four hundred (400) operators to receive basic training.  Of those, approximately 
sixty-five (65) are local supervisory or senior level operators and shall receive supervisor level training. 
There are two to five individuals that will have responsibilities for overall system administration and shall 
receive administrator training. The training is to take place in Orange County no earlier than two weeks 
prior to the start of UAT. The frequency and hours of the training classes shall be adequate to cover 
availability of personnel on day and evening shifts. 

The Contractor shall conduct three types of courses: 

1) Livescan Operators – This course shall cover all basic system functionality.  The course shall
provide hands-on instruction on the livescan station, to include fingerprint, palmprint, photo,
and iris workflows.

2) Livescan Supervisor Training – This course shall cover advanced system functionality through
a hands-on, one-on-one or one-to-few formatted course.  The course shall provide instruction
on basic troubleshooting of problem records, adding users, and deleting records.

3) Livescan Administration Training – This course shall cover administrative functions, second
tier troubleshooting, tools to resolve problem records, the Central Administration Server,
reports, user management, and security administration.

Appendix A – List of Deliverables (Completed) 
(All deliverable due dates are in number of business days) 

Deliverables Format Due 

OC-01 Project Management Plan Electronic 
Draft within 30 days after contract award
Final within 30 days after OCCL 
comments 

OC-02 Integrated Master Schedule Electronic 

Draft within 30 days after contract award
Final within 30 days after OCCL 
comments 
Updates as risks and issue status changes 

OC-03 
Management and Technical 
Reports 

Electronic 
Draft 5 days prior to meeting, updates at 
meeting, final 5 days after OCCL 
comments 

OC-04 
Meeting Agendas, 
Presentation Materials, 
Minutes

Electronic
Draft 5 days prior to meeting, updates at 
meeting, final 5 days after OCCL 
comments

OC-05 
Configuration Management 
Plan (CMP) 

Electronic 
Draft within 30 days after contract award
Final within 30 days after OCCL 
comments 

OC-06 
Quality Assurance Plan 
(QAP) 

Electronic 
Draft within 30 days after contract award
Final within 30 days after OCCL 
comments 

OC-07 Bill of Materials Electronic 

Preliminary draft with bid proposal
Update 10 days prior to SDR 
Update at PSR 
Final at SAR 

OC-08 
Factory Acceptance Test 
Plan 

Electronic 

Draft 10 days prior to SDR 
Updates at SDR 
Final attached to SDR meeting minutes 
as deliverable OC-04 

OC-09 
Factory Acceptance Test 
Procedures 

Five hard copies 
and electronic

Draft 30 days prior to FAT TRR 
Final 10 days prior to FAT TRR
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Deliverables Format Due 

Updates 10 days after FAT

OC-10 
System Acceptance Test 
Plan 

Electronic 

Draft 10 days prior to SDR
Updates at SDR 
Final attached to SDR meeting minutes 
as deliverable OC-04 
Updates 10 days after FAT based on 
lessons learned in execution of FAT

OC-11 
System Acceptance Test 
Procedures 

Five hard copies 
and electronic

Draft 30 days prior to SAT TRR 
Final 10 days after SAT

OC-12 
Factory Acceptance Test 
Report

Electronic At PSR

OC-13 
System Acceptance Test 
Report

Electronic 10 days after SAT 

OC-14 Installation Drawings 
One hard copy 
and electronic 

Draft 10 days prior to SDR
Updates attached to SDR meeting 
minutes as deliverable OC-04 
Final at PSR 

OC-15 Transition Plan Electronic 

Draft 30 days prior to SDR 
Updates at SDR, attached to SDR 
minutes as OC-04 
Final 30 days after SDR

OC-16 
Interface Definitions 
Document 

Electronic 
Draft 10 days prior to SDR 
Final attached to SDR meeting minutes 
as deliverable OC-04 

OC-17 
System Design 
Specification 

Electronic 

Draft 20 days prior to SDR 
Updates at SDR 
Final attached to SDR meeting minutes 
as deliverable OC-04 

OC-18 Licenses Hard copies At SAR 

OC-19 User Guides/Manuals 

One hard copy 
per operator and 
electronic to 
OCCL

Draft 40 days prior to FAT TRR 
Updates 5 days prior to FAT TRR  
Final as attachment to PSR meeting 
minutes as OC-04

OC-20 Training Plan Electronic 
Draft 60 days prior to PSR
Final attached to SDR meeting minutes 
as deliverable OC-04 

OC-21 Training Materials 

One hard copy 
per operator and 
electronic to 
OCCL

Draft 40 days prior to FAT TRR 
Updates 5 days prior to FAT TRR  
Final as attachment to PSR meeting 
minutes as OC-04

OC-22 
Configuration Control 
Tools 

Electronic, hard 
copy, license as 
appropriate

Draft at SAT TRR
Final as attachment to PSR meeting 
minutes as OC-04

OC-23 
Requirements Verification 
Traceability Matrix 
(RVTM) 

Electronic 

Draft with proposal
Updates 20 days prior to SDR  
Final attached to SDR meeting minutes 
as deliverable OC-04 
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ATTACHMENT C

PROPOSAL FEE SUMMARY 

Complete and submit as response to Section II, Part F, Proposal Fees. 

I. COMPENSATION

PAYMENT MILESTONES (Completed) 
The Livescan / Biometric Capture Stations Contract price will consist of a System Design Review  
(SDR) Phase Price through successful completion of System Acceptance Review (SAR)]    
Orange County Sheriff-Coroner Department (OCSD) has identified five (5) Payment Milestones for the 
Development and Deployment Phases. Upon successful completion of Milestone 1, the Contractor will be 
paid 15 percent of the Development and Deployment price.  Upon successful completion of Milestone 2, 
the Contractor will be paid 15 percent of the Development and Deployment price.  Upon successful 
completion of each of Milestones 3 and 4, the Contractor will be paid 20 percent of the Development and 
Deployment price. Upon successful completion of Milestone 5, the Contractor will be paid the remaining 
amount of the Development and Deployment price. Successful completion of a Payment Milestone requires 
acceptance by the OCCL of all Contract deliverables associated with the milestone review and deliverables 
that are due at any time prior to that review. The Payment Milestones are defined as follows: 

Payment Milestone 1 (15%) – Successful completion of the System Design Review $162,593.10 

Payment Milestone 2 (15%) – Successful completion of the Pre-Ship Review $162,593.10 

Payment Milestone 3 (20%) – Successful completion of User Acceptance Test $216,790.80 

1/3 of the fleet  

Payment Milestone 4 (20%) – Successful completion of UAT for two-thirds of the fleet  $216,790.80 

Payment Milestone 5 (30%) – Successful completion of the System Acceptance Review $325,186.20 

Contractor shall provide  a warranty period of one (1) year, which shall commence after System Acceptance. 
Thereafter, service and maintenance will be provided as a sustainment phase. All sustainment terms, 
conditions, and pricing is included in this Contract.  At the end of the initial Contract term, OCSD may 
renew the Contract limiting the scope to the appropriate terms of a Sustainment phase (e.g. performance 
requirements, sustainment terms).  

Annual Sustainment $ 235,900/year 

Cost per Unit Units Total
Cabinet Systems $4,500 47 $211,500 
Management Server $2,650 1 $2,650 
Desktop Systems $4,350 5 $21,750

Annual Total $235,900 
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The following are the Bill of Materials for existing Cabinet and Desktop Systems. Additional equipment 
may be ordered through the life of the contract per the following pricing:  

TouchPrint Enterprise 1000C High Definition (TPE-1000C-HD-OC) Livescan System Bill of 
Materials (Cabinet System) 

Material Number Description

TPE-1000C-HD-OC TouchPrint 1000C 1000 ppi high definition palm, slap, and roll live 
scan booking system. Includes: CROSSMATCH LSCAN 1000PX 
USB 3.0 Scanner, TouchPrint Enterprise Application Software with 
slap to roll matching, and pc running windows in a ruggedized stand-
alone cabinet with 24" deck 

(includes 24/7 on-site warranty) 

TPE-COMX-SMTPE Electronic Fingerprint Records Transmission via SMTP over TCP/I 

TPE-COMX-RMPOP3 TouchPrint Enterprise POP3 Service provides POP3 services for the 
Enterprise platform. This functionality is needed when devices need to 
retrieve mail messages from the Enterprise system using POP3. 

TPE-CSTX-CAORG Orange County, CA Customization Software 

TPE-CSTX-CAORGPALM Orange County, CA Palm Capture Customization Software 

TPE-PRT-DUP FBI Certified Duplex Printer 

(includes 24/7 on-site warranty) 

TPE-SWOX-DIXML Demographic Interface (DI) that allows XML files to be imported into 
the Livescan 

TPE-HWOX-DIGCAP Digital photo capture - digital capture components for TouchPrint 
Enterprise Software. Digital camera will be the Canon EOS Rebel T5 
digital camera, USB extension cable Canon EOS Rebel T5 digital 
camera AC adapter 

(includes 24/7 on-site warranty) 

TP-HWOX-DIGCAPC Monopod Mounting System for 5600 cabinets with tripodhead and 
backdrop for use with the digital capture 

TPE-HWOX-IDRDR Driver's license and other ID magnetic stripe reader 

TP-IAT-2DAY Installation and Training; Two Day: Standard two day on-site 
installation and training services. Includes one day of installation and 
one day of training. Training includes Configuration Management 
Software tools. 
Training day is for Operators (up to 6 people per session) and for 
Supervisors and Administrators (up to 15 people per session). 

Freight Packaging, Shipping and Handling 

First year of 24/7 Warranty is included. 

Price per system is: $22,325 

Preventative Maintenance 
Preventative Maintenance per System per Visit: $262 
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County of Orange MA-060-18010732 
Sheriff-Coroner Department Livescan/Biometric Capture Stations 

Annual Maintenance after 1st Warranty Expires:

24/7 Maintenance Coverage per System: $4,500 

TouchPrint Enterprise 1000D High Definition (TPE-1000D-HD-OC) Livescan System Bill of 
Materials (Desktop System) 

Material Description

TPE-1000D-HD-OC TouchPrint 1000D 1000 ppi high definition desktop palm, slap, and 
roll live scan system w/ flat panel monitor. Includes: CROSSMATCH 
LSCAN 1000PX USB 3.0 Scanner, TouchPrint Enterprise Application 
Software with slap to roll matching & desktop PC running Windows. 

(includes 24/7 on-site warranty)

TPE-COMX-SMTPE Electronic Fingerprint Records Transmission via SMTP over TCP/I

TPE-COMX-RMPOP3 Touch Print Enterprise POP3 Service provides POP3 services for the 
Enterprise platform. This functionality is needed when devices need to 
retrieve mail messages from the Enterprise system using POP3. 

TPE-CSTX-CAORG Orange County, CA Customization Software 

TPE-CSTX-CAORGPALM Orange County, CA Palm Capture Customization Software 

TPE-PRT-DUP FBI Certified Duplex Printer 

(includes 24/7 on-site warranty) 

TPE-SWOX-DIXML Demographic Interface (DI) that allows XML files to be imported into 
the Livescan 

TPE-HWOX-DIGCAP Digital photo capture - digital capture components for TouchPrint 
Enterprise Software. Digital camera will be the Canon EOS Rebel T5 
digital camera digital camera, USB extension cable Canon EOS Rebel 
T5 digital camera AC adapter 

(includes 24/7 on-site warranty) 

TP-HWOX-DIGCAPC Tripod and backdrop for desktop digital capture system. A Bogen or 
equivalent tripod will be supplied that will allow the camera to be at 
least 5 feet above the floor or when legs are collapsed and standing on 
a table the camera will be 2 feet above the surface of the table; also 
supplied 18% gray backdrop 4' x 4 ' in size 

TPE-HWOX-IDRDR Driver's license and other ID magnetic stripe reader 

TP-IAT-2DAY Installation and Training; Two Day: Standard two day on-site 
installation and training services. Includes one day of installation and 
one day of training. Training includes Configuration Management 
Software tools. 
Training day is for Operators (up to 6 people per session) and for 
Supervisors and Administrators (up to 15 people per session). 

Freight Packaging, Shipping and Handling 
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First year of 24/7 Warranty is included. 
Price per system is: $19,795 

Annual Maintenance after 1st year Warranty Expires 

• 24/7 Maintenance Coverage per System: $4,350

The County shall not be charged for site surveys and drawings. 

During the Warranty and Maintenance periods, Contractor shall provide replacement silicone membranes 
for fifty scanner blocks, as well as provide new metal shrouds for housing the CrossMatch scanner blocks 
at no additional cost to the County.  Replacement of the silicone membranes on each device will occur 
roughly once every 7,500 enrollments.  County is to follow best practices for platen and silicone membrane 
cleaning and maintenance as specified by CrossMatch. 

Contract total shall not exceed $275,000 for term Contract term of 08/22/22 through 08/21/23  

2. Payment Terms

Invoices are to be submitted in arrears, unless otherwise directed in this Contract, upon the satisfactory
completion and acceptance of commodity/services in accordance with Paragraph F,
Acceptance/Payment.

Contractor shall reference Contract number on invoice.  Payment will be net thirty (30) days after
receipt of an invoice in a format acceptable to County and verified and approved by the Sheriff-Coroner
Department and subject to routine processing requirements.  The responsibility for providing an
acceptable invoice rests with Contractor.

Billing shall cover services and/or goods not previously invoiced.  Contractor shall reimburse County
for any monies paid to Contractor for goods or services not provided or when goods or services do not
meet the Contract requirements.  Payments made by County shall not preclude the right of County from
thereafter disputing any items or services involved or billed under this Contract and shall not be
construed as acceptance of any part of the goods or services.

3. Invoicing Instructions:

Payments and/or invoices are to be sent to:

County of Orange
Sheriff-Coroner/Crime Lab Department
320 N. Flower St., 5th Floor
Santa Ana, CA 92703
Attn: Ana Sanabria
Email: APSanabria@ocsheriff.gov
Ph: 714-834-6328

Contractor will provide an invoice for services rendered, not more frequently than monthly.  Each
invoice will have a number and shall include the following information:

1. Contractor’s name and address
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2. Contractor’s remittance address
3. County Contract number
4. Contractor’s Tax I.D. number
5. Date of Order
6. Product description, quantity, prices
7. Sales tax, if applicable
8. Brief description of services

4. Year End and Final Invoices

At the end of each term of the Contract, and upon final termination, Contractor shall submit final
invoices for services rendered or goods accepted by County under the Contract term (typically one
year) within ninety (90) days.  For example, if the term of a Contract ends, or the Contract expires
without being renewed on June 30th, any and all invoices for services rendered or goods accepted by
County during the preceding term of the Contract shall be submitted to County on or before September
28. In the event the ninetieth (90th) day falls on a weekend or County holiday, the deadline for
submission of invoices shall be extended to the next business day.   County holidays include New
Year’s Day, Martin Luther King Day, President Lincoln’s Birthday, Presidents’ Day, Memorial Day,
Independence Day, Labor Day, Columbus Day, Veterans Day, Thanksgiving Day, Friday after
Thanksgiving, and Christmas Day.

Contractor’s failure to submit invoices pursuant to the deadlines established herein may be 
deemed a breach and shall be a basis for the County to refuse payment.   

//
//
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2. A true and correct copy of the ORIGINAL CONTRACT is attached hereto as Exhibit A
and incorporated by this reference.

3. A true and correct copy of AMENDMENT NUMBER ONE is attached hereto as Exhibit
B and incorporated by this reference.

4. A true and correct copy of AMENDMENT NUMBER TWO is attached hereto as Exhibit
C and incorporated by this reference.

5. A true and correct copy of AMENDMENT NUMBER THREE is attached hereto as Exhibit
D and incorporated by this reference.

6. A true and correct copy of AMENDMENT NUMBER FOUR is attached hereto as Exhibit
E and incorporated by this reference.

7. All other provisions of the ORIGINAL CONTRACT and AMENDMENT NUMBERS
ONE THROUGH FOUR, except as amended herein and to the extent are not inconsistent
with this AMENDMENT NUMBER FIVE, remain in full force and effect.

// 
//
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IN WITNESS WHEREOF, the Parties have executed AMENDMENT NUMBER FIVE to
Contract Number MA-060-18010732. 

*Contractor: Idemia Identity & Security USA LLC

By: feW /'?{;/� (/ 
Print Name: fl'.2,- c �""' f vt1. 7,,..�/".,., �-

Title:

Date:

$,n t _,;. VI r '-c en I J.,..,.. r -f {ftJ,1,V91 ( �/ 

Av,v< !:: I I, :)..u )- 2.

*Contractor: Idemia Identity & Secmity USA LLC

_B�y:_�--�-�-------'�{,._,..._. ___ T1_·t1_e·_. ��-��'-=r::r���--'7�-r-_t.�r_-t:_"-�>i�Cl_tl"'_r_✓ ___

�P1�·in�t_N_a �m=e_,: t?�•-·"�L��...,.�1�1'1�•_-r;_�
,..
/�l�.,..

_,
,�f�--- �D�at�e�: _,A,�-'9,=k".'.?-+-+b--1/�,t-, �M�-;l--�2,_�----

*ff the contracting party is a corporation, (2) two signatures are required: (1) signature by the Chairman
of the Board, the President or any Vice President; and one (1) signature by the Secretary, any Assistant 
Secretary, the Chief Financial Officer or any Assistant Treasurer. The signature of one person alone is
sufficient to bind a corporation, as long as he or she holds c01porate offices in each of the two categories 
described above. For County purposes, proof of such dual office holding will be satisfied by having the 
individual sign the instrument twice, each time indicating his or her office that qualifies under the above 
described provision. 

In the alternative, a single corporate signature is acceptable when accompanied by a corporate resolution 
demonstrating the legal authority of the signature to bind the company. 

County Of Orange
A political subdivision of the State of California

Sheriff-Coroner Department

By & �/.,0 
Title S��5� Jes

Print N�tvcCIO Date, ---�4+'/_;'ZJ_""'-1-1-l-iii.<'---""---------

Approved by the Board of Supervisors: ---L-�_2-
__,,

7�,,-/
-=
,z,_Z,,

=--
--

Approved as to Form
Office of the County Counsel
Orange County, California 

By� 
De ty 

County of Orange 
C"1. _ _;a ,,.. ______ T"\ ___ ....._ ___ .. 

MA-060-18010732 
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AMENDMENT NUMBER FOUR 

TO 
CONTRACT MA-060-18010732 

BETWEEN THE 

COUNTY OF ORANGE 

AND 
IDEMIA IDENTITY & SECURITY USA LLC 

This AMENDMENT NUMBER FOUR to Contract Number MA-060-18010732 (formerly 
MA-060-17011259) (hereinafter "AMENDMENT NUMBER FOUR") between the County of 
Orange, a political subdivision of the State of California (hereinafter "COUNTY") and Idemia 
Identity & Security USA LLC (hereinafter "CONTRACTOR"), with a place of business at 296 
Concord Road, Suite 300, Billerica, MA 018201, is made and entered upon execution of all 
necessary signatures. 

RECITALS: 

WHEREAS, COUNTY and MorphTrust USA, LLC OBA MT USA LLC executed a 
Contract on August 22, 2017 for Livescan/Biometric Capture Stations, as Contract Number MA-
060-17011259 (hereinafter "ORIGINAL CONTRACT"), for a three (3) year term of August 22,
2017 through and including August 21, 2020, renewable for seven (7) additional one-year terms;
and

WHEREAS, CONTRACTOR informed COUNTY on January 1, 2018, MorphoTrust 
USA, LLC OBA MT USA LLC changed its name to Idemia Identity & Security USA LLC, but 
there was no change in ownership or tax ID, and CONTRACTOR agreed to be bound by all of 
the terms and conditions of the ORIGINAL CONTRACT, as amended,just as if it had been an 
original signatory to the Contract, and COUNTY consented to the assignment of the 
ORIGINAL CONTRACT from MorphoTrust USA, LLC DBA MT USA LLC to 
CONTRACTOR; and 

WHEREAS, the Orange County Board of Supervisor, pursuant to Resolution No. 94-904 
adopted August 2, 1994, has authorized the Purchasing Agent of the County of Orange to change 
the name of vendor in a contract where there is only a name change and not a change of ownership, 
and accept a vendor's request to assign the contract to the newly named entity; and 

WHEREAS, COUNTY and CONTRACTOR amended Paragraph S., Change of 
Ownership of the ORIGINAL CONTRACT in its entirety and the CONTRACTOR confirmed in 
writing that they understand and are in compliance with the County's Conflict of Interest Policy 
as stated in article S herein (hereinafter "AMENDMENT NUMBER ONE"); 

WHEREAS, COUNTY and CONTRACTOR amended the ORIGINAL CONTRACT on 
October 22, 2019 and replaced the Idemia Touchprint-5300 scanner blocks with CrossMatch 
LSCAN 1000 scanner blocks and CONTRACTOR provided replacement silicone membranes for 
fifty scanner blocks through the warranty and maintenance periods of the Contract, as well as 
provided new metal shrouds for housing the CrossMatch scanner blocks at no additional cost to 
the COUNTY (hereinafter AMENDMENT NUMBER TWO"); 

County of Orange 
Sheriff-Coroner Department 

MA-060-18010732 
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WHEREAS, COUNTY and CONTRACTOR renewed the ORIGINAL CONTRACT on 
July 15, 2020 for a one-year term of August 22, 2020 through and including August 21, 2021 and 
allowed CONTRACTOR to complete the project, in that only one (I) of five (5) milestones had 
been completed (hereinafter "AMENDMENT NUMBER THREE"); and 

WHEREAS, COUNTY and CONTRACTOR changed the Contract Number of the 
ORIGINAL CONTRACT and AMENDMENT NUMBER ONE from MA-060-17011259 to MA-
060-18010732 due to an administrative error in the COUNTY software; and

WHEREAS, COUNTY desires to renew the ORIGINAL CONTRACT for a one-year term 
of August 22, 2021 through and including August 21, 2022 in an amount not to exceed $275,000 
and the CONTRACTOR has agreed to provide those services at the rates and pursuant to the terms 
set forth in the ORIGINAL CONTRACT; and 

NOW, THEREFORE, in consideration of the mutual obligations set forth herein, and in 
the ORIGINAL CONTRACT, both COUNTY and CONTRACTOR agree as follows: 

1. ARTICLES

a. Additional Terms and Conditions, Section l, Term of Contract, is amended to read
in its entirety as follows:

1. Term of Contract: This Contract shall commence upon execution of all
necessary signatures, and continue in effect from 8/22/17 through and
including 8/21/22, unless otherwise terminated by COUNTY. This Contract
may be renewed for five (5) additional one (1) year terms upon mutual
agreement of both Parties. The County is not under any obligation to
provide Contractor with a reason should it elect not to renew this Contract,
nor is the County obligated to provide any prior notice to Contractor of its
intent not to renew the Contract.

2. A true and correct copy of the ORIGINAL CONTRACT is attached hereto as Exhibit A
and incorporated by thisreference.

3. A true and correct copy of AMENDMENT NUMBER ONE is attached hereto as Exhibit
B and incorporated by this reference.

4. A true and correct copy of AMENDMENT NUMBER TWO is attached hereto as Exhibit
C and incorporated by this reference.

5. A true and correct copy of AMENDMENT NUMBER THREE is attached hereto as Exhibit
D and incorporated by this reference.

6. All other provisions of the ORIGINAL CONTRACT and AMENDMENT NUMBERS
ONE THROUGH THREE, except as amended herein and to the extent are not inconsistent
with this AMENDMENT NUMBER FOUR, remain in full force and effect.

County of Orange 
Sheriff-Coroner Department 
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IN WITNESS WHEREOF. the Parties have executed AMENDMENT NUMBER FOUR to 
Contract Number MA-060-18010732. 

*Contractor: Idemia Identity & Security USA LLC 

Print Name: Michael Hash � .e:D::..:a
:.:l.:.e'-: ..:.:lv.:.:lac..:,ch::.c...::3.::0:..:. 2:.:0.::2.:..1 _____________ _ 

* Contractor: Ide 1:i lden6ty & Security USA LLC 
l., 

-"'B�v.:.: ________________ T�it�le"-':--'-T.:...:re=a=sc.::u.:...:reC-'-r _____________ _ 

... P_,_r'-'in.!.!t_,N-'-'!.am=c:.:.:·_R_a_f_a_e_l _H_e_rn_a_n_d_e_z ______ .aaD'--':i�t�e'-: _Ap_n_·1 _s._2_0_21 ______________ _ 

"If 1he cun1racti11g party is" corpura1io11. (2) two signatures are required: (I) signature by 1!,e Chairman 
of tl,e Board, tl,e Presidmt or any Vice l'residmt; and one (/) signawre by !he Secretary. any Assistant 
Secreta,y, tl,e Chie

f 

Financial Officer or any Assisla11t Treasurer. The signature of one person alone is 
sufficimt 10 bind a corporation. as long as he or she holds corporate offices in each of the /11"0 categories 
described above. For Co1111ty purposes, proof of such dual office holding ll"ill be salisjied by having the 
individual sign the in.1·/ru11w1t tirice. each time indicating his or her office !hat q!lalijies under the above 
described pro1·isio11. 

/11 ti,!! altematii·e, a single corporate signature is acceptable wl,en accompanied by a corporate reso/wio11 
demomlrating the legal authnrity of the sig11awre /0 bind the company. 

County Of Orange 

A political subdivision of tht: State of California 

SherifT-Coroner D 

Approved by the Board of Supervisors: __ b=-_,,..::.)_).._"'__.Jl..._-=l __ 

Approved as to Form 

Office of the County Counsel 
��

1
�ng�11

· California

Deputy 

Count) or Or:ingc 
Sheriff-Coroner Dcp:mmenl 

MA-0(,()-1801073� 
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AMENDMENT NUMBER THREE 
TO 

CONTRACT MA-060-18010732 (formerly MA-060-17011259) 
BETWEEN THE 

COUNTY OF ORANGE 
AND 

IDEMIA IDENTITY & SECURITY USA LLC 

This AMENDMENT NUMBER THREE to Contract number 060-18010732 (formerly 
MA-060-17011259) (hereinafter "AMENDMENT NUMBER THREE") between the County of 
Orange, a political subdivision of the State of California (hereinafter "COUNTY") and Idemia 
Identity & Security USA LLC (hereinafter "CONTRACTOR"), with a place of business at 296 
Concord Road, Suite 300, Billerica, MA 018201, is made and entered upon execution of all 
necessary signatures. 

RECITALS: 

WHEREAS, COUNTY and MorphTrust USA, LLC DBA MT USA LLC executed a 
Contract on August 22, 2017 for Livescan/Biometric Capture Stations, as Contract Number MA-
060-17011259 (hereinafter "ORIGINAL CONTRACT"), for a three (3) year term of August 22,
2017 through and including August 21, 2020, renewable for seven (7) additional one-year tern1s;
and

WHEREAS, CONTRACTOR, informed COUNTY on January 1,. 2018, MorphoTrust 
USA, LLC DBA MT USA LLC changed its name to Idemia Identity & Security USA LLC, but 
there was no change in ownership or tax ID, and CONTRACTOR agreed to be bound by all of 
the terms and conditions of the ORIGINAL CONTRACT, as amended, just as if it had been an 
original signatory to the Contract, and COUNTY consented to the assignment of the 
ORIGINAL CONTRACT from MorphoTrust USA, LLC DBA MT USA LLC to 
CONTRACTOR; and 

WHEREAS, the Orange County Board of Supervisor, pursuant to Resolution No. 94-904 
adopted August 2, 1994, has authorized the Purchasing Agent of the County of Orange to change 
the name of vendor in a contract where there is only a name change and not a change of ownership, 
and accept a vendor's request to assign the contract to the newly named entity; and 

WHEREAS, COUNTY and CONTRACTOR amended Paragraph S., Change of 
Ownership of the ORIGINAL CONTRACT in its entirety and the CONTRACTOR confirmed in 
writing that they understand and are in compliance with the County's Conflict oflnterest Policy 
as stated in article S herein (hereinafter "AMENDMENT NUMBER ONE"); 

WHEREAS, COUNTY and CONTRACTOR amended the ORIGINAL CONTRACT to 
replace the Idemia Touchprint-5300 scanner blocks with CrossMatch LS CAN 1000 scanner blocks 
and have CONTRACTOR provide replacement silicone membranes for fifty scanner blocks 
through the warranty and maintenance periods of the Contract, as well as provide new metal 

County of Orange 
Sheriff-Coroner Department 

MA-060-17011259 
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shrouds for housing the CrossMatch scanner blocks at no additional cost to the COUNTY 
(hereinafter AMENDMENT NUMBER TWO"); 

WHEREAS, COUNTY desires to renew the ORIGINAL CONTRACT for a one-year term 
of August 22, 2020 through and including August 21, 2021, to allow CONTRACTOR to complete 
the project, in that only one (1) of five (5) milestones have been completed, and the 
CONTRACTOR has agreed to provide those services at the rates and pursuant to the terms set 
forth in the ORIGINAL CONTRACT; and 

WHEREAS, COUNTY desires to change the Contract number of the ORIGINAL 
CONTRACT and AMENDMENT ONE from MA-060-17011259 to MA-060-18010732 due to an 
administrative error in the COUNTY software; 

NOW THEREFORE, in consideration of the mutual obligations set forth herein, and in 
the ORIGINAL CONTRACT, both COUNTY and CONTRACTOR agree as follows: 

1. CONTRACT NUMBER

a. Due to an administrative error, the contract number "MA-060-17011259"
assigned to the ORIGINAL CONTRACT and AMENDMENT ONE was deleted
and replaced with MA-060-18010732 in COUNTY'S software. COUNTY has
no way to track the ORIGINAL CONTRACT, as amended, without changing the
contract number.

b. The Parties agree that wherever "MA-060-17011259" appears in the ORIGINAL
CONTRACT and AMENDMENTS ONE and TWO, it is hereby replaced with
"MA-060-18010732."

2. ARTICLES

Additional Terms and Conditions, Section 1, Term of Contract, of the ORIGINAL 
CONTRACT is amended to read in its entirety as follows: 

1. Tenn of Contract:

This Contract shall commence upon execution of all necessary signatures, and 
continue in effect from 8/22/17 through and including 8/21/21, unless otherwise 
terminated by COUNTY. The period ofS/22/17 through and including 8/21/21 shall 
be known as Contract number MA-060-18010732. This Contract may be renewed for 
six (6) additional one (1) year terms upon mutual agreement of both Parties. The 
County is not under any obligation to provide Contractor with a reason should it elect 
not to renew this Contract, nor is the County obligated to provide any prior notice to 
Contractor of its intent not to renew the Contract. 

1. A true and correct copy of the ORIGINAL CONTRACT (Contract Number 060-

County of Orange 
Sheriff-Coroner Department 

MA-060-17011259 
Livescan/Biometric Capture Stations 

Attachment A 

Page 85 of 145



18010732, formerly MA-060� 17011259) is attached hereto as Exhibit A and incorporated 
by this reference. 

2. A true and correct copy of AMENDMENT NUMBER ONE (Contract Number 060-
18010732, formerly MA-060-17011259) is attached hereto as Exhibit B and incorporated
by this reference.

3, A true and correct copy of AMENDMENT NUMBER TWO (Contract Number MA-060-
18010732) is attached hereto as Exhibit C and incorporated by this reference. 

4. All other provisions of the ORIGINAL CONTRACT and AMENDMENT NUMBER
ONE THROUGH AMENDMENT NUMBER TWO except as amended herein and to the
extent are not inconsistent with this AMENDMENT NUMBER THREE, remain in full
force and effect.

County of Orange 
Sheriff-Coroner Department 

-Signature Page Follows�

MA-060-17011259 
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IN WITNESS WHEREOF, the Parties have executed AMENDMENT NUMBER THREE to Contract
Number MA-060-17011259. 

*Contractor: Idemia Identity & Security USA LLC

='-B'J_y_,_: _.....J-4-m-::a.:.nt!l:.__"J?f.'-'-'-.'--'�"""" ... ' c;.e� _____ Title: Chief Financial Officer
0 

Print Name: James M. Blue Date: 07/08/2020
-"-"-'==-=-=="'----------------

*Contractor: Idemia Identity & Security USA LLC

By: r J)_ ;;;:-{j- Tit1e:SeniorVice President

Print Zoonnie Scott Date: 07/08/2020
��-------------------

*If the contracting party is a corporation, (2) two signatures are required: (1) signature by the Chairman of the
Board, the President or any Vice President; and one (1) signature by the Secretary, any Assistant Secretary, the Chief
Financial Officer or any Assistant Treasurer. The signature of one person alone is siifficient to bind a corporation, as
long as he or she holds corporate offices in each of the two categories described above. For County purposes, proof
of such dual office holding will be satisfied by having the individual sign the instrument twice, each time indicating
his or her office that qualifies under the above described provision.

In the alternative, a single corporate signature is acceptable when accompanied by a corporate resolution 
demonstrating the legal authority of the signature to bind the company. 

County Of Orange
A political subdivision of the State of California

1 Sheriff-Coroner Department

Title: &d.ou'n /(kV IDPB
I 

Date: 7 /16 /;a-o� ; 

Approved by the Board of Supervisors: 800.r J f<.t.S O A-(Pr(J\) ti (o ()..&; /1-0

Approved as to Form 
Office of the County Counsel 
Orange Count

r,-e,_
1i
_
fo
_
rn
_
ia 
___ _

By: 1 � 
C7 Deputy 

County of Orange 
Sheri ff-Coroner Department 
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AMENDMENT NUMBER TWO 

TO 
CONTRACT MA-060-17011259 

BETWEEN THE 
COUNTY OF ORANGE 

A ND 
IDEMIA IDENTITY & SECURITY USA LLC (FORMERLY KNOWN AS MORPHOTRUST 

USA, LLC OBA MT USA LLC) 

This AMENDMENT NUMBER TWO to Contract number MA-060-17011259 (hereinafter 
"AMENDMENT NUMBER TWO") between the County of Orange, a political subdivision of the State of 
California (hereinafter "COUNTY") and Idemia Identity & Security USA LLC (formerly known a§ 
MorphoTrust USA, LLC OBA MT USA LLC) (hereinafter "CONTRACTOR"), with a place of business 
at 296 Concord Road, Suite 300, Billerica, MA 018201, is made and entered upon execution ofall necessary 
signatures. 

RECITALS: 

WHEREAS, COUNTY and MorphTrust USA, LLC OBA MT USA LLC executed a Contract on 
August 22, 2017 for Livescan/Biometric Capture Stations, Contract Number MA-060-17011259 
(hereinafter "ORIGINAL CONTRACT"), for a three (3) year term of August 22, 2017 through and 
including August 21, 2020, renewable for seven (7) additional one-year terms; and 

WHEREAS, CONTRACTOR informed COUNTY on January l ,  2018, MorphoTrust USA, LLC 
OBA MT USA LLC changed its name to Idemia Identity & Security USA LLC, but there was no change 
in ownership or tax ID; and 

WHEREAS, CONTRACTOR agreed to be bound by all of the terms and conditions of the 
ORIGINALCONTRACT,-as amended, just as if it had been an original signatory to the Contract , and 

_ COUNTY consented to the assignment of the ORIGINAL CONTRACT from MorphoTrust USA, LLC 
DBA MT USA LLC to CONTRACTOR; and 

WHEREAS, the Orange County Board of Supervisor, pursuant to Resolution No. 94-904 adopted 
August 2, 1994, has authorized the Purchasing Agent of the County of Orange to change the name of vendor 
in a contract where there is only a name change and not a change of ownership, and accept a vendor's 
request to assign the contract to the newly named entity; and 

WHEREAS, COUNTY and CONTRACTOR amended Paragraph S., Change of Ownership of the 
ORIGINAL CONTRACT in its entirety and the CONTRACTOR confirmed in writing that they understand 
and are in compliance with the County's Conflict oflnterest Policy as stated in article S herein (hereinafter 
"AMENDMENT NUMBER ONE"); 

WHEREAS, COUNTY desires to replace the Idemia Touchprint-5300 scanner blocks with 
CrcissMatch LSCAN ·1000 scanner blocks and have CONTRACTOR provide replacement silicone 
membranes for fifty scanner blocks through the warranty and maintenance periods of the Contract, as well 
as provide new metal shrouds for housing the CrossMatch scanner blocks at no additional cost to the 
COUNTY, and the CONTRACTOR has agreed to provide these goods at the rates set forth in the 
ORIGINAL CONTRACT and in this AMENDMENT NUMBER TWO; 

County of Orange 
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NOW THEREFORE, in consideration of the mutual obligations set forth herein, and in the 
ORfGrNAL CONTRACT, both COUNTY and CONTRACTOR agree as follows: 

I. ARTICLES

a. ATTACHMENT A, SCOPE OF WORK, LIVESCAN/BIOMETRIC CAPTURE ST A TIONS,
Section 7.1, Preventative Maintenance, of the ORIGrNAL CONTRACT is amended in part to
add the following:

During the Warranty and Maintenance periods, Contractor shall provide replacement silicone membranes 
for fifty scanner blocks, as well as provide new metal shrouds for housing the CrossMatch scanner blocks 
at no additional cost to the County. Replacement of the silicone membranes on each device will occur 
roughly once every 7,500 enrollments. County is to follow best practices for platen and silicone membrane 
cleaning and maintenance as specified by CrossMatch. 

b. ATTACHMENT C, PROPOSAL FEE SUMMARY, Section I, Compensation, of the
ORIGrNAL CONTRACT is amended in part to read as follows:

Touch Print Enterprise 5600 High Definition (TPE-5600-HD) Livescan System Bill of Materials 

TPE-5�00-HD 

TPE-COMX-SMTPE 

TPE-COMX-RMPOP3 

TPE-CSTX-CAORG 

TPE-CSTX-CAORGP ALM 

TPE-PRT-DUP 

TPE-SWOX-DIXML 

TPE-HWOX-DIGCAP 

TP-HWOX-DIGCAPC 

County of Orange 
Sheriff-Coroner Department 

TouchPrint 5600 1000 ppi high definition palm, slap, and rpll live 
scan booking system. Includes: CrossMatch LSCAN I 000, 
TouchPrint �nterprise Application Software with slap to roll 
matching, and pc running windows in a ruggedized stand-alone 
cabinet with 24" deck 

(includes 24/7 on-site warranty) 

Electronic Fingerprint Records Transmission via SMTP over TCP/I 

TouchPrint Enterprise P,OP3 Service provides POP3 services for the 
Enterprise platform. This functionality is needed when devices need to 
retrieve mail messages from the Enterprise system using POP3. 

Orange County, CA Customization Software 

Orange County, CA Palm Capture Customization Software 

FBI Certified Duplex Printer 

(includes 24/7 on-site warranty) 

Demographic Interface (DI) that allows XML files to be imported into 
the Livescan 

Digital photo capture - digital capture components for TouchPrint 
Enterprise Software. Digital camera will be the Canon EOS Rebel TS 
digital camera, USB extension cable Canon EOS Rebel TS digital 
camera AC adapter 

(includes 24/7 on-site warranty) 

Monopod Mounting System for 5600 cabinets with tripodhead and 
backdrop for use with the digital capture 
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TPE-HWOX-IDRDR Driver's license and other ID magnetic stripe reader 

TP-IAT-2DAY Installation and Training; Two Day: Standard two day on-site 
installation and training services. Includes one day of installation and 
one day of training. Training includes Configuration Management 
Software tools. 
Training day is for Operators (up to 6 people per session) and for 
Supervisors and Administrators (up to 15 people per session). 

Freight Packaging, Shipping and Handling 

This includes the first year of 24/7 Warranty. 

Price per system is: $22,325 
48 Systems X $22,325: $1,071,600 
Preventative Maintenance 

• Preventative Maintenance per System per Visit: $262

• 27 Sites with Quarterly Visits (108 visits): $28,296

• 17 Sites with Bi-Annual Visits (34 Visits): $8,908

Annual Maintenance after r1 Warranty Expires: 
• 24/7 Maintenance Coverage per System: $4,500

• 48 Systems X $4,500: $189,000

During the Warranty and Maintenance periods, Contractor shall provide replacement silicone membranes 
for fifty scanner blocks, as well as provide new metal shrouds for housing the CrossMatch scanner blocks 
at no additional cost to the County. Replacement of the silicone membranes on each device will occur 
roughly once every 7,500 enrollments. 

Contractor shall provide TouchPrint Enterprise Management Server (TPE-CEN-MGMTSVR2): 
$10, 125/each. 
Contractor shall provide five (5) TouchPrint Enterprise 5300 High Definition (TPE-5300D-HD) Livescan 
fingerprint desktop systems which shall collect subject's demographics either by manual entry, scanning of 
the subjects ID or with an interface with a Records Management / Jail Management System (RMS/JMS), 
Fingerprint, Palm Prints, Photos in a record on the Livescan system. That record shall be sent to County. 
Each Livescan consists of the Bill of Materials listed below: 

TPE-5300D-HD 

TPE-COMX-SMTPE 

County of Orange 
Sheriff-Coroner Department 

TouchPrint 5300 1000 ppi high definition desktop palm, slap, and roll 
live scan system w/ flat panel monitor. Includes: CrossMatch LSCAN 
1000, TouchPrint Enterprise Application Software with slap to roll 
matching & desktop PC running Windows. 

(includes 24/7 on-site warranty) 

Electronic Fingerprint Records Transmission via SMTP over TCP/I 
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TPE-COMX-RMPOP3 

TPE-CSTX-CAORG 

TPE-CSTX-CAORGP ALM 

TPE-PRT-DUP 

TPE-SWOX-DIXML 

TPE-HWOX-DIGCAP 

TP-HWOX-DIGCAPC 

TPE-HWOX-IDRDR 

TP-IA T-2DA Y 

Freight 

Touch Print Enterprise POP3 Service provides POP3 services for the 
Enterprise platform. This functionality is needed when devices need to 
retrieve mail messages from the Enterprise system using POP3. 

Orange County, CA Customization Software 

Orange County, CA Palm Capture Customization Software 

FBI Certified Duplex Printer 

(includes 24/7 on-site warranty) 

Demographic Interface (DI) that allows XML files to be imported into 
the Livescan 

Digital photo capture - digital capture components for TouchPrint 
Enterprise Software. Digital camera will be the Canon EOS Rebel TS 
digital camera digital camera, USB extension cable Canon EOS Rebel 
TS digital camera AC adapter 

(includes 24/7 on-site warranty) 

Tripod and backdrop for desktop digital capture system. A Bogen or 
equivalent tripod will be supplied that will allow the camera to be at 
least 5 feet above the floor or when legs are collapsed and standing on 
a table the camera will be 2 feet above the surface of the table; also 
supplied 18% gray backdrop 4' x 4 ' in size 

Driver's license and other ID magnetic stripe reader 

Installation and Training; Two Day: Standard two day on-site 
installation and training services. Includes one day of installation and 
one day of training. Training includes Configuration Management 
Software tools. 
Training day is for Operators (up to 6 people per session) and for 
Supervisors and Administrators (up to 15 people per session). 

Packaging, Shipping and Handling 

This shall include the first year of24/7 Warranty. 
Price per system is: $19,795 
5 Systems X $19,795: $98,975 
Annual Maintenance after 1st year Warranty Expires 

• 24/7 Maintenance Coverage per System: $4,350

• 5 Systems X $4,350: $21,750

• During the Warranty and Maintenance periods, Contractor shall provide replacement silicone
membranes for fifty scanner blocks, as well as provide new metal shrouds for housing the
CrossMatch scanner blocks at no additional cost to the County. Replacement of the silicone
membranes on each device will occur roughly once every 7,500 enrollments.

The County shall not be charged for site surveys and drawings. 

2. A true and correct copy of the ORIGINAL CONTRACT (Contract Number MA-060-17011259)
is attached hereto as Exhibit A and incorporated by this reference.
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3. A true and correct copy of AMENDMENT NUMBER ONE (Contract Number MA-060-
17011259) is attached hereto as Exhibit B and incorporated by this reference.

4. All other provisions of the ORIGINAL CONTRACT and AMENDMENT NUMBER ONE,
except as amended herein and to the extent are not inconsistent with this AMENDMENT
NUMBER TWO, remain in full force and effect.

County of Orange 
Sheri ff-Coroner Department 

-Signature Page Follows-
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IN WITNESS WHEREOF, the Parties have executed AMENDMENT NUMBER TWO to Contract
Number MA-060-17011259.

*Contractor: Idemia Identity & Security USA LLC

;Ji� � Title: Chief Financial Officer

Print Name: James Blue Date: 10/22/2019
�=�-------------------

*Contractor: Idemia Identity & Security USA LLC

B : � Title: Senior Vice President

Print Name: Donnie Scott Date: 10/22/2019
.:....:.:==-.=...:.:==-=---------------

*If the contracting party is a corporation, (2) two signatures are required: (/) signature by the Chairman of the
Board, the President or any Vice President; and one (/) signature by the Secretary, any Assistant Secretary, the Chief
Financial Officer or any Assistant Treasurer. The signature of one person alone is sufficient to bind a corporation, as 
long as he or she holds corporate offices in each of the two categories described above. For County purposes, proof
of such dual office holding will be satisfied by having the individual sign the instrument twice, each time indicating
his or her office that qualifies under the above described provision.

In the alternative, a single corporate signature is acceptable when accompanied by a corporate resolution 
demonstrating the legal authority of the signature to bind the company. 

County Of Orange 
A political subdivision of the State of California

Sheriff-Coroner Department

County of Orange 
Sheriff-Coroner Department 

Title: pul?f.;t(ftrt M �
Date: -�/Qc.-,.-/--..� ....... �-1 �-tJ;L-b-t--=,-r,---
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AMENDMENT NUMBER ONE 

TO 
CONTRACT MA-060-17011259 

BETWEEN THE 
COUNTY OF ORANGE 

AND 
IDEMIA IDENTITY & SECURITY USA LLC (FORMERLY KNOWN AS MORPHOTRUST 

USA, LLC DBA MT USA LLC) 

This AMENDMENT NUMBER ONE to Contract number MA-060-17011259 (hereinafter 
"AMENDMENT NUMBER ONE") between the County of Orange, a political subdivision of the State of 
California (hereinafter "COUNTY") and Idemia Identity & Security USA LLC (formerly known as 
MorphoTrust USA, LLC DBA MT USA LLC) (hereinafter "CONTRACTOR"), with a place of business 
at 296 Concord Road, Suite 300, Billerica, MA 018201, is made and entered upon execution of all necessary 
signatures. 

RECITALS: 

WHEREAS, COUNTY and MorphTrust USA, LLC DBA MT USA LLC executed a Contract on 
August 22, 2017 for Livescan/Biometric Capture Stations, Contract Number MAs060-17011259 
(hereinafter "ORIGINAL CONTRACT"), for a three (3) year tenn of August 22, 2017 through and 
including August 21, 2020, renewable f�r seven (7) additional one-year terms; and 

WHEREAS, CONTRACTOR infonns COUNTY that on January 1, 2018, MorphoTrust USA, 
LLC DBA MT USA LLC changed its name to Idemia Identity & Security USA LLC, but there has been 
no change in ownership or tax ID; and 

WHEREAS, CONTRACTOR agrees to be bound by all of the terms and conditions of the 
ORIGINAL CONTRACT, as amended, just as if it had been an original signatory to the Contract , and 
COUNTY consents to the assignment of the ORIGINAL CONTRACT from MorphoTrust USA, LLC 
DBA MT USA LLC to CONTRACTOR; and 

WHEREAS, the Orange County Board of Supervisor, pursuant to Resolution No. 94-904 adopted 
August 2, 1994, has authorized the Purchasing Agent of the County of Orange to change the name of vendor 
in a contract where there is only a name change and not a change of ownership, and accept a vendor's 
request to assign the contract to the newly named entity; 

WHEREAS, COUNTY desires to amend the ORIGINAL CONTRACT to revise Term S. Change 
of Ownership, and the CONTRACTOR has confirmed in writing that CONTRACTOR understands and is 
in compliance with the COUNTY's Conflict of Interest Policy as stated in Paragraph S herein; 

NOW THEREFORE, in consideration of the mutual obligations set forth herein, and in the 
ORIGINAL CONTRACT, both COUNTY and CONTRACTOR agree as follows: 

1. CONTRACTOR NAME CHANGE

Effective January 1, 2018: 

a. COUNTY hereby recognizes that MorphoTrust USA, LLC DBA MT USA LLC changed

County of Orange 
Sheriff-Coroner Department 
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2. 

its name to Idemia Identity & Security USA LLC, and that there was no change in ownership 
or tax ID. 

b. COUNTY hereby approves the assignment of the ORIGINAL CONTRACT, as amended,

from MorphoTrust USA, LLC DBA MT USA LLC to CONTRACTOR.

c. CONTRACTOR accepts the assignment of the ORIGINAL CONTRACT, as amended,

agrees to provide all items covered thereunder; assumes the rights, duties and obligations of
MorphoTrust USA, LLC DBA MT USA LLC under the ORIGINAL CONTRACT, as
amended; and accepts and agrees to all terms and conditions of the ORIGINAL
CONTRACT as amended.

d. Wherever "MorphoTrust USA, LLC DBA MT USA LLC" appears in the ORIGINAL
CONTRACT, as amended, it is hereby replaced with "Idemia Identity & Security USA
LLC."

ARTICLES 

a. General Tenns and Conditions, Term S. Change of Ownership, of the ORIGINAL
CONTRACT is amended to read as follows:

S. Change of Ownership/Name, Litigation Status, Conflicts with County Interests:
Contractor agrees that if there is a change or transfer in ownership of Contractor's
business prior to completion of this Contract, and the County agrees to an assignment

of the Contract, the new owners shall be required under tenns of sale or other transfer
to assume Contractor's duties and obligations contained in this Contract and complete
them to the satisfaction of the County.

County reserves the right to immediately terminate the Contract in the event the County 
determines that the assignee is not qualified or is otherwise unacceptable to the County 
for the provision of services under the Contract. 

In addition, Contractor has the duty to notify the County in writing of any change in the 
Contractor's status with respect to name changes that do not require an assignment of 
the Contract. The Contractor is also obligated to notify the County in writing if the 
Contractor becomes a party to any litigation against the County, or a party to litigation 
that may reasonably affect the Contractor's performance under the Contract, as well as 

any potential conflicts of interest between Contractor and County that may arise prior 
to or during the period of Contract performance. While Contractor will be required to 
provide this information without prompting from the County any time there is a change 
in Contractor's name, conflict of interest or litigation status, Contractor must also 
provide an update to the County of its status in these areas whenever requested by the 
County. 

The Contractor shall exercise reasonable care and diligence to prevent any actions or 
conditions that could result in a conflict with County interests. In addition to the 
Contractor, this obligation shall apply to the Contractor's employees, agents, and 
subcontractors associated with the provision of goods and services provided under this 
Contract. The Contractor's efforts shall include, but not be limited to establishing rules 
and procedures preventing its employees, agents, and subcontractors from providing 

County of Orange 
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or offering gifts, entertainment, payments, loans or other considerations which could be 
deemed to influence or appear to influence County staff or elected officers in the 
performance of their duties. 

3. A true and correct copy of the ORIGINAL CONTRACT (Contract Number MA-060-17011259)
is attached hereto as Exhibit A and incorporated by this reference.

4. All other provisions of the ORIGINAL CONTRACT, except as amended herein and to the extent
are not inconsistent with this AMENDMENT NUMBER ONE, remain in full force and effect.

County of Orange 
Sheriff-Coroner Department 
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IN WITNESS WHEREOF, the Parties have executed AMENDMENT NUMBER ONE to Contract Number
MA-060-17011259. 

*Contractor: ldemia Identity & Security USA LLC

=.B),_,_': -----'-�_ ... _-,-'--7_-v_C_J_./_L_-____ T =i=tle=-: _ ....... �-'--_o _________ _
,,__Pr=in=t=N=a=m=e.,___: __,\S"'-€-V\---'---'--r_l_c..._\_\-"-&\/\.-"------=D=at=-e:,___'2_-+/-�-�

!-
,_ ,_c .... , ----------

*Contractor: demia Identity & Security USA LLC

,,_Pr .... i=nt...,N..,_a=m,_,_e::.::_M_ic_h_a_e_l _K_a_to _______ =D-a -te�: �2/�1�2�/1�9�-------------

*Jf the contracting party is a co,poration, (2) two signatures are req11ired: (J) sig11at11re by the Chaim1a11 of the
Board, the Presidellt or any Vice President; and one (1) signature by the Secreta,y, any Assistant Secreta,y, the Chief 
Financial Officer or any Assistant Treasurer. The signature of one person alone is s11fficient to bind a corporation, as 
long as he or she holds co1porate offices in each of the rwo categories described above. For County purposes, proof 
of such d11al office holding will be satisfied by having the individ11al sign the instrument twice, each time indicating 
his or her office that qualifies 1111der the above described provision. 

ln the aftemative, a single corporate signature is acceptable when accompanied by a corporate resolution 
demonstrating the legal authority of the signature to bind the company. 

County Of Orange
A political subdivision of the State of California

Sheriff-Coroner Department
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Contract# MA-060-17011259 
Llvescan / Biometric Capture Stations 

This Contract # MA-060� 17011259 (the "Contract'') for the procurement of Livescan / Biometric 
Capture Stations, as further described herein is made and entered into as of the date of the final signature 
below, and is by and between the County of Orange, a political subdivision of the State of California, 
hereinafter referred to as "Countyn and MorphoTrust USA, LLC DBA MT USA LLC, with a place of 
business at 296 Concord Road, Suite 300, Billerica, MA 0 1821 hereinafter referred to as ("Contractor''), 
which are sometimes individuaUy referred to as "Party:• or collectively referred to as "Parties.'' 

RECITALS 

WHEREAS, Contractor responded to a Request for Proposal {RFP) to provide Livescan / 
Biometric Capture Stations, for law eniorcement agencies throughout Orange County, which will be 
coordinated and administered by Orange County Crime Lab (OCCL) serving as the Cal-ID Bureau 
pursuant to "Joint Agreement for the Implementation and Operation of the Orange County Automated 
Fingerprint Identification System" approved by the Board of Supervisors on June 18, 1996 (Agenda Item 
39) as further set forth herein; and

WHEREAS, Contractor responded to a solicitation and represented that its proposed services 
shall meet or exceed the requirements and specifications of the Request for Proposals for Livescan / 
Biometric Capture Stations; and 

WHEREAS, County's Board of Supervisors has authorized the Purchasing Agent or his designee 
to enter into a contract with Contractor for Livescan / Biometric Capture Stations. 

NOW, THEREFORE, the Parties mutually agree as follows: 

ARTICLES 

A. Governing Law and Venue: This Contract has been negotiated and executed in the State of
California and shall be governed by and construed under the laws of the State of California. In the
event of any legal action to enforce or interpret this Contract, the sole and exclusive venue shall be a
cowt of competent jurisdiction located in Orange County. California, and the Parties hereto agree to
and do hereby submit to the jurisdiction of such court, notwithstanding Code of Civil Procedure 

section 394. Furthermore, the Parties specifically agree to waive any and all rights to request that an
action be transfened for trial to another county.

B. Entire Contract: This Contract. including all Attachments and Exhibits, which are attached hereto
and incorporated herein by this reference, when accepted by the Contractor either in writing or by the
shipment of any article or other commencement of performance hereunder, contains the entire
contract between the Parties with respect to the matters herein and there are no restrictions, promises,
warranties or undertakings other than those set forth herein or referred to herein. No exceptions,
alternatives, substitutes or revisions are valid or binding on County unless authorized by County in
writing. Electronic acceptance of any additional temts, conditions or supplemental contracts by any
County employee or agent, including but not limited to instaltcrs of software, shall not be va1id or
b inding on County unless accepted in writing by County's Purchasing Agent or his designee.

C. Amendments: No alteration or variation of the terms of this Contract shall be valid unless made in
writing and signed by the Parties; no oral understanding or agreement not incorporated herein shall be
binding on either of the Parties; and no exceptions, alternatives, substitutes or revisions are valid or
binding on County unless authorized by County in writing.
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D. Tues: Unless otherwise provided herein or by law, price quoted does not include California state
sales or use tax.

E. Delivery: Time of delivery of services is of the essence in this Contract. County reserves the right to
refuse any goods or services and to cancel all or any part of the goods not conforming to applicable
specifications, drawings, samples or description, or services that do not confonn to the prescribed
Scope of Work. Delivery shall not be deemed to be complete until all services have actually been
received and accepted in writing by County.

F. Acceptance/Payment: Unless otherwise agreed to in writing by County, 1) acceptance shall not be
deemed complete unless in writing and until all the goods/services have actuaUy been received,
inspected, and tested to the satisfaction of County, and 2) payment shall be made in amars after
satisfactory acceptance by the County and in accordance to Attachment C, Compensation and Pricing.

G. Warranty: Contractor expressly warrants that the goods/services covered by this Contract are 1) free
of liens or encumbranc� 2) merchantable and good for the ordinary purposes for which they are
used, and 3) fit for the particular purpose for which they are intended. Acceptance of this order shall
constitute an agreement upon Contractor's part to indemnify, defend and hold County and its
indemnities as identified in paragraph uID:I" below, and as more fully described in paragraph "P'',
harmless from liability, Joss, damage and expense, including reasonable counsel fees, incurred or
sustained by County by reason of the failure of the goods/services to conform to such warranties,
faulty work performance, negligent or unlawful acts, and non-compliance with any applicable state or
federal codes, ordinances, orders, or statutes, including the Occupational Safety and Health Act
(OSHA) and the CaJifomia Industrial Safety Act. Such remedies shall be in addition to any other
remedies provided by law.

H. Patent/Copyright Materials/Proprietary Infringement: Unless otherwise expressly provided in
this Contract, Contractor shall be solely responsible for clearing the right to use any patented or
copyrighted materials in the performance of this Contract. Contractor warrants that any software as
modified through services provided hereunder will not infringe upon or violate any patent, proprietary
right, or trade secret right of any third party. Contractor agrees that, in accordance with the more
specific requirement contained in paragraph "HH" below, it shall indemnify, defend and hold County
and County Indemnities harmless from any and all such claims and be responsible for payment of all
costs, damages, penalties and expenses related to or arising from such claim(s). including, but not
limited to, attorney's fees, costs and expenses.

1. Assig11ment or Sub-contractbtg: The terms, covenants, and conditions contained herein shall apply
to and bind the heirs, successors, executors, administrators and assigns of the Parties. Furthermore,
neither the performance of this Contract nor any portion thereof may be assigned or sub-contracted by
the Contractor without the express written consent of County. Any attempt by Contractor to assign or
sub-contract the perfonnance or any portion thereof of this Contract without the express written
consent of County shall be invalid and shall constitute a breach of this Contract.

J. Non-Discrimination: In the pcrfonnancc of this Contract, Contractor agrees that it will comply with
the requirements of Section 1735 of the California Labor Code and not engage nor pennit any
subcontractors to engage in discrimination in employment of persons because of the race, religious
creed, color, national origin, ancestry, physical disability, mental disability, medical condition,
marital status, or sex of such persons. Contractor acknowledges that a violation of this provision shall
subject Conbactor to a1J the penalties imposed for a violation of Anti-Discrimination Law or
regulation, including but not limited to, Section 1720 et seg. of the California Labor Code.

K. Termination: In addition to any other remedies or rights it may have by law, County has the right to
tcnninatc this Contract without penalty immediately with cause or after thirty (30) days' written
notice without cause, unless otherwise specified. Cause sbaU be defined as any breach of contract,
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any misrepresentation or fraud on the part of the Contractor. Exercise by County of its right to 
terminate the Contract shall relieve County of all further obligation(s}. 

L. Consent to Breach Not Waiver: No term or provision of this Contract shall be deemed waived and
no breach excused, unless such waiver or consent shall be in writing and signed by the Party claimed
to have waived or consented. Ally consent by any Party to, or waiver of, a breach by the other,
whether express or implied, shall not constitute consent to, waiver of. or excuse for any other
different or subsequent breach.

M. Remedies Not Exclusive: The remedies for breach set forth in this Contract are cumulative as to one
another and as to any other provided by law, rather than exclusive; and the expression of certain
remedies in this Contract does not preclude resort by either Party to any other remedies provided by
law.

N. Independent Contractor: Contractor shall be considered an independent contractor and neither the
Contractor, its employees, nor anyone working for Contractor under this Contract shall be considered
an agent or an employee of County. Neither the Contractor, its employees, nor anyone working for
the Contractor under this Contract shall qualify for workers' compensation or other ftinge benefits of
any kind through County.

0. Performance: Contractor shall perform all work under this Contract, taking necessary steps and
precautions to perform the work to County's satisfaction. Contractor shall be responsible for the
professional quality, technical assurance, timely completion and coordination of all documentation
and other goods/services furnished by the Contractor under this Contract. Contractor shall perform
all work diligently, carefully, and in a good and workman-like manner; shall furnish all labor,
supervision, machinery, equipment, materials, and supplies necessary therefore; shall at its sole
expense obtain and maintain all permits and licenses required by public authorities, including those of
County required in its governmental capacity, in connection with performance of the work; and. if
permitted to subcontract, shall be fully responsible for all work performed by subcontractors.

P. Insurance Provisions: Prior to the provision of services under this Contract, the Contractor agrees to
purchase all required iD5Ut1lDce at Contractor's expense, including all endorsements required herein,
necessary to satisfy the County that the insurance provisions of this Contract have been complied
with. Contractor agrees to keep such insurance coverage, Certificates of Insurance, and endorsements
on deposit with the County during the entire term of this Contract In addition. all subcontractoIS
performing work on behalf of Contractor pursuant to this Contract shall obtain insurance subject to
the same terms and conditions as set forth herein for Contractor.

Contractor shall ensme that all subcontractors performing work on behalf of Contractor pursuant to
this Contract shall be covered under Contractor's insunnce as an Additional Insured or maintain 
insurance subject to the same terms and conditions as set forth herein for Contractor. Contractor shall 
not allow subcontractors to work if subcontractors have less than the level of coverage required by 
County from Contractor under this Contract It is the obligation of Contractor to provide notice of the 
insurance requirements to every subcontractor and to receive proof of insurance prior to allowing any 
subcontractor to begin work. Such proof of insurance must be maintained by Contractor through the 
entirety of this Contract for inspection by County representative(s) at any reasonable time. 

All self-insured retentions (SIRs) shall be clearly stated on the Certificate of Insurance. Any self­
insured retention (SIR) in an amount in excess of Fifty Thousand Dollars ($50,000) shall specifically 
be approved by the County's Risk Manager, or dcsignee, upon review of Contractor's current audited 
financial report. If Contractor's SIR is approved, Contractor, in addition to, and without limitation of, 
any other indemnity provision(s) in this Contract, agrees to all of the following: 

l) In addition to the duty to indemnify and hold the County harmless against any and all
liability. claim. demand or suit resulting from Contractor's, its agents, employee's or
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subcontractor's performance of this Contract, Contractor shall defend the County at its 
sole cost and expense with counsel approved by Board of Supervisors against same; and 

2) Contractor's duty to defend. as stated above, shall be absolute and irrespective of any duty
to indemnify or hold hannless: and

3) The provisions of California Civil Code Section 2860 shall apply to any and all actions to
which the duty to defend stated above applies, and the Contractor's SIR provision shall be
interpreted as though the Contractor was an insurer and the County was the insured.

If the Contractor fails to maintain insurance acceptable to the County for the full term of this Contract, the 
County may terminate this Contract. 

OuaDfted Insurer 

The policy or policies of insurance must be issued by an insurer with a minimum rating of A- (Secure 
A.M. Best's Rating) and VIlI (Financial Size Category as determined by the most current edition of the
Best's Key Rating Gulde/Property-Casualty/United States or ambest.com). It is preferred, but not
mandatory, that the insurer be licensed to do business in the state of California (California Admitted
Carner).

If the insurance carrier does not have an A.M. Best Rating of A-NIII, the CEO/Office of Risk 
Management retains the right to approve or reject a canier after a review of the company's performance 
and financial ratings. 

The policy or policies of insurance maintained by the Contractor shall provide the minimum ]units and 
coverage as set forth be1ow: 

Coveraee Minimum Limits 

Commercial General Liability $1,000,000 per occurrence 
$2.000,000 ae:ereeate 

Automobile Liability including coverage $1,000,000 limit per OCCUITence for owned, non-owned and hired vehicles 
Workers' Compensation Statutory 
Employers' Liability Insurance SI ,000,000 per occunence 
Network Secwity & Privaey Liability $1,000,000 per claims made 

Technology Errors & Omissions $1,000,000 per claims made 
$1,000,000 ae:m-emi.te 

Required Coverage Forms 

The Commercial General Liability coverage shall be written on Insurance Services Office (ISO) form CG 
00 01, or a substitute form providing liability coverage at least as broad. 

The Business Auto Liability coverage shall be written on ISO form CA 00 01, CA 00 05, CA 0012, CA 00 
20, or a substitute form providing coverage at least as broad 

Required Endonements 

The Commercial General Liability policy shall contain the following endorsements. which shall 
accompany the Certificate of Insurance: 

1) An Additional Insured endorsement using ISO form CG 20 26 04 13or a form at least as
broad naming the County of Orange its elected and appointed officials, officers, agents anti
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employees as Additional Insureds, or provide blanket coverage, which will state AS 
REQUIRED BY WRITTEN CONTRA.CT.. 

2) A primary non-contributing endorsement using ISO form CG 20 01 04 13, or a form at least
as broad evidencing that the Contractor's insurance is primary and any insurance or self�
insurance maintained by the County of Orange shall be excess and non�ontributing.

The Network Security and Privacy Liability policy shall contain the following endorsements 
which shall accompany the Certificate of Insurance: 

1) An Additional Insured endorsement naming the County of Orange, its elem4 and appointed
oJJicials, officers, agents and employees as Additional Insureds for its vicarious liability.

2) A primary and non-contributing endorsement evidencing that the Contractor's insurance
is primary and any insurance or self�insurance maintained by the County of Orange shall be
excess and non�ntributing.

3) The Workers' Compensation policy shall contain a waiver of subrogation endorsement
waiving all rights of subrogation against the County of Orange, its elected and appointed
ojJicials, officers, agents ond employea or provide blanket coverage, which will state AS
REQUIRED BY WRJ1TEN CONTRACT.

All insurance policies requu:ed by this Contract shall waive all rights of subrogation against the County 
of Orange, its elected and appointed officials, officers, agents and employees when acting within the 
scope of their appointment or employment. 

Conlractor shall notify County in writing within thirty (30) days of any policy cancellation and ten

(10) days for non-payment of premium and provide a copy of the cancellation notice to County.
Failure to provide written notice of cancellation may constitute a material breach of the Contract, upon
which the County may suspend or terminate this Contract.

If Contractor's Professional Liabilityt Technology Errors & Omissions and/or Network Secmity & 
Privacy Liability are "Claims-Made" policy(ies), Contractor shall agree to maintain coverage for two 
(2) years following the completion of the Contract. (Only include this provision when Professional
Liability, Technology Errors & Omissions and/or Network Security & Privacy Liability Insurance are
required. Only reference the type(s) of insurance required in the contract.)

The Commercial General Liability policy shall contain a severability of interests clause also known as 
a "separation of insureds" clause (standard in the ISO CG 0001 policy). 

Insurance certificates should be forwarded to the agency/department address listed on the solicitation. 

If the Contractor fails to provide the insurance certificates and endorsements within seven (7) days of 
notification by CEO/Purchasing or the agency/deparbnent purchasing division, award may be made to 
the next qualified vendor. 

County expressly retains the right to require Contractor to increase or decrease insurance of any of the 
above insurance types throughout the tenn of this Contract Any increase or decrease in insurance will 
be as deemed by County of Orange Risk Manager as appropriate to adequately protect County. 

County shall notify Contractor in writing of changes in the insurance requirements. If Contractor 
docs not deposit copies of acceptable Certificates of Insurance and endorsements with County 
incorporating such changes within thirty (30) days of receipt of such notice, this Contract may be in 
breach without further notice to Contractor, and County shall be entitled to all legal remedies. 
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The procuring of such required policy or policies of insurance shall not be construed to limit 
Contnk.tors liability hereunder nor to fulfill the indemnification provisions and requirements of this 
Contract, nor act in any way to reduce the policy coverage and limits available from the insurer. 

Q. Bills and Liens: Contractor shall pay promptly all indebtedness for labor, materials and equipment
used in perfonnance of the work. Contractor shall not permit any lien or charge to attach to the work
or the premises, but if any does so attach, Contnk.tor shall promptly procure its release and. in
accordance with the requirements of paragraph "HH" below, indemnify, defend. and hold County and
County Indemnities harmless and be responsible for payment of all costs, damages, penalties and
expenses related to or arising from or related thereto.

R. Changes� Contractor shall make no changes in the work or perform any additional work without
County's specific written approval.

S. Change of Ownership: Contractor agrees that if there is a change or transfer in ownership of
Contractor•s business prior to completion of this Contract, the new ownen shall be required under
terms of sale or other transfer to assume Contractor's duties and obligations contained in this Contract
and complete them to the satisfaction of County.

T. Force Majeure: Contractor shall not be deemed in breach for the performance of this Contract
caused by any act of God, war, civil disorder, employment strike or other cause beyond its reasonable
control, provided Contractor gives written notice of the cause of the delay to County within thirty-six
(36) hours of the start of the delay and Contractor avails himself of any available remedies.

U. Confidentiality: Contractor agrees to maintain the confidentiality of all County and County and
County-related records and information pursuant to all statutory laws relating to privacy and
confidentiality that currently exist or exist at any time during the term of this Contract All such
records and information shall be considered confidential and kept confidential by Contractor and
Contractor's staff, agents and employees.

V. Complluce with Laws: Contractor represents and warrants that services to be provided under this
Contract shall fully comply, at Contractor's expense, with aU standards, laws, statutes, restrictions,
ordinances, requirements, and regulations (collectively "laws"), including, but not limited to those
issued by County in its governmental capacity and all other laws applicable to the services at the time
services are provided to and accepted by County. Contractor acknowledges that County is relying on
Contractor to ensure such compliance, and pwsuant to the requirements of paragraph "HH" below,
Contractor agrees that it shall defend, indemnify and hold County and County Indemnities bannless
from all liability, damages, costs and expenses arising from or related to a violation of such laws.

W. Freight (F.O.B. Destination): Contractor assumes full responsibility for all transportation,
transportation scheduling. packing, band.ling, insurance, and other services associated with deliveiy of
all products deemed necessary under this Contract.

X. Pricing: The Contract price, as more fully set forth in Attachment C, shall include full compensation
for providing all required goods in accordance with required specificatioDS, or services as specified
herein or when applicable, in the scope of services attached to this Contract. and no additional
compensation will be allowed therefore, unless otherwise provided for in this Contract.

Y. Intentionally left blank.

Z. Terms and Conditions: Contractor acknowledges that it bas read and agrees to all terms and
conditions included in this Contract.

AA. Headings: The various headings and nwnbcrs herein, the grouping of provisions of this Contract 
into separate clauses and paragraphs, and the organization hereof are for the pmpose of convenience 
only and shall not limit or otherwise affect the meaning hereof. 
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BB.Sevenbillty: If any term, covenant, condition or provision of this Contract is held by a court of 
competent jurisdiction to be invalid, void or wienforceable. the remainder of the provisions hereof 
shall remain in full force and effect and shall in no way be affected, impaired or invalidated thereby. 

CC. Calendar Days: Any reference to the word "day" or "days" herein shall mean calendar day or
calendar days. respectively, unless otherwise expressly provided.

DD. Attorney�, Fees: In any action or proceeding to enforce or interpret any provision of this Contract,
or where any provision hereof is validly asserted as a defense. each Party shall bear its own attorney's
fees, costs and expenses.

EE. Interpretation: This Contract has been negotiated at arm's length and between persons sophisticated 
and knowledgeable in the matters dealt with in this Contract. In addition, each Party has been 
represented by experienced and knowledgeable independent legal counsel of their own choosing, or 
bas knowingly declined to seek such counsel despite being encouraged and given the opportunity to 
do so. Each Party further acknowledges that they have not been influenced to any extent whatsoever 
in executing this Contract by any other Party hereto or by any person representing them, or both. 
Accordingly. any ntle of Jaw (including California Civil Code Section 1654) or legal decision that 
would require interpretation of any ambiguities in this Contract against the Party that has drafted it is 
not applicable and is waived. The provisions of this Contract shalJ be interpreted in a reasonable 
manner to affect the pwpose of the Parties and this Contract. 

FF. Authority: The Parties to this Contract represent and warrant that this Contract has been duly 
authorized and executed and constitutes the legally binding obligation of their respective organi7.ation 
or entity, enforceable in accordance with its terms. 

GO. Employee ElipblHty Verification: Contractor warrants that it fully complies with all Federal and 
State statutes and regulations regarding the employment of aliens and others and that all its employees 
performing work Wlder this Contract meet the citizenship or alien status requirement set forth in 
Federal statutes and regulations. Contractor sbaU obtain. from all employees performing work 
hereunder, all verification and other documentation of employment eligibility status required by 
Federal or State statutes and regulations including. but not limited to, the Immigration Refonn and 
Control Act of 1986, 8 U.S.C. §1324 et seq., as they CWTently exist and as they may be hereafter 
amended. Contractor shall retain all such documentation for all covered employees for the period 
prescribed by the law. Contractor shall indemnify, defend with counsel approved in writing by 
County, and hold harmless, the County, its agents, officers, and employees from employer sanctions 
and any other liability which may be assessed against Contractor or County or both in connection 
with any alleged violation of any Federal or State statutes or regulations pertaining to the eligibility 
for employment of any persons perfonning work under this Contract 

HH. Indemnification: Contractor agrees to indemnify, defend with counsel approved in writing by 
County, and hold County, its elected and appointed officials, officers, employees. agents and those 
special districts and agencies which County's Board of Supervisors acts as the governing Board 
("County Jndcmnitccs"'). harmless from any claims, demands or liability of any kind or nature. 
including but not limited to personal injury or property damage, arising from or related to the 
services, products or other performance provided by Contractor pursuant to this Contract. If 
judgment is entered against Contractor and Cowity by a court of competent jurisdiction because of the 
concurrent active negligence of County or CoW1ty Indemnitecs. Contractor and County agree that 
liability wil1 be apportioned as dctennined by the court. Neither Party shall request a jury 
apportionment. 

GG. Auditlllnspectioa1: Contractor agrees to permit the County's Auditor-Controller or the Auditor­
Controller's authorized representative (including auditors from a private auditing finn hired by the 
County) access during normal working hours to all books. accounts, records, reports, files, financial 
records, supporting documentation, including payroll and accounts payable/receivable records, and 
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other papers or property of contractor for the purpose of auditing or inspecting any aspect of 
performance under this contract. The inspection and/or audit wiU be confined to those matters 
connected with the performance of the contract including, but no limited to, the costs of administering 
the contract The County will provide reasonable notice of such an audit or inspection. 

The County reserves the right to audit and verify the contractor's records before final payment is 
made. 

Contractor agrees to maintain such records for possible audit for a minimum of three years after final 
payment, unless a longer period of records retention is .stipulated under this contract or by law. 
Contractor agrees to aJJow interviews of any employees or others who might reasonably have 
information related to such records. Further, contractor agrees to include a similar right to the County 
to audit records and interview staff of any subcontractor related to performance of this contract. 

Should the contractor cease to exist as a legal entity, the contractor's records pertaining to this 
agreement shall be forwarded to the surviving entity in a merger or acquisition or, in thi: event of 
liquidation. to the County's project manager. 

n. Auditrllnspectlons: Contractor agrees to pennit the County's Auditor-Controller or the Auditor­
Controller's authorized representative {including auditors from a private auditing firm hired by the
County) access during normal working hours to all books, accounts, records, reports, files, financial
records, supporting documentatio11t including payroll and acco\Ults payable/receivable records, and
other papers or property of contractor for the purpose of auditing or inspecting any aspect of
performance under this contract. The inspection and/or audit will be confined to those matters
connected with the performance of the contract including, but no limited to, the costs of administering
the contract The County will provide reasonable notice of such an audit or inspection.

The County reserves the right to audit and verify the contractor's records before final payment is
made.

Contractor agrees to maintain such records for possible audit for a minimum of three years after final
payment. unless a longer period of records retention is stipulated under this contract or by law.
Contractor agrees to allow interviews of any employees or others who might reasonably have
information related to such records. Further, contractor agrees to include a similar right to the County
to audit records and interview staff of any subcontractor related to performance of this contract.

Should the contractor cease to exist as a legal entity, the contractor's records pertaining to this
ayeement shall be forwarded to the surviving entity in a merger or acquisition or, in the event of
liquidation, to the County's project manager.

Additional Terms and Coaditloas 
1. Term of Contract: This Contract shall commence on the date of the last to sign of all necessary

signatures below or upon approval of the County Board of Supervisors, whichever occurs later, and
shall continue for three (3) years renewable for seven (7) additional one (1) year tenns from that date.
upon mutual agreement of both parties unless otherwise terminated by County. The County does not
have to give reason if it decides not to renew.

2. Scope of Services: This Contract, including any Attachments and Exhibits, specifies the contractual
tcnns and conditions by which Contractor shall provide Livcscan / Biometric Capture Stations, as
described in Attachment A (Scope of Work), under a fixed price contract, as set forth herein.

3. Fiscal Appropriation: This Contract is subject to and contingent upon applicable budgetary
appropriations being made by the County of Orange Board of Supervisors for each year during the
tenn of this Contract. If such appropriations arc not forthcoming, the Contract will be tenninated
without penalty. Contractor acknowledges that funding or portions of funding for this Contract may
also be contingent upon the receipt of funds :from, and/or appropriation of funds by, the state of
California to County. If such funding and/or appropriations arc not forthcoming, or are otherwise
limited, County may immediately terminate or modify this Conlract without penalty.

In addition, Contractor acknowledges that funding or portions of funding for this Contract may be
contingent upon state budget approval; receipt of funds from, and/or obligation of funds by, the
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state of California to County; and inclusion of sufficient funding for the services hereunder in the 
budget approved by County's Board of Supervisors for each fiscal year covered by this Contract. 
If such approval, funding or appropriations me not forthcoming, or are otherwise limited, County 
may immediately terminate or modify this Contract without penalty. 

4. Project Manager: County and Contractor shall each appoint a Project Manager to act as liaison
between each Party during the term of this Contract. County's Project Manager shall coordinate the
activities of County staff assigned to work with Contractor. County may assign an additional Project
Manager to coordinate the installation of the physical plant equipment.

County's Project Manager shall have the right to require the removal and replacement of Contractor's
Project Manager and key personnel. County's Project Manager shall notify Conlractor in writing of
such action. Contractor shall accomplish the removal within fourteen (14) calendar days after written
notice by County's Project Manager. County's Project Manager shall review and approve the
appointment of the replacement for Contractor's Project Manager and key personnel. Said approval
shall not be unreasonably withheld.

5. Precedence The Contract documents herein consist of this Contract and its attachments. In the event
of a conflict between or among the Contract documents, the order of precedence shall be the
provisions of the main body of this Contract, i.e., those provisions set forth in the recitals and articles
of this Contract, and then the attachments.

6. Conflict of Interest: Contractor shall exercise reasonable care and diligence to prevent any actions or
conditions that could result in a conflict with the best interests of County. This obligation shall apply
to Contractor; Contractor's employees, agents, and relatives; sub-tier consultants; and third parties
associated with accomplishing work and services hereunder. Contractor's efforts shall include, but
not be limited to establishing precautions to prevent its employees or agents from making, receiving,
providing or offering gifts, entertainment, payments, Joans or other considerations which could be
deemed to appear to influence individuals to act contrary to the best interests of County.

7. Child Support Enforcement Requirements: Contractor is required to comply with the child
support enforcement requirements of County. Failure of Contractor to comply with all federal,
state, and local reporting requirements for child support enforcement or to comply with all
lawfully served Wage and Earnings Assignment Orders and Notices of Assignment shall
constitute a material breach of the Contract. Failure to cure such breach within sixty (60)
calendar days of notice from County shall constitute grounds for termination of the Contract.

8.Publication/News/1.aformation Release: No copies of sketches, schedules, written documents,
computer based data, photographs, maps or graphs. including graphic art wor� resulting from
performance or prepared in connection with this Contract, are to be released by Contractor and/or 
anyone acting under the supervision of Contractor to any person, partnership, company, corporation, 
or agency, without prior written approval by County, except as necessary for the perfonnance of the 
services of this Contract. All press releases with either the award of this Contract or any subsequent 
amendment of, or effort under this Contract shall not be released without first obtaining review and 
written approval of said news releases from County through County•s Project Manager. 

9. Reports/Meetings: Upon County's request, Contractor shall develop reports and any other
relevant documents necessary to complete the services and requirements as set forth in this
Contract. County's Project Manager and Contractor's Project Manager will meet on reasonable
notice to discuss Contractor's performance and progress under this Contract If requested,
Contractor's Project Manager and other project personnel shall attend all meetings. Contractor
shall provide such infonnation that is requested by County for the purpose of monitoring
progress under this Contract.

1 O. Breach or Contract: The failure of Contractor to comply with any of the provisions, covenants or 
conditions of this Contract. shall constitute a material breach of this Contract In such event County 
may, and in addition to any other remedies available at Jaw, in equity, or otherwise specified in this 
Contract: 
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a. Afford Contractor written notice of the breach and ten (10) calendar days or such shorter time
that may be specified in this Contract within which to cure the breach;

b. Discontinue payment to Contractor for and during the period in which Contractor is in breach
and offset against any monies billed by Contractor but yet unpaid by County those monies
disallowed pursuant to the above.

c. Terminate the Contract immediately without penalty.

11. Stop Work: County may, at any time, by written stop work order to Contractor, require Contractor
to stop all or any part of the work called for by this Contract for a period of ninety (90) working days
after the stop work order is delivered to Contractor and for any further period to which the Parties
may agree. The stop work order shall be specifically identified as such and shall indicate it is issued
under this clause. Upon receipt of the stop work order, Contractor shall immediately comply with its
terms and take all reasonable steps to minimize the incurrence of costs allocable to the work: covered
by the stop work order during the period of work stoppage. Within a period of ninety (90) days after
a stop work order is de1ivered to Contractor or within any extension of that period to which the
Parties shall have agreed, County shall either: 1) Cancel the stop work order or 2) Terminate the
Contract in whole or in part in writing as soon as feasible. County is not required to provide thirty
(30) days' notice of the termination of the Contract to Contractor if a stop work has been issued by
County.

12. Termination - Orderly: Upon termination or other expiration of this Contract, each Party shall
promptly return to the other Party all papers, materials, and other properties of the other held by each
for purposes of execution of the Contract. In addition, each Party will assist the other Party in
orderly termination of this Contract and the transfer of all assets, tangible and intangible, as may be
necessmy for the orderly, non-disruptive business continuation of each Party.

13. Erron and Omissions: All reports, files and other documents prepared and submitted by Contractor
shall be complete and shall be carefully checked by the professional(s) identified by Contractor as
project manager and key personnel attached hereto, prior to submission to County. Contractor agrees
that County review is discretionary and Contractor shall not assume that County will discover errors
and/or omissions. If County discovers any errors or omissions prior to approving Contractots
reports, files and other written documents, the reports, files or documents will be returned to
Contractor for correction. Should County or others discover errors or omissions in the reports, files
or other written documents submitted by Contractor after County approval thereof, County approval
of Contractor's reports, files or documents shall not be used as a defense by Contractor in any action
between ColUlty and Contractor, and the reports, files or documents will be returned to Contractor for
correction.

14. Notices: Any and all notices, requests demands and other communications contemplated, called for,
permitted, or required to be given hereunder shall be in writing, except through the course of the
Parties' project managers' routine exchange of information and cooperation during the tenns of the
work and services. Any written communications shall be deemed to have been duly given upon
actual in-person delivery, if delivery is by direct hand, or upon delivery on the actual day of receipt or
no greater than four calendar days after being mailed by US certified or registered mail, return receipt
requested, postage prepaid, whichever occurs first. The date of mailing shall count as the first day.
AU communications shal1 be addressed to the appropriate Party at the address stated herein or such
other address as the Parties hereto may designate by written notice from time to time in the manner
aforesaid.

County: 
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cc: 

Contractor: 

Sheriff-Coroner /Purchasing Services Bureau 
Attn: Lorena Quirarte, DPA 
320 N. Flower Street 
Santa Ana, CA 92703 
714-834-64690 

MorphoTrust USA, LLC OBA MT USA, LLC 
296 Concord Rd., Suite 300 
Billerica, MA 01821 
Ph: 978-21S-2400 

15. Ownership of Documents: County bas permanent ownership ot all directly connected and
derivative materials produced under this Contract by Contractor. All documents, reports and other
incidental or derivative work or materials furnished hereunder shall become, and remain, the sole
property of County and may be used by CoW1ty as it may require without additional cost to County.
None of the documents, reports and other incidental or derivative work or furnished materials shall be
used by Contractor without the express written consent of County.

16. Title to Data: All materials, documents, data or information obtained from County data files or any
County medium furnished to the Contractor in the perfonnance of this Contract will at all times
remain the property of County. Such data or information may not be used or copied for direct or
indirect use by Contractor after completion or tennination of this Contract without the express written
consent of Co1D1ty. All materials, documents, data or infonnation, including copies, must be returned

to County at the end of this Contract.

17. Contractor's Records: Contractor shall keep an accurate record of time expended by Contractor in
the performance of this Contract Such record shall be available for periodic inspection by County at
reasonable times. Such records will be retained for three (3) years after the expiration or termination
of this Contract.

18. Conditions Affecting Work: Contractor shall be responsible for taking all steps reasonably
necessary to ascertain the nature and location of the work to be performed under this Contract,
and to know the general conditions which can affect the work or the cost thereof. Any failure by
Contractor to do so will not relieve Contractor from responsibility for successfully performing
the work without additional cost to County. County assumes no responsibility for any
understanding or representations concerning the nature, location(s) or general conditions made by
any of its officers or agents prior to the execution of this Contract, unless such understanding or
representations by County are expressly stated in the Contract.

19. Gratuities: Contractor warrants that no gratuities, in the form of entertainment, gifts or otherwise,
were offered or given by Contractor or any agent or representative of Contractor to any officer or
employee of County with a view toward securing the Contract or securing favorable treabnent with
respect to any detenninations concerning the performance of the Contract. For breach or violation of
this warranty, County shall have the right to tenninate the Contract, either in whole or in part, and any
loss or damage sustained by County in procuring on the open market any goods or services which
Contractor agreed to supply shall be borne and paid for by Contractor. The rights and remedies of
County provided in the clause shall not be ex.elusive and are in addition to any other rights and
remedies provided by law or under the Contract

20. Contractor Safety Standards and Work Hours: Contractor will ensure compliance with all safety
and hourly requirements for employees in accordance with Federal, State, and County safety and
health regulations and laws.

21. Audit: County's duly authorized representative shall have access, at reasonable times, to all reports,
Contract records, documents, files and personnel necessary to audit and verify Contractor's charges to
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County hereunder. Contractor agrees to retain reports, records, documents, and fiJes related to 
charges hereunder for a period of three (3) years following the date of final payment for the 
Contractor's services hereunder County reserves the right to audit and verify Contractor's records 
before final payment is made. County's representatives shall have the right to reproduce any of the 
aforesaid documents. 

Should Contractor cease to exist as a legal entity, Contractor's records pertaining to this Contract 
shall be forwarded to the surviving entity in a merger or acquisition or, in the event of liquidation, to 
County's Project Manager. 

22. Authoriution Warranty: Contractor represents and warrants that the person executing the Contract
on behalf of and for Contractor is an authorized agent who has actual authority to bind Contractor to
each and every tenn, condition, and obligation of this Contract and that all requirements of Contractor
have been fulfilled to provide such actual authority.

23. Usage: No guarantee is given by County to Contractor regarding usage of this Contract. Usage
figures, if provided, are approximate, based upon the last usage. Contractor agrees to supply services
and/or commodities requested, as needed by County, at prices listed in the Contract. regardless of
quantity requested.

24. Licenses and Standards: Contractor represents and warrants that it and all Contractor personnel
providing services under this Contract have all necessary licenses, certifications and permits required
by the laws of the United Sates, State of California. County of Orange and all other appropriate
governmental agencies, and agrees to maintain these licenses and permits in effect for the duration of
this Contract, Further Contractor represents and waaants that its employees, agents, interns, paid or
unpaid volunteers and consultants or agents shall conduct themselves in compliance with the laws
applicable to sexual harassment and ethical behavior. County may terminate this Contract
immediately without penalty in the event that any of Contractor personnel are fowid not to have any
applicable or represented license.

25. Contractor Personnel - Reference Checks: The contractor warrants that all persons employed to
provide service under this contract have satisfactoiy past work records indicating their ability to
accept the kind of responsibility anticipated under this contract. Contractor's employees assigned to
this project must meet character standards as demonstrated by background investigation and reference
checks, coordinated by the agency/department issuing this contract.

26. Security Requirements:

A. Contractor shall, with respect to all employees of Contractor performing services
hereunder:

1. Perform background checks as to past employment history.
2. Inquire as to past criminal felony convictions.
3. Ascertain that those employees who arc required to drive in the course of

perfonning services hereunder have valid California driver's licenses and no DUI
convictions within two (2) years prior to commencement of services hereunder.

4. Perform drug screening to determine that such employees are not users of illegal
drugs or other substances.

B. Contractor shall not assign to County property any Contractor personnel as to whom the
foregoing procedures indicate:
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2. Past criminal convictions for theft. burglary or conduct causing property damage or
mental or physical harm to persons.

3. Where such employee's duties include driving a vehicle, absence of a valid
California driver's license or a DUI conviction within the prior two (2) years.

4. Usage of illegal drugs or other substances.

C. If any of the problems identified with respect to Contractor's employees are discovered
after assignment of an employee to County property, or if County otherwise reasonably
deems an assigned employee unacceptable, Contractor shall remove and replace such
employee at the County property.

D. Nothing herein shall render any employee of Contractor an employee of County.
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THE CONTRACTOR•s PERSONNEL REQUIREMENTS:

All employees must pass the County's background check and meet all requirements as set
forth below:

1. All personnel to be employed in performance of the work under this Contract shall
be subject to background checks. Clearance must be updated and renewed every
twelve (12) months from original date of clearance.

2. No person shall be employed on this work that has not received prior clearance
from the Sheriff-Coroner Department.

3. Within fifteen (15) days of the effective date of this Contract, Contractor shall
prepare and submit a complete and accurate ''Contractor Security Clearance"
information form for all Contractor's employee(s) who will be working on or who
will need access to the Sheriff-Coroner•s facilities to perform work covered by this
Contract. Contractor is also responsible for ensuring that anytime an employee is
assigned to work on Sheriff-Coroner's facilities under this Contract that a Security
Clearance form is submitted and approved prior to that employee requiring access
to such premises for providing services under this Contract.

4. Contractor shall be responsible for ensuring to submit updated Security Clearance
fonns for renewal, in order to renew Security Clearance. Update fonns shall be
submitted at least ten (10) County working days prior to the expiration of an
existing clearance; a security clearance is valid for twelve (12) months from the
date of issuance.

S. Contractor Security Clearance information forms must be submitted on the original
Sheriff-Coroner's printed form. Facsimile or photocopy forms will not be
accepted.

6. Contractor Security Clearance information forms will be provided by County
Project Manager upon request and will be screened by the Sheriff-Coroner's
Department.

7. Contract Security Clearance information fonns shall be thoroughly and accurately
completed. Omissions or false statements, regardless of the nature or magnitude,
may be grounds for denying clearance.
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8. County will not give Contactor the reason an individual's clearance is denied, but
will provide explanation to individual affected via U.S. Mail.

E. GENERAL SECURITY REQUIREMENT-AT WORKSITE:
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1. All work areas shall be secured prior to the end of each workday.

2. Worbnen shall have no contact, either verbal or physical, with inmates in the
facility. Specifically:

a. Do not give names or addresses to inmates.

b. Do not receive any names or addresses from inmates.

c. Do not disclose the identity of any inmate to anyone outside the facility.

d. Do not give any materials to inmates.

e. Do not receive any materials from inmates (including materials to be
passed to another individual or inmate).

3. Contractor's personnel shall not smoke or use profanity or other inappropriate
language while on site.

4. Contractor's personnel shall not enter the facility while under the influence of
alcohol, drugs or other intoxicants and shall not have such materials in their
possession.

S. Failure to comply with these requirements is s criminal act and can result in
prosecution.

6. Contractor's personnel shall plan their activities to minimi:re the number of times
they must enter and exit a facility, i.e., transport all tools, equipment, and materials
needed for the day at the start of work and restrict all breaks to the absolute
minimum.

7. Contractor's personnel shall follow any special security requirements issued by the
on-site contact person or escort Deputy.

8. Contractor's personnel shall report either to the on-site contact person when
leaving the facility, temporarily or at the end of the workday.

9. Contractor1s personnel shall immediately report all accidents, spills, damage,
unusual conditions and/or unusual activities to the on-site contact person or any
Sherifrs Deputy.

10. Contractor's personnel shall securely close and check all gates and doors to ensure
that they arc tightly closed and locked.

11. Contractor's personnel shall restrict all activities to the immediate work site and
adjacent assigned areas.

12. Contractor's personnel shall remain with the assigned escort at all times, unless
otherwise directed by the on-site contact person.
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F. POTENTIAL DELAYS/INTERRUPTIONS:

l. Contractor shall acknowledge that the primary purpose of the detention facilities is
the safe and secure operation of those facilities.

2. Contractor's personnel who enter a Sheriff facility but have not passed the security
screening, or who have falsified the security screening infonnation are subject to
immediate removal from the facility. Contractor's personnel who are assigned to

work in a Sheriff facility who are detennined to have outstanding wants or wammts
may be detained by the Sheriff.

3. Contractor's personnel shall immediately comply with all directions and orders
issued by Sheriff's personnel, other than changes regarding the quality or quantity
of work, which wilJ be controlled by County's project manager.

4. Contractor's personnel may be delayed or denied access to the facility due to
unforeseen events that may affect the availability of security escorts.

S. Contractor's personnel may be ordered to leave a facility prior to the completion of
their work or the end of the workday by unforeseen incidents occurring within
secure environments. Such unforeseen incidents may also cause Contractor's
personnel to be held inside the facility until the incident is resolved by the Sheriff's
personnel.

6. Contractor may be subject to an inventory requirement where the Contractor shall
supply an inventory list of all tools. The Facility will use the list for verification of
tools entering and exiting security. Any and all time required to comply with the
tool inventory and control program will not be considered a compensable delay and
no requests for equitable adjustment in time or additional compensation for this
time will be considered.

27. Cooperative Agreement - Price Aareement (PA) the provisions and pricing of this Contract
will be extended to other political sub-divisions and County of Orange agencies/departments.
Political subdivisions and County of Orange agencies/departments wishing to use this Contract
will be responsible for issuing their own purchase documents/price agreements, providing for
their own acceptance, and making any subsequent payments. These entities will bold harmless
the County of Orange from all claims, demands, actions or causes of actions of every kind
resulting directly or indirectly, arising out of, or in any way connected with the use of this
ContracL The cooperative entities are responsible for obtaining all certificates of insurance and
bonds required. The Contractor is responsible for providing each cooperative entity a copy of the
Contract upon request by the cooperative entity. The County of Orange makes no guarantee of
usage by other users of this Contract. The County of Orange may authorize the loading of this
agreement into an electronic commerce system.
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Signature Page 

The Parties hereto have executed this Contract# MA-060-17011259 for the purchase of Livescan / 

Biometric Capture Stations on the dates shown opposite their respective signatures below 

Contractor•: MorphoTrust USA, LLC DBA MT USA LLC 

Contractor•: MorphoTrust USA, LLC DBA MT USA LLC 

B Title: =------------------

&.;Pou.· owtu.N�am-eLL..; ____________ =D:• te=i..i _______________ _ 

•Jf the contracting party is a corporation, (2) two signatures are required: (1) signature by the
Chairman of the Board, the President or any Vice President,· and one (1) signature by tl,e Secretary, any
Assistant Secretary, the Chief Financial Officer or any Assistant Treasurer. The signature of one person
alone is sufficient to bind a corporation, as long as he or she holds corporate offices in each of the two
categories described above. For County purposes, proof of such dual office holding will be satisfied by
having the individual sign the instrument twice, each time indicating his or her office that qualifies under
the above described provision.

In the alternative, a single corporate signature is acceptable when accompanied by a corporate 
resolution demonstrating the legal authority of the signature to bind the company. 

County Of Orange 

A political subdivision of the State ofCalifomia 

Sheriff-Coroner Department 

Approved by the Board of Supervisors; i-22. - l 7

Approved as to Form 
Office of the County Counsel 
0 

. . 
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A'M'ACHMENT A 

SCOPE OF WORK 

LIVESCAN / BIOMETRIC CAPTURE STATIONS 

1. Introducdon

1.1.�

This Scope of Work (SOW) defines the work to be performed by the Contractor responsible for 
developing, deploying and sustaining a new Orange County criminal livescan fleet (which includes 
multiple law enforcement agencies that are not part of the County of Orange but within the County of 
Orange) administered by Orange County Crime Lab ("OCCL j Cal-ID Bureau. For this project, the 
Contractor shall be responsible for furnishing all personnel, facilities, equipment, material, supplies, 
support, and management and shall perform all functions necessary to design, develop, document, 
integrate, test. and deploy all livescan devices as set forth in this SOW. 

1.2. Payment MIiestones 

Orange County Sheriff's Department (OCSD) has identified five (5) Payment Milestones for the 
Development and Deployment phases of the project. Upon successful completion of Milestone 1, the 
Contractor will be paid 15 percent of the Development and Deployment price. Upon successful 
completion of Milestone 2, the Contractor will be paid 15 percent of the Development and Deployment 
price. Upon successful completion of each of Milestones 3 and 4, the Contractor will be paid 20 percent 
of the Development and Deployment price. Upon successful completion of Milestone S, the Contractor 
will be paid the remaining amount of the Development and Deployment price. Successful completion of a 
Payment Milestone requires acceptance by the OCCL of all Contract deliverables associated with the 
milestone review and deliverables that are due at any time prior to that review. Deliverables are described 
in the body of this scope of work and listed in Appendix A by OC-#. The Payment Milestones are defined 
as follows: 

1. Payment Milestone 1 (15%) - Successful completion of the System Design Review (SOR)
more fully set forth in Section 6 below.

2. Payment Milestone 2 (15%) - Successful completion of the Pre-Ship Review (PSR). more
fully set forth in Section 4.3.13.

3. Payment Milestone 3 (20o/D) - Successful completion of User Acceptance Test (UAT) for
one-third of the fleet more fully set forth in Section 4.3.3

4. Payment Milestone 4 (20%) - Successful completion of UAT for two-thirds of the fleet

S. Payment Milestone 5 (30%) - Successful completion of the System Acceptance Review
(SAR) more fully set forth in Section 4.3.3

Contractor shall provide a no-cost warranty period of one ( 1) year to begin after System Acceptance. 
After the warrant expires Contractor will provide maintenance and support of the systems. referred to as a 
.. sustainment phase" priced as reflected in Attachment C. . The warranty period may begin earlier for 
portions of the fleet that pass UAT in accordance with Payment Milestones 3 and 4, but Contractor shall 
provide cotenninous warranties regardless of when the warranty may begin such that the sustainment 
phase will commence for all machines/systems at the same time. All sustainment tenns, conditions, and 
pricing arc included in this Contract At the end of the initial Contract term, OCSD expects to renew the 
Contract limiting the scope to the appropriate terms of a Sustainment phase (e.g. perfonnance 
requirements, sustainment tcnns). 
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2. Applicable Standards

The Contractor shall comply with the requirements set forth in the current applicable local, state, and 
federal specifications for biometric transmissions, including but not limited to the "Reference 
Documents" listed below. Throughout this Contract, the Contractor or County's OCCL may propose 
following newer standards and their associated data items that replace or supersede those below. To 
substitute newer standards and their associated data items the Contractor shall: 1) identify existing 
standards and data items to be replaced; 2) identify new standards and associated data items proposed for 
use; 3) provide a rationale for using the new items including cost, schedule, performance, and 
supportability impact; and 4) receive OCCL approval. Once the parties agree that newer standards should 
be used, this contract may be amended to identify the new standards. Such technical amendments may 
occur administratively and will not require additional authorization from the County Board of Supervisors 
unless the cost associated with the changes exceeds 100/4 of the annual cost of the Contract. 

2.1.Reference Doc:11ments 

• California DOJ Live Scan Data Submission Requirements:
o LS-I-Table of Contents
o LS-2-lntroduction
o LS-3-General Information
o LS-4-Logical Data Record
o LS-S-Partl FP Cards
o LS-5-Part2 FP Cards
o LS-5-Print Specifications
o LS-6-Data Tnmsmission Requirements_ V9
o LS-7-Data Element Tables
o LS-8-Code Tables
o LS-9 Palm-Hand Requirements
o LS-10 Photo Requirements

• FBI Electronic Biometric Tl'NlSIDission Specification (EBTS) V9.3 and Vl0
• FBI CJIS Security Policy Oatest version)
• Federal Information Processing Standard (FIPS) 140-2
• NIST Best Practice Recommendation For Capture of Mugshots V 2.0
• NIST ANSI/NIST-ITL 1-2011: UPDATE 2013
• DNA Live Scan Automation Project - Technical Specification
• Orange County ABI System Design Specification
• Orange County ABI System Interface Control Document

• California Department of Justice Guidelines for Submitting Applicant Live Scan
Transactions

• California Department of Justice Guidelines for Submitting Criminal Live Scan
Transactions

• California Department of Justice Guidelines for Submitting Live Scan Sex and Arson
Offender Registration Transactions

• Califomia Department of Justice APP/CRMIREG Test Transaction Procedures when
Live Scan Device is currently in OTC Production

3. Project Management

The Contractor is responsible for providing appropriate and sufficient project management 
services to plan, monitor, report, track, and manage the successful execution of the Contract. 
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AU work shall be performed within the tenitory of the United Slates and shall be perfonned by United 
States citizens or Lawful Permanent Residents of the United States. Data and information provided by 
the OCCL shall not be commwlicated to anyone who is not a United States citizen or Lawful Permanent 
Resident of the United States. 

3.1. Proiec:t Orpuintion 

The Contractor shall assign a dedicated team of staff responsible for executing the requirements of the 
Contract. A clear line of project authority shall exist among all organizational elements (including 
subcontractors). Roles. responsibilities, authority, and reporting requirements shall be established for 
each organizational element. Once the team has been developed with staff identified and their individual 
roles relating to the project, Contractor shall notify the County's project manager. Contractor shall also 
notify County's project manager of any changes to the team of staff. 

The Contractor shall appoint a Contractor Project Manager (CPM) who is a full time paid employee of the 
Contractor. The CPM shall serve for the duration of the development and deployment phases of the 
Contract effort and shall have responsibility for the accomplishment of all tasks to be performed under the 
Contract. The CPM shall be responsible for the Contractor's technical, cost, and schedule perl'onnance. 
The CPM shall have full authority over all Contractor project activities and resources. The CPM shall be 
the principal interface between the project and the Contractor's corporate organization, between the 
project and its associated Contractors, and between the Contractor and OCCL project management for all 
matters relating to the Contract. In the event the assigned CPM terminates employment with Contractor, 
Contractor shall notify County as soon as possible, and also notify the County upon assignment of a new 
CPM. 

3.2. Proiect Planning 

The Contractor shall prepare and submit detailed plans governing all activities to be performed under the 
Contract. 

3.2.1. ProiectM1111ogement Pigg 

The Contractor shall develop and maintain the Project Management Plan (PMP, Deliverable OC-01). The 
PMP shall provide details on activities that will be completed in each phase of the Contract. The PMP 
will: 

• Establish the project organization, structure, authority, roles, responsibilities, and internal
reporting relationships;

• Define the interfaces between the Contractor and OCCL project management;
• Establish reporting mechanisms and documentation;
• Identify Contractor resources (requirements and assignment);
• Establish project management procedures and policies;
• Jncorporate the project Integrated Master Schedule;
• Identify any constraints or assumptions.

3.2.2, Integrated Master Schedule 

The Contractor shall develop an Integrated Master Schedule (IMS, Deliverable OC-02), defined as an 
integrated and resource loaded schedule containing the detailed tasks necessary to ensure successful 
program execution. including all dependencies and inter--task relationships. The IMS shall be traceable to 
the SOW, the Program Management Plan, and all development, test, and transition plans required by the 
Contract. The IMS shall be used to verify achicvability of Contract objectives, to evaluate progress 
toward meeting program objectives, and to integrate the program schedule activities with all program 
components. 
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The IMS shall contain the Contract milestones, accomplishments, and discrete tasks/activities from 
Contract award to the completion of the Deployment Phase of the Contract. It shall display summary, 
intennediate, and detailed schedules, and shall accommodate periodic analysis of progress to date. 

The IMS shall be updated, at a minimum, on a monthly basis and reflect project status according to the 
Contractor's management control system. The IMS shall be formatted as a Microsoft Office Project 2007 
schedule. This plan will form the basis for discussions at each status meeting. 

Contractor shall participate in meetings and reviews during the term of the contract. Meeting shall occur 
at the locations in the following table, unless otherwise agreed to by OCCL Project Manager. Contractor 
shall be responsible for the OCCL project team travel costs to the Contractor Facility, limited to airfare, 
ground transportation, and lodging for (4) teaIJl members at a hotel with a reasonable government rate. 

- �- = -
-

�M!�.!Li:igs/Rcvic!�i�1--:-
'"

-� ��["t:oci]_irf�1�· .- -___, =-- . ·•-- - ---�-. 

Project Kickoff OCCL facility 

System Requiremeah ReYlew OCCL Facility 

System Design Review OCCL Facility 

Factory Acceptance Test Readiness Review Contractor Facility 

Factory Acceptance Test Contractor Facility 

Pre-Ship ReYlew Contractor Facility 

System Acceptance Test Readiness Review OCCL Facility 

System Acceptance Test OCCL Facility/ OC Police Agencies 

System Acceptanee Review OCCL Facility 

Training OCCL Facility 

Table 1: Preliminary Project Schedule and Payment MIiestone Correlation 

Task Oescriptron I Estimated Finl��-Stan I Progress 
Detivery Timeframc Payment % 

(Weeks) 

MIiestone #1 

Successful completion of the System Design 
Review (SDR) 

14 15% 

Milestone #2 

Successful completion of the Pre-Ship Review 
28 15% 

(PSR) 

MIiestone #3 

Successful completion of User Acceptance Test 
38 20% (UAT} for one-third of the neet 

MIiestone #4 

Successful completion of UAT for two-thirds of 
40 20% 

the fleet 

Milestone #5 
-----

Successful completion of the System Acceptance 47 30% 
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. Review (SAR) 

Project Totala: 47waeks 100% 

3.3. Proiect Reporting and Reviews 

The Contractor shall provide Management and Technical Reports (Deliverable OC-03), conduct 
Management and Technical Reviews and additional meetings not otherwise referenced in section 3.2.2 
above, as may be required for proper execution and implementation of the Contract. Attendees at 
management and technical reviews and meetings will include OCCL project personnel, OCCL support 
contractors, the Contractor, and subcontractors as necessary to meet the objectives of the meeting or 
review. Contractor shall produce meeting agendas, presentations materials, and detailed minutes for each 
meeting (Deliverable OC-04). 

The Contractor shall participate in a project kickoff meeting at the OCCL facility within l O working days 
after execution of Contract to introduce key OCCL and Contractor personnel, to discuss plans, to discuss 
the status of any risks or issues, to discuss proposals for further tailoring (if any) of the Contract, and to 
address any other issues OCCL project management or the Contractor wish to discuss. 

3.4. Security 

The Contractor shall implement a security program m compliance with the CJIS Security Policy. All 
Contractor supplied personnel, fuilities or systems shall provide protection and control of all OCCL 
provided information, equipment, documentation, and network access. 

3.S. Configuration Management 

The Contractor shall develop a Configuration Management Plan (Deliverable OC--05) and implement a 
Configuration Management (CM) program in accordance with that plan. The CMP shall identify the 
organi7.ation responsible for the CM function. The CMP shall establish Configuration Management 
responsibilities and authority, identify Configuration Management resources and tools, establish 
Configuration Management policies, and define Configuration Management phasing and milestones. The 
CMP shall establish procedures for Configuration Identification, Configuration Control, Configuration 
Status Accounting, and Configuration Audits and Reviews. The CPM shall implement controls to ensure 
that only authomed changes are made to the CMP. 

The Contractor shall develop and maintain control of deliverables until accepted by OCCL. The 
Contractor shall recommend configuration control tools for use on the project. Subject to OCCL 
approval, the Contractor shall procure and use the approved tools to perform their configuration control 
functions. The Contractor shall procure the approved tools and provide them to OCCL (Deliverable OC-
22). The Contractor shall tum change control of deliverables over to OCCL when the deliverables are 
accepted 

3.6. Quality Assunnce 

The Contractor shall develop a Quality Assurance Plan (Deliverable OC-06) and implement a Quality 
Assurance (QA) program in accordance with that plan. The Contractor's QA program shall provide for a 
Contractor QA organization that is independent of the Contractor's Program Manager. The Contractor's 
QA program shall assure that all supplies and services submitted to the OCCL for acceptance conform to 
Contract requirements. The Contractor shall ensure product quality by inspection. controlling 
nonconforming material, controlling subcontractor quality assurance, and by having effective control of 
calibrated equipment. The Contractor shall perform and document inspections prior to requesting 
acceptance of the work by the OCCL. 
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OCCL reserves the right to perform audits and inspections of Contractor (and subcontractor) conformance 
to any or all contractual requirements at any time during the perfonnance of the Contract. Due notice will 
be provided to the Contractor prior to conducting audits or inspections. Subcontract requirements shall 
permit participation in audits and inspections by OCCL and OCCL support contractors. 

4. Implementation, Delivery, and Acceptance

4.1. Implementation

Contractor shall provide system implementation services, including but not limited to system setup, 
installation, testing, training, baseline customizations and/or baseline interfaces, and other services 
through Final Acceptance of the System, as required for the successful implementation of the system, as 
specified in this Scope ofWork and elsewhere in the Contract. 

Contractor shall provide the licenses for all system software, system hardware, and associated system 
implementation services (Deliverable OC-18). Contractor shall inliblll and configure at each site with all 
related components of the system. Contractor shall provide all equipment and software necessary to 
satisfy the system requirements at all operational sites. Contractor shall develop the OC Livescan Bill of 
Materials (Deliverable OC-07). 

Contractor shall provide County with a comprehensive set of user, system and management 
documentation (Deliverable OC-19). Contractor shall provide the documentation in both electronic and 
bard-copy formats. 

Staff will be on site to assist the Contractor during system deployment, software installation, and user 
training. Contractor must coordinate with staff for all onsite work. 

4.2. Delivery 

All deliverables shall be subject to County approval and acceptance in order to satisfy the terms and 
conditions of the Contract Unless otherwise noted, all electronic documents shall be delivered as a 
Microsoft Word 97-2003 Document 2007. 

During installation and deployment of new systems, Contractor shall make different support personnel 
other than the primary installers e available to troubleshoot residual issues following each station install to 
help prevent delays to the installation schedule. The following table contains the locations for device 
delivery and installation� 

Booking 
Table Central 

Agency Device Location Top Mgmt Systems 
Systems Server 

Brea Police Department 1 Civic Center Circle, Brea CA 95821 I 

Buena Park Police 6650 Beach Blvd.. Buena Park CA 90620 I 

Department 
Costa Mesa Police 99 Fair Dr., Costa Mesa CA 92626 1 
Deoartment 
Cal State University 800 N. State College Blvd., Fullerton CA I 

Fullerton 92834 
Cypress Police Department 5275 Orange Ave., Cypress CA 90630 1 

Fountain Valley Police 10200 S1ater Ave., Fountain Valley CA 1 

•·· ent 92708 
Fullerton Police Department 237 W. Commonwealth, Fullerton CA 2 

92832 
Garden Grove Police 11301 Acacia Parkway, Garden Grove 2 

Department CA92840 
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Huntington Beach Police 2000 Main St., Huntington Beach CA 1 

Denartment 92648 
Irvine Police Department I Civic Center Plaza. Irvine CA 92606 1 

Orange County Juvenile 331 the City Drive, Orange CA 92677 1 
Hall 
Laguna Beach Police 505 Forest Ave., Laguna Beach CA 1 

Department 92651 
La Habra Police 150 N. Euclid, La Habra CA 90631 1 

DeJ>artment 
La Palma Police 7792 Walker St, La Palma CA 90623 1 
Deoartment 
Los Alamitos Police 3201 Katella Ave., Los Alamitos CA 1 
Denartment 90720 

Newport Beach Police 870 Santa Barbara Dr., Newport Beach 1 
Deoartment CA92660 
Orange Police Department 1107 N. Batavia Ave., Orange CA 92668 2 

Orange County Sheriff-
Coroner 

Aliso Viejo 11 Journey, Aliso Viejo CA 926S6 1 

OC Crime Lab, Cal-ID 320 N Flower Street, Sib Floor, Santa Ana 1 3 1 

Bureau CA92703 
Support Services Division, 320 N Flower Street, 1st Floor, Santa Ana 3 

Civil Prints Counter CA92703 
Central Jail Complex 550 N Flower Street, Santa Ana CA 5 

92703 
Coroner Division I 071 West Santa Ana Blvd, Santa Ana 2 

CA92703 
Saddleback 20202 Windrow Drive, Lake Forest CA 1 

92630 
Theo Lacy Jail 501 The City Dr. S., Orange CA 92668 3 

Placentia Police Department 401 E. Chapman Ave., Placentia CA 1 
92870 

Orange County Probation 301 The City Drive South S111 Floor, 1 

Orange CA 92868 
Santa Ana Police 62 Civic Center Plam, Santa Ana CA 2 
Deoartment 92701 
Seal Beach Police 911 Seal Beach Blvd, Seal Beach CA 1 

Denartment 90740 

Tustin Police Department 300 Centennial Way, Tustin CA 92780 1 

University of California 150 Public Services Building, Irvine Ca 1 
Irvine 92697 
Westminster Police 8200 Westminster Ave., Westminster CA 1 
Dermtment 92683 

4.3. Acceptance 

The Contractor shall develop Test Plans and Test Procedures (Deliverable OC-08 though Deliverable OC-
11) in cooperation with the County for the Factory Acceptance Test (FAT) and System Acceptance Test
(SAT). The Contractor shall conduct Test Readiness Reviews to demonstrate to OCCL their readiness to
conduct the tests. At the culmination of the Contractor presentations during the reviews, and after
approval of the corresponding test procedures, the OCCL Project Manager wil1 authorize - or not
authorize - the Contractor to conduct the tests. OCCL will observe the tests, using the approved test
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procedures. The Contractor shall document the results of the tests and deliver a FAT Report and a SAT 
Report (Deliverable OC-12, Deliverable OC-13). 

4.J.I. Factocv Acceptance Test 

The Contractor shall conduct a Factory Acceptance Test at the Contractor's facility. The purpose of the 
Factory Acceptance Test is to ensure that the Contract requirements have been met. that the system works 
in a factory setting, and that the documentation associated with the system reflects the design and is 
usable. 

The Contractor shall conduct a Test Readiness Review (TRR) to demonstrate their and the QC ABI 
System Is readiness to conduct FAT. The Contractor shall: 

• Provide an overview/walk-through of the FAT activity to OCCL, which is to occur,

• Describe the test environment (equipment, software, databases, and interfaces) and how it differs
ftom the operational environment (e.g., the use of simulators to represent external interfaces).

• Identify and discuss the rationale for and implications of any proposed redlines to documents
(i.e., test plans, test procedures, user documentation, installation documentation).

• Report on the status of all action items, risks, and issues that are currently open or have been
closed since the previous PMR. Plans and/or options for their resolution will be addressed.

• Identify any test procedures that the Contractor expects will fail or be incomplete during FAT
execution. address the implications of those failures/incompletes for operations, and discuss
plans/options for correcting the cause(s) of those failures

Contractor shall conduct FAT with the fully assembled to-be-delivered system(s). 

Contractor shall not expect any live connections to the County network or any end user networks during 
the FAT. 

After successful passage of the FAT at Contractor's facility. Contractor shall present the results at a Pre­
Ship Review (PSR) to OCCL. Upon successful completion of the PSR; OCCL will authorize the 
Contractor to ship the system(s) to the operational site(s). 

4.J.2, S}'Slfm Accept,u,« Test

The Contractor shall conduct the System Acceptance Test. The SAT shall include thorough testing of 
unique configurations among all sites. The purpose of the SAT is to demonstrate that the equipment was 
installed correctly and operates at the functional and performance levels verified at FAT; to verify the 
requirements that could not be verified at the factory; to verify the performance requirements; to verify 
that the integrated sum is at least as functional as the sum of the individual parts and to verify that end-to­
cnd work flows execute as anticipated. 

Contractor will ensure the connection between the fingerprint system and the state is functioning properly 
and in accordance with all policies. procedures. and protocols of the state. 
SAT shaJl include systematic end to end testing for each TOT, including all return message types, 
rejects/resends, record updates, central administration server, reports, RMS/JMS push/pull, facial images. 
scars, marks, and tattoo, and iris. 

4.3.J. User Acceptanc� Tm 

The OCCL will conduct User Acceptance Testing (UAT). The purpose of UAT is to demonstrate that the 
system, the supporting documentation, and the user training are adequate for their intended purpose. The 
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equipment must function properly for all workflows, must be successfully interfiiced with computerized 
records/jail management systems and the OC ABI System. All functions required by the County, or 
additional functions included in the vendor's proposal, must be demonstrated prior to device acceptance, 
The OCCL will conduct a Test Readiness Review to assess OCCL's readiness to conduct UAT. If the 
OCCL Project Manager determines that OCCL is ready to conduct UAT, OCCL will direct that the UAT 
period begin. UAT will be conducted for a period of at least thirty (30) days for each device in 
production. Completion of UAT will be determined only after all systems have been installed and 
operating in a production environment for 30 days. Upon completion ofUAT, the OCCL will conduct a 
System Acceptance Review (SAR) to assess whether the systems, documentation, and training are 
adequate to allow OCCL to declare the systems fully operational and accepted. 

The Contractor shall provide support throughout the period ofUAT. The support personnel shall be able 
to assist users in the performance of user functions and shall document problems encountered in the 
course ofUAT. The level of support shall be provided for all shifts. 

S. Transition

Contractor shall conduct, with OCCL, pre-install site visits to determine network. power, interfaces, 
device location, accessibility, delivery options, and training options. Contractor shall develop Installation 
Drawings (Deliverable OC-14) for all sites and make recommendations for site enhancements to make the 
facial image capture comply with ANSI/NJST-ITL 1-2011: UPDATE 2013. 

The Contractor shall develop a comprehensive Transition Plan (Deliverable OC-15) that guides the 
process of migrating the County's livescan operators ftom the current ldcntix devices to the new multi­
biometric capture systems. The plan shall address operations (parallel or not), timing of training relative 
to going operational, the sequence of switching services, transition objectives, activities, required 
resources, schedule (may be included in the IMS), tools, assmnptions, OCCL furnished items (e.g., 
equipment, information, data, facilities, secure network connectivity, or personnel), and external 
dependencies. 
The Contractor shall provide on-site engineering and IT support for interfaces and network connectivity at 
each site. 

6. System Design

The Contractor shall design, develop. and document the new OC Livescans to satisfy the requirements of 
this SOW. The Contractor shall design, develop, and fabricate or procure all hardware, software, and data 
components of the system(s), with the exception of the operational data to be provided by OCCL. 
The Contractor shall, to the maximum extent feasible, use non--proprietary hardware and software in 
developing and implementing the system. To the maximum extent feasible, the equipment shall be 
available commercially from third party vendors as well as through the Contractor. 

The Contractor shall develop and maintain the Requirements Verification Traceability Matrix 
(Deliverable OC-23) to map the requirements in this Scope of Work to the OC Livescan System IRlsign 
Specification and the FAT and SAT Test Procedures. The Contractor shall develop the OC Livescan 
System Design Specification (Deliverable OC-17). The Contractor shall conduct a System Design 
Review (SDR) and present their design for OCCL approval. The SOR shall be a comprehensive and in­
depth review of the design as documented in the OC Livescan System Design Specification and the Bill 
of Materials. 

6.1. Requirements Review 

The Contractor shall review the OC Livcscan requirements and conduct the analyses and modeling 
necessary to validate the requirements. The Contractor shall identify errors, ambiguities. conflicts, 
incompletes, and other defects in the requirements. The Contractor shall recommend changes to the 
requirements where those changes would correct defects or result in benefit to the OCCL (e.g., enhance 
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the overall functionality, performance, or reliability of the OC ABI System, reduce life cycle costs, 
increase maintainability, shorten the schedule, or reduce program risk). 

The Contractor shall conduct the analyses necessmy to develop the interface requirements between the 
OC Livescans and agency records/jail management systems. The Contractor shall document those 
requirements in an Interface Definitions Document (Deliverable OC-16}. 

The Contractor shall conduct a System Requirements Review (SRR). At SRR, the Contractor shall

present the results of the verification effort and the supporting data. The Contractor shall docwnent 
recommended changes to the OC Livescan requirements and shall support these reconunendations { e.g .• 
with trade study results and cost benefit analyses). 

Upon successful completion of the SRR, the OC Program Manager will authorize the Contractor to 
proceed with system design. OCCL will incorporate any approved changes in a revision to the OC 
Livescan requirements. 

6.2. Functional and Teehnlcal Requirements 

Contractor's Livescan system shall meet the following requirements: 

6.2.1.General Requirements 

i&;,i�nre11t :'ii 9':�cra.1 Rcql:';lr�c��:- --
-- . .

- -

�ID, •• - . - I - - -- - = -- �- -

GOl 
Contractor shall have a criminal livescan certified by Cal-DOJ for all desired Types of 
Transactions (TOTs) in use in California 

G02 
System shall comply with ANSI/NIST-ITL 1-2011 with Update 2013 or more current 
published version 

G03 
System shall comply with FBI EBTS Vl0 (including updates) or more current published 
version and be backward comnatible (OC ABI System is FBI EBTS 9.3 comoliant) 

G04 
System shall comply with current California Department of Justice Live Scan 
transmission soecifications 

GOS 
System shall have appropriate FBI Appendix F and California DOJ certifications. A 
copy of each letter of certification must be nmvided with prooosal 

G06 System shall comply with OC ABI System - System Design Specification 

G07 System shall comply with OC ABI System - Interface Control Document 

GOB System shall comply with OC ABI System - Data Dictionary 

System shall include a Central Administration Server with a user friendly interface and 
features that allow the OCCL System Administrator to: 

a) Manage the operating system and application user account credentials as single
sign on environments

b} Remotely acce55 and view the activity on any device in the t1eet, in real time
c) Generate dynamic reports for:

• Operator perfonnancc
G09 

• Sequence override
• Image quality override
• Number of transactions with filter capabiHty by TOT, Livcscan ID

(LSID}. date range, time of day range, etc.
• Rejection rates

d} Manage user credentials and privileges, to include:
• Adding, dclctine, and modifyjna user credentials
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I Gcncntl Requirements 
�ID. 

• Assignment of multiple levels of privileges
• Authorizing a single operator on multiple devices
• Restricting the deletion of transactions to privileged operators

e) Remotely deploy software updates
Receive automatic error/netwodc notifications

g) Review configuration and network status of each device on a single screen - an
overview of each of the devices current application/configuration, last software
update, last table update, network connectivity and functionality
Push custom broadcast messages to a particular device, a configurable subset of
devices, or all devices to inform or instruct operators

GlO System shall perform data validation against current active tables prior to transmitting to 
the OC ABI System 

Gll 
System shall notify the operator within 3 seconds of data entry e1TOrs, not at the 
conmletion of all data entry 

G12 
System shall use predictive text input technology in all demographic fields supported by 
Cal-DOJ tables 
System shall automatically populate the corresponding values when one value is 

· G13 selected ftom a table entry with multiple components, such as a charge code and a literal 
description 

G14 System shall automatically tab to the next field once a field is complete 

GlS 
System shall allow an OCCL System Administrator to hide/unhide fields available to the 
operator, confisrurable by TOT 

Gl6 
System shall allow individual data field default values to be assigned and modified by 
an OCCL System Administrator 
System shall automatically populate values logically when other record components 

G17 exist or do not exist (e.g. "pa)mprints available" shall be marked "Yes" by the system 
when Type-15 images are captured) 

G18 System shall allow an operator to capture screen shots which will be auto-saved and 
accessible by that ooerator as well as System Administrators 

G19 System shall allow operator to open a saved record, modify and add demographics and 
biometrics without creating a new record 

G20 System shall utilize meaningful on-screen guides, labels, and help options to enhance 
usability 

G21 System shall have unique screen backgrounds for each TOT so the operator may 
differentiate the TOTs at a glance 
System shall be capable of transmitting the following standard Types of Transactions 
(TOTs): 

a) CRM

G22 b) CUS
c) REG
d) DCD
e) IDN
t) APP

System shall receive the fo1Jowing standard response TOTs: 
a) Local SRE
b) Local ERRT

G23 c) DOJSRE
d) DOJERRT
c) FBISRE
t) FBIERRT
g) DHS rcsoonse
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G24 

G25 

Glfi 

G27 

G28 

G29 

G30 

G31 

G32 

G33 

G34 

G35 

G36 

File FoldcrCOOB7B4 

System shall allow "transforming" completed and transmitted ION transactions to CRM 
and DCD transactions with a unique TCN and OCA number (NIST Type 2 Field 2.112) 
System shall inCOipOrate foot pedals on left and right sides of the cabinet for easy 
access from either side 
SysleDl shall offer "Hot Keys" for frequently used on-screen buttons 

System shall include a barcode reader for reading DNA swab barcodes produced by Cal-
DOJ 
System shall include readers for Driver Licenses (magstripe and 2D ban:odes) 

System shall have an adjustable keyboard tray to support ergonomic use 

System shall include a standalone mouse, not integrated into the keyboard 

Cabinets or cases shall be: 
a) Rugedized
b) Space-saving
c) Able to withstand harsh chemical cleaners
d) Height adjustable (scanner height)
e) Movable with lockable wheels
f) Easv access to CPU for maintenance. rebooting etc.

All components sball be secured to the cabinet or, with extension cables, be secured to
another POrtion of the facility 
Systems shall be flexibly designed, as "all-in-one" stations or be flexible enough to
accommodate various existing assets located in various areas of a facility, as appropriate 
per site (e.g. livescan with a fixed mounted photo captw'e camera or livescan interfaced 
with a photo capture camera or livescan interfaced with a wired or wireless connected 
s,hoto caoture camera located in an adjacent room due to bookin2 area size limitations) 
System shall provide the capability for a biometric log on for the operator. The log on 
shall enable operator to access any device in the fleet. Operators will likely be wearing 
l!loves. making a fin · t Jog on the least desirable. 
System shall allow System Administrator to configure the following settings per device: 

a) Auto capture of finger/palm images (Ou or OFF)
b} Selectively auto advance to next image capture once an image meets minimum

quality settings (On or OFF per image position)
c) Setting the default TOT for new records
d) Enable or disable various modules (i.e. TOTs, finger capture, palm capture,

photo capture, etc.)
e) Minimum number of lH'Olls by finger position
f) Automatically tab to the next mandatory demo2rBDhic field

System shall include duplex printers that: 
a) Have additional tray options
b) Print standard FBI and Cal-OOJ fonnatted fingerprint and palmprint cards, as

appropriate per TOT
c) Print to hard card or plain paper
d) Allow printing of all the captured data, without cutting images, preventing loss

of critical fingerprint detail 
c) Print all images plus the appropriate template to plain paper. print all images

plus the appropriate template to blank hard cards, or print all images and text
data ( e.g., demographic data) on pre-formatted hard cards
Print all messages to plain paper
Print screen captures of the desktop/screen via single Print Screen key

h) Accommodate custom default settings to allow operators to set individual
devices to printing on, off, or print manuall}, transaction by transaction
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i) A:re configurable as network printers for numerous devices within the same
location

j) Connects to the livescan wirelessly or via USB
k) Are configurable for printing various booking forms with populated

demographics. photos, and images
1) Allow an operator to modify how many print cards, disposition f01D1S, and

photos are printed for a specific tnnsaction
m) OCCL System Administrator shall have the ability to modify the default values

.,._ ____ _,_, __ _;;.fo_r
-""

, • tinJ of rint cards. di osition forms and hotos
System shall have a color coded Home Screen that clearly identifies the transactions in 
various states, such as: 

G37 

G38 

G39 

G40 

G41 

G42 

G43 

G44 

G4S 

G46 

G47 

G4S 
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a) New
b) Complete and successful

o Finger capture
o Palm capture
o Demographics
o Printing
o Transmitting

c) Error(s)
o Finger capture - finger number
o Palm capture - position and hand
o Demographics
o Printing
o Transmitting

d) SRE message(s) received
e Error mess s received

System shall have a training or practice mode for each TOT to facilitate bands-on 
leami 
System shall be capable of auto generating a unique OCA Field 2.112, in sync with all 
devices in the fleet, as determined customer er TOT 
System shall collect all avaUable biometrics and send a single transaction to the local 
identification system and be capable of sending a subset of data and or images to an 
external system as determined by each agency (e.g. a facial image sent in the booking 
record as well as to an facial ima e archive) 
System shall allow the deletion of records and/or jobs to be completed manually or 
automatically based on specific record retention time ftame, record countst or command 
sent via RMS/JMS 
System shall have the ability to send submission infmmation to various systems (e.g. 
• • ts submitted to ABI" messa e to the OCSD Data Exe Service 
System shall allow transmit or print jobs to be stopped manually by Operators or System 
Administrators while queued and/or in process, i.e. stop previously transmitted records 

to resend while rcsolvin a network error 
System shall be able to complete the DNA, DNS and DNR transactions automatically in 
the background and display "Collect" or "Don't Collect" results in a demographic 
scn:en while the o tor is co letin a criminal bookin or other a riate TOT 
System shall have a single screen to show all jobs in process and the status, e.g. 
"re ·n 
System shall prompt for next item to capture or enter data for with clear onscrcen visual 
ucues 

System shall display a real time preview of all captured biometrics images 
System shall perform a real time image quality check and display the appropriate quality 
metric onscreen e.g. NFI score for fin rint i cs) 
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G49 

GSO 

G51 

GS2 

G53 

GS4 

GSS 

System shall be able to queue up demographic records waiting for image capture on the 
Home Screen, i.e. demographics sent to the livescan via a JMS; allow the operator to 
choose the record from the Home Screen which bas the complete demographics and 
complete the transaction by capturing biometric images 
System shall have the option to identify and open the subject's record via a single 
biometric capture. For example. a subject's iris or thumb is captured during a pre-
booking intake/enrollment process into the jail facility, prior to the full criminal 
booking. That biometric is then included in the record pushed to the llvescan from a 
JMS and can be utilized to open the subject's record on the livescan, ensuring the 
conect subject is livescanned under the correct demographic record 
System shall allow System Administrators to set and change criteria for acceptable 
imu:e Quality 
All transaction data shall be automatically saved throughout the process (scanning 
images and/or entering demographics) to minimize data loss in the event of interruption. 
system fteezinR. unintentional system shutdown, or power loss 
System shall allow an operator to open a previously transmitted transaction, edit 
individual data elements and biometric images, and re-transmit 
System shall allow the operator to perform the following types of submissions: 

a) Submit a transaction and then immediately logout
b) Submit a transaction and then start another transaction of the same TOT
c) Submit a transaction and then return to the TOT selection screen to perform a

different type of transaction
d) Save and exit the transaction to allow the operator to continue the transaction at

a later time
System shall be compliant with the Americans with Disabilities Act 

6.2.2.Finger and Palm Capture 

7Rc-quiwclllriift I Finger ond Palm Cupforc Svsrcm Requirements 
Ji)'. I 

· ·- -

System shall provide clear real time feedback and direction for conecting sequence, 
FPOl 

quality, and rolled finger capture vs flat finger capture to avoid image inconsistencies, 
e.g. right index is in the 4-finger flats but missing from the rolled images, inconsistent
annotations, etc.
If designed for upper and lower palm capture in two segments, System shall compare the

FP02 interdigital area between upper and lower palm to ensure the palm segments are from the
same hand
System shall scan the image portions of the fingerprint and/or palmprint forms at 1,000
ppi using FBI certified EBTS AppcndixwF scanner systems and FBI compression

FP03 guidelines, automatically assigning the image(s) to Type-14/IS records, as appropriate
(FBVCJIS guideline for 1000 ppi scanned Type-14 and Type-15 images is compression
using the JP2L algorithm)

FP04 System shall allow the System Administrator to configure fingerprint and palmprint
imaac caoturc in anv mccific losdcal order for each individual TOT

FPOS System shall have moisture discriminating optics 

FP06 System shall have anti-fog technology 

FP07 System shall have anti-smear technology 

file Folder C008784 

MOl]lhoTnast USA. LLC OBA Mt USA. LLC 

Attachment A 

Page 127 of 145



·. R9��ififl I, 1 ·Fl�ger·and Palm"Cajihirc Sys1em Ri!quiremtiiiis
ID, • , - ·

FP08 
System shall have technology that mitigates geometric distortion. blurriness, soft focus. 
etc. e.2. distortion caused by non-uniform fmm:r messure on platen 

FP09 System shall have auto cahbration 

FP10 System shall have no moving parts 

FPlt System shall have glass sealed platens 

FP12 
System shall not require use of excessive water or application of other products to 
capture hiahest quality imaaes 

FP13 System shall have no wearable coating to reduce surface scratches 

FP14 System shall be free of any metal, plastic or other types of guides 

FPlS 
System shall be capable of capturing rolls. flat slaps. flat single fingers, flat single 
thumbs. and two thumbs flat simultaneously 

FP16 
System shall be capable of capturing all palm detail, including upper palm, lower palm, 
and writer's DBlm 

FP17 
System shall perfom1 roll to slap comparison and also verify the fingers match the palm 
set 

FP18 
System shall allow operator to select best print from multiple roll attempts of same 

FPl!> 
System shall auto center the scanned image, regardless of the position of the hand on the 
platen. without losina/cuttina any imaae detail 

FP20 System shall have an auto contrast adjustment 

FP21 System sball allow annotations on individual images and full band 
If annotations are placed on the palm image, the system shall logically apply those 

FP22 
annotations to the corresponding finger scans (e.g. if the right palm is AMP and fingers 
are captured after the palm, the system shall aunotate the right fingers and not require 
action by the ooerator) 

FP23 
System shall allow the operator to annotate fingerprints/palmprints efficiently and with 
the least number of steos 
System shall give a descriptive warning message when a captured image is detemiined to 

FP24 be out of sequence and the operator shall be given the option to move the image to its 
correct oosition 

FP2S 
System shall perform a real time sequence check and alert the operator that the wrong 
ima2e is bein2 cautured 

FP26 
System .shall allow the System Administrator to configure the minimum number of re-
rolls by finger P.OSition, confitrurable by TOT 

FP27 
System shall allow the System Administrator to configure the minimum quality for each 
finger oosition (e.g. set hieher quality reauiremcnt for thumbs and index fingers) 

FP28 
System shall generate and display to the operator the NFIQ quality rating for each finger 
iD181!e 

FP29 
System shall auto extract flat fingers from the upper palm capture and allow the operator 
to override the auto caoture and manually extract for better quality. 

6.2.3.Facial Images, Scars, Marks and Tattoo Capture 

'Rct1uircrricnl · 1 Mug Photo/Scars, l\hrks., nnd Tauoo Captutt 
ID I 
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MOt 

M02 

M03 

M04 

MOS 

M06 

M07 

MOB 

M09 

M10 

101 

POI 

P02 

INOI 

IN02 

System shall use Digital SLR cameras that meet or exceed the ANSI/NIST Annex E
re 

· 
nts with SAP Level 50/5 l standard 

System shall be able to capture and transmit facial images and scars, marks, and tattoos 
as ANSI/NJST and FBI EBTS com liant T e-10 records 
System shall include a camera that can be removed, serviced, exchanged, or upgraded as 
a separate unit, while the Iivescan remains in operation (i.e. it should not be built into the 
livescan 

System shall capture front, left profile, and right profile face poses 

System shall have face finding technology, automatically finding the subject's face and 
cro to c l with ANSI/NIST-lTL 1-2011 U date:2013 -Annex E 
System shall allow the operator to caphu'e a single photo from which to crop several 
SMTi es from 

System shall provide a live view of the subject prior to freezing/capturing an image 

Once captured, System shall display the ftont photo on all subsequent screens of the 
transaction 
System's camera shall have the ability to be mounted in a predetermined position in 
order to lace existin cameras 
System shall have the ability to capture photos from one common location for 
environments with multi le livescans 

6.2.4.Irls Images 

System shall be capable of selectively capturing or ingesting images of irises, processing, 
and transmitting the images as ANSI/NIST and FBI EBTS compliant Type-17 records in 
su of future Iris C ture and Iris Reco ·non 'ects 

6.2.S.Performance Requirements 

System shall perform with high reliability and availability. Overall equipment 
availabili shall be 99% 
System shall capture Tenprints (10 rolls+ 4 flats) and palmprints (2 lower palms and 2 
writer's in less than two 2 minutes 

6.2.6.Interfac:e Requirements 

System shall send transactions to the OC ABI System and receive and display messages 
from the ABI System in accordance with the ABI System ICD 

System shall accommodate demographic interfaces with Records Management and Jail 
Management Systems (RMS/JMS) currently interfaced to livescans in Orange County, 
includin but not limited to: 
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IN03 

IN04 

• Computer Deductions, Inc. (CDI) -OCSD's jail management vendor
• Spillman
• Sungard
• Versaterm
• Intergraph
• Computerized Arrest and Booking System (CABS)
• Public Safety Systems, Inc. (PSS()
• Advanced Technology Information Management System (A TIMS)

System shall accommodate image file interfaces with various end user facial image 
database systems 
System shall accommodate push or pull transfer mechanisms from RMS/JMS vendors to 
livescan stations 

6.2. 7.System and See!urity Requirements 

;�cquir_e�c-1it ·I Net,.i,·_ifrl(•�·d En,;[ronrrie.n_t
-JD,_. - --:, 

S01 

S02 

S03 

S04 

sos 

S06 

S07 

S08 

so, 

S10 
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System shall send all transactions as ANSI/NIST standard packages as a MIME encoded
attachment to the QC ABI system via Simole Mail Transfer Protocol (SMTP) protocol 
System shall retrieve mail from the QC ABI System mail server by using Post 
Office Protocol 3 (POP3) or Internet Message Access Protocol 4 (IMAP4)
protocol. The QC ABI System will host a mail server for which each submitting 
Livescan device will be assigned an account 
System shall pull the current Cal-DOJ Livescan tables via File Transfer Protocol 
(Fl'P) or Secure File Tnmsfer Protocol {SFI'P) protocol from the ABI System and
automatically deploy/implement on the devices no less frequently than once every 
24hours 
System shall simultaneously handle multi-platform data interchanges (e.g. web service,
email, Fl'P, direct database quent, file couv, etc.) 
When there is no network connectivity, System shall: 

a) Allow the operator to use the system with full functionality
b) Queue all transactions
c) Automatically transmit queued transactions without operator intervention when

network connectivity is re-established
System shall prohibit access to the operating system commands and Windows 
environment and prohibit changes by non-administrative users to maximize security 
protection and the application, i.e. non--administrative users shall not be able to use Ctl-
Alt-Delete to access the desktop 
System shall allow the System Administrator to access the Windows environment for 
administration 
The System shall meet the following requirements, at a minimum: 

a) Microsoft Windows 7 (64 bit) and above
b) Intel Core iS CPU
c) 80B ofRAM
d) 256 GB Solid State Drives (SSD)
e) USB 3.0
f) Touch screen LCD or LED-LCD monitor. 17 inch 

System shall have the ability to receive Microsoft Windows updates from a County 
server and on a schedule determined by the Co1mty 
System login information shall have the ability to be managed from a central location 
using Lightweiabt Directory Access Protocol (LDAP) 
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S11 

S12 

S13 

S14 

S15 

S16 

S17 

S18 

S19 

S20 

S21 

System shall be allowed to join the County*s Active Directory Domain 

System shall have the latest version of Symantec Endpoint Protection software installed 
on each system. The Endpoint Central Management Console shall be installed on 
County*s Antivinls Server, which will update and manage the Endpoint client software 
for each device 
· System shall allow an OCCL System Administrator to execute and update the anti-virus
software without . 

.. � the Merational use of the svstem

The Antiviros annual subscription licenses cost shall be included in the sustainment cost

System shall keep audit logs and send a copy to a centralized syslog server automatically
on a schedule set by the Countv
System shall incorporate localized monitoring agents to send event traps to a centralized
manaaement server
System and system components shall not be declared end-of-life or end-of--support within
five (5) vears of System Accentance
System shall be capable of operating offline in the event of a communication failure or
unavailability of the target system The oftline mode shall store the data and regularly
and freQuently attempt to restore the failed conununication
System shall queue all transactions in the event of network interruption and automatically
transmit queued transactions without operator intervention when network connectivity is
re-established
Each system shall include an Uninterruptable Power Supply (UPS)
that will safely shut down the system during black-outs. The UPS shall have an LED
�!!!l_R.rovic:li,!ia batterv life information
System shall provide complete data protection in the event of security breach or system
loss (i.e. stolen)

7, Sustainment 

The Contractor shall provide all software upgrades to their deliverables whenever new Contractor product 
releases are introduced during the life of the Con1ract, at no additional cost to the County. The Contractor 
shall provide corrective maintenance for any error, malfunction, or defect in Contractor supplied 
equipment, software, or documentation which, when used as delivered, fails to perfonn in accordance 
with Contractor's officially announced, written or published, technical specifications through the life of 
the Contracl 

Patches and Security Pushes 

Software upgrades, patches and security pushes shall be managed remotely by Contractor's 
experienced Operations Support team using an integrated management server at County's host 
location. When software changes or table updates are required, Contractor's service lead shall 
push the change to the individual systems throughout the County. All maintenance activity, 
whether remote or on"'5ite, shall be CJIS compliant 

Contractor shall provide one (1) copy (in electronic or other standard fonn) of eaclt Update for 
the system components that are developed by Contractor and for whi.d:t Contractor, in its sole 
discretion, elects to develop and generally make available to County systems under warranty or 
under a current Maintenance Agreement. 

County shall provide Contractor with as-needed network or dialup access to the system 
(whether stand alone or connected to a central site) for Contractor to deliver updates via this 
remote means of delivery. In the event network or dial-up access is not available for 24/7 
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Maintenance Services and 9 / 5 Maintenance Services Customers, then Contractor shall install 
the update during any subsequently scheduled on-site visit by Contractor for service of the 
System. 

An 1
1Update 11 means a new release of system software components that are developed by 

Contractor, which contain (i) bug fixes, corrections, or a work-around of previously identified 
errors with such software, or (ii) minor enhancements, improvements, or revisions with 
substantially similar (but not new) functionality to the original licensed system software. 

7.1.Preventadve Maintenance 

The Contractor shall perform inspection, cleaning, calibration, and adjustment of the equipment and 
replacement of defective parts thereof by dispatching maintenance personnel at the minimum frequency 
recommended by the manufacturer or the custom frequency as detennined by OCCL, in order to keep the 
equipment in good operating condition. OCCL will identify twenty-seven high volwne systems to be
inspected quarterly and seventeen low volume systems to be inspected approximately twice per year. The 
Contractor shall provide OCCL a checklist of tasks completed, tasks not completed and reason why not 
completed, parts replaced (serial numbers included if available), and repairs for each device at each 
Preventative Maintenance inspection. 

The machine time required to perfonn preventative maintenance shall be scheduled in advanced based 
upon on the established schedule and shall occur during working hours agreed to by OCCL or each 
facility end user. Scheduled down time for performing preventative maintenance on any single device 
shall not exceed two (2) hours lmless agreed to in advance by OCCL. 

Contractor shall perform all preventative maintenance scheduling for high volume systems quarterly and 
for low volume systems annually, executing all preventative maintenance as required. Contractor will 
execute a proactive Preventive Maintenance plan incorporating forethought into both persoMel and parts 
required to ensure that all required preventive maintenance activities are completed within the all month. 
All preventive maintenance will be planned and tracked through the same process to meet the completion 
requirements. 

Preventative maintenance service calls shall consist of inspection,, system cleaning, verification of 
calibration, and verification of proper system configuration and operation in accordance with Contractor's 
specifications. Contractor shall provide trained employees who wiU perform all on-5ite preventative and 
remedial maintenance activities to ensure that Livescan systems and components are not out of service for 
more than two (2) continuous hours, unless agreed to by County. Software deployments completed 
outside of the agency's standard office hours of operation shall be performed at no additional cost to 
County. 

For those issues that do not require an on-site Field Service Engineer ("FSEj visit, Connactor targets 
issue resolution within twenty-four (24) hours or within seventy-two (72) hours if a part is detennined 
defective and replacement is required. Replacement part orders initiated prior to 3:00 P.M. Central Time 
shall be shipped the same business day. Orders initiated after 3:00 P.M. Central Time wilt be shipped the 
next business day. AU shipments are made via next day priority air. Contractor will includes a return 
shipping label to expedite the return of parts to Contractor's production facility. All new parts that require 
a Property Control Number (PCN) will have the PCN sticker, also called asset tag, affixed prior to 
shipment. 

Upon completion of preventive maintenance, Contractor shall have all field service reports and preventive 
maintenance documentation including checklist signed by the FSE and County's on-site contact. All 
associated paperwork shall be submitted to Contractor's Technical Call Center. The fonns shall include 
all pertinent infonnation regarding the preventative maintenance action, including but not limited to, work 
order number, a description of the maintenance action performed, a list of replaced parts by part/serial 
number. name and phone number of County's official that signed for completion, and completion date

and time. 
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7..2. Troablesbootlng 

The maintenance coverage for all sites shall be 24 hours a day, seven days a week. 

The Contractor shall provide to all sites user troubleshooting support personnel on call, 24 hours a day. 
seven days a week via a Help Desk and shall accept such requests telephonically or via email and 
document them in trouble tickets. The Help Desk personnel shall perform triage on the trouble tickets and 
provide responses on those that are known problems with wodcarounds or systems. The others are to be 
forwarded to Contractor support personnel. 

The Contractor shall provide to all sites hardware and software support personnel on call, 24 hours a day, 
seven days a week in response to Trouble Tickets and shall acknowledge them telephonically or by email 
within fifteen (15) minutes and respond remotely via a secure link or on site within thirty (30) minutes, 
after notification of a problem which requires their presence. In the event maintenance personnel cannot 
be reached, a Conttactor representative shall retum the call based upon an established escalation policy. 

Contractor will resolve all support calls reported to the Contractor as soon as possible from the time they 
are reported, but no later than forty-eight ( 48) hours. If the Contractor cannot re-establish successful end 
to end processing within forty-eight hours, devices shall be replaced with similar device at no cost. 

Contractor may have remote connectivity to the County's network to troubleshoot reported issues with 
advanced coordination with OCCL. Contractor should not expect instant access to the County's network 
Remote access will be limited to an as-needed basis. Contractor will not be granted direct Virtual Private 
Network (VPN) coMectivity to the County's network and shall not connect non-county owned equipment 
to the County's network. 

Contractor shall provide monthly reports of all Help Desk/service calls with full description of the issue 
and resolution. 

Contractor shall send an auto-generated e-mail to assigned agency contacts when a Help Desk ticket is 
generated or closed with full description of the issue and resolution. 

Contractor repair shall Ju covered for a full twelve (12) months under the Wflffllllty for p11rchased 

systems. For coverage after the warranty JMriod, Contractor offers three Inds of maintenonce support: 

Tiers of Support for Escalating Issues to Resolution 

A dedicated Contractor Project Manager shall be assigned to County to oversee the project in the long­
term. If there are any reports of failures, bugs, updates, or other issues, Contractor Support Department 
will maintain direct communication with the Project Manager and the agency's point of contact 
throughout the duration of an open service request. 

If the Contractor Help Desk is unable to quickly resolve the issue, Contractor support team shall escalate 
the issue to Tier-ID Support as well as the dedicated Project Manager, who will provide County contact 
with progress updates until the service request is closed. 

Problem identification and issue resolution starts at the Help Desk level and from there is dispatched to 
the Field Service team, as illustrated in Figure 1. All maintenance activity, whether remote or on-site, 
shall be CJIS compliant. 
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An on-site Field Service Engineer 
establishes the nature of the Issues, 
evaluates its magnitude, attempts 
problem resolution and develops a 
contingency plan if not resolved. 

Raise Questions 

Remote User 

Can 

Solve 

Tier Ill Support 

High Level Support and 
Application Maintenance 
via Internet 

Raise IT System 
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Figure 1: Contractor's Tiers of Support for Escalating Issues to Resolution 

Tier I Support- Help Desk 

Contractor's 24 x 7 x 365 Help Desk shall assist County,s personnel concerning any problems with the 
daily use of hardware or the software applications and to solve questions about the function and operating 
the system. When Contractor's Help Desk receives an email notification or telephone call of a support 
issue, a Technical Support Engineer (TSE) logs a Service Request (SR) in Contractor•s Microsoft CRM 
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system. An SR shall contain a record of all contact with the end-user, all TSE and FSE actions, and the 
replacement parts ordered. After creation of an email SR, a TSE shall call County to verify, troubleshoot, 
and resolve the issue. 

Tier II Support 

Contractor's Help Desk personnel shall escalate calls to Tier n Support when additional technical 
expertise is required. 

Tier II Support technicians shall be trained and certified in the integrated biometric tools, shall be 
knowledgeable of the whole system functioning. and be capable of testing the performance. establish the 
nature of the issues and evaluate the magnitude of problem. Tier Il escalates complex problems to Tier m
Support if additional technical expertise is required. Contractor's typical response time is less than four 
(4) hours and on-site assistance is dispatched, when necessary, in less than twenty-four (24) hours.

Tier HI Support 

This level of support shall be provided by the factory experts for both the hardware and software. 

Hardware Support-Field Service Engineer (FSE) 

During the twelve (12) month wammty period on-site hardware maintenance shall be provided by a 
qualified local factory-trained representative. On-site hardware maintenance is offered after the warranty 
period ends. For County's on-site maintenance, Contractor shall have Field Service Engineers located in 
Orange County who are trained on the Live-Scan product line. Contractor shall also use OPS tracking in 
vehicles to assign the service ticket to the closest available engineer. 

Software Support- Tier-HI Engineer 

If a problem requires advanced techmcal assistance, Contractor shall engage Tier ill group, which shall 
specialize in resolving complex problems. All hardware issues shall be addressed by an FSE through an 
on-site visit; resolution methods for escalated software issues shall be determined on a case-by-case basis. 
As a part of Contractor's standard 24,a maintenance offering. Contractor shall maintain a four (4) hour 
on-site SLA, and, if necessary. include the delivecy and installation of replacement parts to ensure 
continuity of operations. Due to the size of Orange County, on-site visits are not feasible within a thirty 
(30) minute SLA time frame. However, remote access via secure link shall be provided within thirty (30)
minutes by Contractor's support team located in Bloomington, Minnesota.

Contnlctar's Technical Support Enginurs 111td County 

Contractor's Tier Ill shall produce and distribute monthly reports containing the service request 
description and problem resolutions. 
Contrac::tor shall setup a dedicated email distribution list and shall notify and provide details to specific 
individuals a service request was opened, of when a technician is dispatched, and when/how the service 
request shall be resolved. 
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8. Training

The Contractor shall develop User Manuals addressing all user fimctions for all user types. User 
documentation shall descnl,e the components, functions, and operations of each S)'5tem type. Operations 
descriptions shall include a list and description of all enor conditions, as well as the associated error 
messages displayed and the action required of the operator far each error condition. Each system shall be 
provided with online user documentation that is resident on the workstation or accessible via the agency's 
internal networks. 

The Contractor shall prepare a Training Plan (Deliverable OC�20) and Training Materials (Deliverable 
OC-21) covering bands�n training for all Operators, Supervisors, and Administrators, computer based 
training, videos, guides, and manuals. Contractor shall conduct the course training as described below as 
well as provide for ad hoc user training to support testing. Training courses shall be conducted at the 
OCCL central site. 

There are approximately four hundred ( 400) operators to receive basic training. Of those, approximately 
sixty-five (65) are local supervisory or senior level operators and shall receive supervisor level training. 
There are two to five individuals that will have responsibilities for overall system administration and shall 
receive administrator training. The training is to take place in Orange County no earlier than two weeks 
prior to the start of UAT. The frequency and hours of the training classes shall be adequate to cover 
availability of personnel on day and evening shifts. 

The Contractor shall conduct three types of courses: 

1) Livescan Operators - This course shall cover all basic system functionality. The course shall
provide hands�n instruction on the livescan station, to include fingerprint, palmprint, photo,
and iris workflows.

2) Livescan Supervisor Training - This course shall cover advanced system functionality
through a hands�n. on�n�ne or one,-to-few formatted course. The course shall provide
instruction on basic troubleshooting of problem records, adding users, and deleting records.

3) Livescan Adminlstl"tltion Training - This course shall cover administrative functions, second
tier troubleshootin& tools to resolve problem records, the Central Administration Server,
reports. user management, and security administration.

Appendh A - List of Deliverables 
(All deliverable due dates are in nmnber of business days) 

OC-01 

OC-02 

OC-03 

OC-04 

Project Management Plan 

Integrated Master Schedule 

Management and Technical 
Reports 

Meeting Agendas, 
Presentation Materials, 
Minutes 
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Electronic 

EJcctronic 

Electronic 

Draft within 30 days after contract award 
Final within 30 days after OCCL 
comments 
Draft within 30 days after contract award 
Final within 30 days after OCCL 
comments 
Uodates as risks and issue status chanacs 
Draft 5 days prior to meeting. updates at 
meeting, final 5 days after OCCL 
comments 
Draft 5 days prior to meeting, updates at 
meeting, fina1 5 days after OCCL 
comments 
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Configuration Management 
OC-05 

Plan(CMP) 

Quality Assurance Plan 
OC-06 

{QAP) 

OC-07 Bill of Materials 

OC-08 
Factory Acceptance Test 
Plan 

Factory Acceptance Test 
OC-09 Procedures 

OC-10 
System Acceptance Test 
Plan 

OC-11 
System Acceptance Test 
Procedures 

oc�u 
Factory Acceptance Test 
Renart 

OC-13 
System Acceptance Test 
Reoort 

OC-14 Installation Drawings 

OC-15 Transition Plan 

Interface Definitions 
OC-16 

Document 

OC-17 System Design Specification 

OC-18 Licenses 

OC-15J User Guides/Manuals 

OC-20 Training Plan 
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JI Formal

Electronic 

Electronic 

Electronic 

Electronic 

Five hard copies 
and electronic 

Electronic 

Five hard copies 
and electronic 

Electronic 

Electronic 

One hard copy and 
electronic 

Electronic 

Electronic 

Electronic 

Hard copies 

One hard copy per 
operator and 
electronic to 
OCCL 

Electronic 

1IDue 
' 

Draft within 30 days after contract award 
Final within 30 days after OCCL 
comments 
Draft within 30 days after contract award 
Final within 30 days after OCCL 
comments 
Preliminary draft with bid proposal 
Update 10 days prior to SOR 
Update at PSR 
FinaJ at SAR 
Draft 10 days prior to SOR 
Updates at SDR 
Final attached to SDR meeting minutes as 
deliverable OC-04 
Draft 30 days prior to FAT TRR 
Final 10 days prior to FAT TRR 
Updates 10 days after FAT 
Draft 10 days prior to SOR 
Updates at SDR 
Final attached to SDR meeting minutes as 
deliverable OC-04 
Updates 10 days after FAT based on 
lessons learned in execution of FAT 
Draft 30 days prior to SAT TRR 
Final 10 days after SAT 

AtPSR 

10 days after SAT 

Draft 10 days prior to SDR 
Updates attached to SDR meeting minutes 
as deliverable OC-04 
Final atPSR 
Draft 30 days prior to SOR 
Updates at SDR, attached to SDR minutes 
asOC-04 
Final 30 days after SOR 
Draft 10 days prior to SOR 
Final attached to SDR meeting minutes as 
deliverable OC-04 
Draft 20 days prior to SDR 
Updates at SDR 
Final attached to SDR meeting minutes as 
deliverable QC..()4 

At SAR 

Draft 40 days prior to FAT TRR 
Updates 5 days prior to FAT TRR 
Final as attachment to PSR meeting 
minutes as OC-04 
Draft 60 days prior to PSR 
Final attached to SOR meeting minutes as 
deliverable OC-04 
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_ J[ F:orinot :!,Due 
One hard copy per Draft 40 days prior to FAT TRR 

OC-21 Training Materials 
operator and Updates S days prior to FAT TRR 
electronic to Final as attachment to PSR meeting 
OCCL minutes as OC-04 
Electronic. hard Draft at SAT TRR 

OC-22 Configuration Control Tools copy, license as Final as attachment to PSR meeting 
&��.-�.;ate minutes as OC-04 

Draft with proposal 

OC-23 
Requirements Verification 

Electronic 
Updates 20 days prior to SOR 

Traceability Matrix (RVTM) Final attached to SOR meeting minutes as 
deliverable OC-04 
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ATTACHMENT B 

COUNTY SUPPLIED ITEMS AND ASSISTANCE 

At County's sole discretion, County may furnish Contractor the following items and resources. 
County may also consider other needs requested in the Contractor's proposal: 

1. Project Manager to provide approval of all deliverab1est Final Acceptance and any Change
Orders

2. Project Leads to coordinate site visits, product shipment, installation, and other activities with
end user agencies and to coordinate testing and transaction troubleshooting activities with
Cal-DOJ and FBI.

3. Network and power connections within each site. Customer will consider recommendations
from Contractor for enhancements to existing network and power supplies.

4. To facilitate the training sessions required under the Contract, County shalt provide:

• A training a facility that will accommodate up to 16 personnel (one instructor, up to
15 students) for Supervisor and Administrative training, and be equipped with
adequate power, heating/AC, and internet access, an

• LCD projector and screen.

5. Contractor shall supply all other equipment pertinent to training, including a laptop and
training materials.
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ATTACHMENT C 
PROPOSAL FEE SUMMARY 

Complete and submit as response to Section n, Part F, Proposal Fees. 

I. COMPENSATION

PAYMENT Mil..ESTONES 
The Livescan / Biometric Capture Stations Contract price will consist of a System Design Review
(SOR) Phase Price through successful completion of System Acceptance Review (SAR)] 
Orange County Sheriff-Coroner Department (OCSD) has identified five (5) Payment Milestones 
for the Development and Deployment Phases. Upon successful completion of Milestone 1, the 
Contractor will be paid 15 percent of the Development and Deployment price. Upon successful 
completion of Milestone 2, the Contractor will be paid 15 percent of the Development and 
Deployment price. Upon successful completion of each of Milestones 3 and 4. the Contractor 
will be paid 20 percent of the Development and Deployment price. Upon successful completion 
of Milestone 5, the Contractor will be paid the remaining amount of the Development and 
Deployment price. Successful completion of a Payment Milestone requires acceptance by the 
OCCL of all Contract deliverables associated with the milestone review and deliverables that are 
due at any time prior to that review. The Payment Milestones are defined as follows: 

Payment Milestone 1 (15%)- Successful completion of the System Design Review 

Payment Milestone 2 (15%)- Successful completion of the Pre-Ship Review 

Payment Milestone 3 (20%) - Successful completion of User Acceptance Test 

1/3 of the fleet 

$162.593.10 

S 162,593.10 

$216,790.80 

Payment Milestone 4 (20%)-Successful completion ofUAT for two-thirds oftbe fleet $216,790.80 

Payment Milestone S (30o/o) - Successful completion oftbe System Acceptance Review $325,186.20 

Contractor shall provide a WBlTllllty period of one (1) year, which shall commence after System 
Acceptance. Thereafter, service and maintenance will be provided as a sustainment phase. All 
sustainment tenns, conditions. and pricing is included in this Contract At the end of the initial 
Contract tenn, OCSD may renew the Contract limiting the scope to the appropriate terms of a 
Sustainment phase (e.g. performance requirements, sustainment tenns). 

Annual Sustai.nment S 247,954/year 

Additional equipment may be ordered through the life of the contract per the folJowing pricing: 

ToucbPrint Enterprise SCiOO HJgb Definition (TPE-5600-HD) Llvcscan System BUI of 
Materials 

TPE-5600-HD 

File Folda-C0D8754 

TouchPrint 5600 1000 ppi high definition palm, slap, and roll live 
scan booking system. Includes: TouchPrint-5300 scanner, 
TouchPrint Enterprise Application Software with slap to roll 

MorphoTIIISI USA, LLC DBA MT USA, LLC 

Attachment A 

Page 140 of 145



TPE-COMX-SMTPE 

TPE-COMX-RMPOP3 

TPE-CSTX-CAORG 

match.mg, and pc running windows in a ruggedtzed stand-alone 
cabinet with 24" deck 

(includes 24/7 on-site warranty) 

Electronic Fingerprint Records Transmission via SMTP over 
TCP/I 

ToucbPrint Enterprise POP3 Service provtdes POP3 services for 
the Enterprise platform. This functionality is needed when devices 
need to retrieve mail messages from the Enterprise system using 
POP3. 

Orange County, CA Customization Software 

TPE-CSTX-CAORGP ALM Orange County, CA Palm Capture Customization Software 

TPE-PRT-DUP FBI Certified Duplex Printer 

(includes 24/7 on-site warranty) 

TPE-SWOX-DIXML Demographic Interface (DI) that allows XML files to be unported 
mto the L1vescan 

TPE-HWOX-DIGCAP 

TP-HWOX-DIGCAPC 

TPE-HWOX-IDRDR 

TP-IAT-2DAY 

Freight 

Digital photo capture - digital capture components for TouchPrint 
Enterprise Software. Digital camera will be the Canon EOS Rebel 
TS digital camera, USB extension cable Canon EOS Rebel TS 
digital camera AC adapter 

(includes 24/7 on-site warranty) 

Monopod Mounting System for 5600 cabinets with tripodhead and 
backdrop for use with the digital capture 

Driver's license and other ID magnetic stripe reader 

Installation and Traming; Two Day: Standard two day on-site 
installation and training services. Includes one day of installation 
and one day of training. Training includes Configuration 
Management Software tools. 
Training day is for Operators (up to 6 people per session) and for 
Supervisors and Administrators (up to 15 people per session). 

Packaging, Shipping and Handling 

This includes the first year of 24/7 Warranty. 

Price per system is: $22,325 
48 Systems X $22,325: $1,071,600 
Preventative Maintenance 

• Preventative Maintenance per System per Visit: $262

• 27 Sites with Quarterly Visits (108 visits): $28,296

• 17 Sites with Bi-Annual Visits (34 Visits): $8,908

Annual Maintenance after ]SI Warranty Expires: 
• 24/7 Maintenance Coverage per System: $4,500
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• 48 Systems X $4,500: $216,000

Contractor shall provide TouchPrint Enterprise Management Server (TPE-CEN-MGMTSVR2): 
$10,125/each. 
Contractor shall provide five (5) TouchPrint Enterprise 5300 High Definition (TPE-5300D-HD) 
Livescan fingerprint desktop systems which shall collect subject's demographics either by 
manual entry, scanning of the subjects ID or with an interface with a Records Management / Jail 
Management System (RMS/JMS), Fingerprint, Palm Prints, Photos in a record on the Livescan 
system. That record shall be sent to County. 
Each Livescan consists of the Bill of Materials listed below: 
TouchPrint Enterprise 5300 High Definition (TPE-5300D-HD) Livescan System Bill of 
Materials 

TPE-5300D-HD TouchPrint 5300 1000 ppi high definition desktop palm, slap, and 
roll live scan system w/ flat panel monitor. Includes: TouchPnnt-
5300 scanner, TouchPrint Enterprise Application Software with 
slap to roll matching & desktop PC runmng Windows. 

(includes 24/7 on-site warranty) 

TPE-COMX-SMTPE Electronic Fingerprint Records Transmission via SMTP over 
TCP/I 

TPE-COMX-RMPOP3 Touch Print Enterprise POP3 Service provides POP3 services for 
the Enterprise platform. This functionality is needed when devices 
need to retrieve mail messages from the Enterprise system usmg 
POP3. 

TPE-CSTX-CAORG Orange County, CA Customization Software 

TPE-CSTX-CAORGP ALM Orange County, CA Palm Capture Customization Software 

TPE-PRT-DUP FBI Certified Duplex Printer 

(includes 24/7 on-site warranty) 

TPE-SWOX-DIXML 

TPE-HWOX-DIGCAP 

TP-HWOX-DIGCAPC 

TPE-HWOX-IDRDR 

TP-IAT-2DA Y 
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Demographic Interface (DI) that allows XML files to be imported 
mto the Livescan 

Digital photo capture - digital capture components for TouchPrint 
Enterprise Software. Digital camera will be the Canon EOS Rebel 
TS digital camera digital camera, USB extension cable Canon 
EOS Rebel T5 digital camera AC adapter 

(includes 24/7 on-site warranty) 

Tripod and backdrop for desktop digital capture system. A Bogen 
or equivalent tripod will be supplied that will allow the camera to 
be at least 5 feet above the floor or when legs are collapsed and 
standing on a table the camera will be 2 feet above the surface of 
the table; also supplied 18% gray backdrop 4' x 4 ' in size 

Driver's license and other ID magnetic stripe reader 

Installation and Training; Two Day: Standard two day on-site 
mstallation and training services. Includes one day of installation 
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and one day of training. Training includes Configuration 
Management Software tools. 
Training day is for Operators (up to 6 people per session) and for 
Supervisors and Administrators (up to 15 people per session). 

Freight Packaging, Shipping and Handling

This shall include the firstyearof24/7 Warranty. 
Price per system is: $19,795 
S Systems X $19,795: $98,975 
Annual Maintenance after 1st year Warranty Expires 

• 24/1 Maintenance Coverage per System: $4,3S0

• 5 Systems X $4,350: $21,750

The County shall not be charged for site surveys and drawings. 

Cost Units Total 
Initial Contract $1,083,954 1 $1,083,954 
1 year $247,954 I $247,954 
sustainment 
after 111 year 
warranty 
expires 
Add(6) $22,325 6 $133,950 
booking 
stations (RAN 
approved 
2/16/17) 
Add upto6 $22,325 6 $133.950 
more booking 
stations in 3 
years 
24x7 support $4,500 12 $54,000 
for added 
booking station 
Preventative $262 36 $9432 

Maintenance 
for added 
booking 
stations 

3year 
Contract Sl,663,240 

Total 

Contract total value shall not exceed $1,663,240 for the Initial three-year term. 

2. Payment Terms
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Invoices are to be submitted in arrears, unless otherwise directed in tms Contract, upon the 
satisfactory completion and acceptance of commodity/services in accordance with Parasraph 
F, Acceptance/Payment. 

Contractor shall reference Contract number on invoice. Payment will be net thirty (30) days 
after receipt of an invoice in a format acceptable to County and verified and approved by the 
Sheriff-Coroner Department and subject to routine processing requirernents. The 
responsibility for providing an acceptable invoice rests with Contractor. 

Billing shall cover services and/or goods not previously invoiced. Contractor shall reimburse 
County for any monies paid to Contractor for goods or services not provided or when goods 
or services do not meet the Contract requirements. Payments made by County shall not 
preclude the right of County ftom thereafter disputing any items or services involved or billed 
under this Contract and shall not be construed as acceptance of any part of the goods or 
services. 

3. Invoicing Instructions:

Payments and/or invoices are to be sent to:

County of Orange
Sheriff-Coroner/Crime Lab Department
320 N. Flower St., 5'lh Floor
Santa Ana, CA 92703
Attn: Maria Manriquez
Ph: 714-834-6301

Contractor will provide an invoice for services rendered. not more frequently than monthly.
Each invoice will have a number and shall include the following information:

1. Contractor's name and address
2. Contractor's remittance address
3. County Contract number
4. Contractor•s Tax I.D. number
S. Date of Order
6. Product description, quantity, prices
7. Sales tax, if applicable
8. Brief description of services

4. Year End and Final In.voices

At the end of each term of the Conttact, and upon final termination, Contractor shall submit
final invoices for services rendered or goods accepted by County under the Contract tcnn
(typically one year) within ninety {90) days. For example, if the tenn of a Contract ends, or
the Contract expires without being renewed on June 301b, any and an invoices for services
rendered or goods accepted by County during the preceding term of the Contract shall be
submitted to County on or before September 28. In the event the ninetieth (90111) day falls on
a weekend or County holiday. the deadline for submission of invoices shall be extended to
the next business day. County holidays include New Year's Day. Martin Luther King Day,
President Lincoln's Birthday, Presidents' Day, Memorial Day, Independence Day, Labor
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Day, Columbus Day, Veterans Day, Thanksgiving Day, Friday after Thanksgiving, and 
Christmas Day. 

Contractor's failure to submit Invoices punuant to the deadDnes established herein may 
be deemed a breach and shall be a basis for tbe County to refuse payment. 

File Folder cuot17S4 

McnphoTtllSI USA, LLC OBA MT USA, LLC 

Attachment A 

Page 145 of 145


	5-31-24 amend no 8.pdf
	Executed Amendment Number Seven MA-060-18010732 Idemia Identity and Security USA LLC
	Attachment A - Amendment Number Six to Contract MA-060-18010732
	Amendment Number Six MA-060-18010732 Idemia Identity and Security USA LLC_Vendor and CoCo Signed
	Executed Amendment Number Five MA-060-18010732 - Idemia Identity  Security USA LLC
	Orange County Amend No. 5 Sig Page 2022_08_11.pdf

	Executed Amendment No. 4 to MA-060-18010732
	Executed Amendment #3
	Executed Amendment # 2
	Executed Amendment #1
	Original Contract to MA-060-17011259




