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File Folder: 2229602 

Contract MA-042-MA-042-22011557 
Amendment No. 3 

Oppty A7LJHW 
 

 

AMENDMENT NO. 3 
TO 

CONTRACT NO. MA-042-22011557 
FOR 

ELECTRONIC HEALTH RECORD MAINTENANCE, SUPPORT AND REMOTE HOSTING 
SERVICES 

 This Amendment (“Amendment No. 3”) to Contract No. MA-042-22011557 for Electronic 
Health Record Maintenance, Support and Remote Hosting Services is made and entered into upon full 
execution by the Parties (“Effective Date”) between Cerner Corporation, a Delaware For-Profit 
Corporation (“Contractor”), with a place of business at 8779 Hillcrest Road, Kansas City, MO 64138, 
and the County of Orange, a political subdivision of the State of California (“County”), through its Health 
Care Agency, with a place of business at 405 W. 5th Street, Suite 600, Santa Ana, CA 92701.  Contractor 
and County may sometimes be referred to individually as “Party” or collectively as “Parties”. 

RECITALS 

WHEREAS, the Parties executed Contract No. MA-042-22011557 for Electronic Health Record 
Maintenance, Support and Remote Hosting Services, effective July 1, 2022, through June 30, 2025, for a 
maximum obligation of $15,864,933.79 (“Contract”); and 

WHEREAS, the Parties executed Amendment No. 1 to the Contract to amend Article V. Payments 
and Article XII.B. Shared Computing Services of Exhibit A of the Contract; to add Article I.G. Disaster 
Recovery Scope of Use Expansion and Article I.H. Application Management Services Scope of Use Limits 
to Exhibit B of the Contract; and to amend Article V. Equipment Maintenance and Support Inventory of 
Exhibit F of the Contract; and 

WHEREAS, the Parties executed Amendment No. 2 to the Contract to increase the maximum 
obligation by $390,000, for a revised maximum obligation of $16,254,933.79, and to amend Article V. 
Payments of Exhibit A of the Contract; and 

WHEREAS, the Parties now desire to enter into this Amendment No. 3 to renew contract for two-
years, to amend Article V. Payments of Exhibit A of the Contract, and to amend Exhibit F of the Contract 
for County to continue receiving and Contractor to continue providing the services set forth in the Contract. 

NOW THEREFORE, Contractor and County agree to amend the Contract as follows: 

1. The Contract is renewed for a period of two (2) years, effective July 1, 2025, through June 30,
2027, in the amount not to exceed $9,294,102 for this renewal period, for a new total amount
not to exceed $25,549,035.79; on the amended terms and conditions.

2. Amend the Agreement by deleting Exhibit D, I. High Technology Escrow Agreement in its entirety.

3. Amend Exhibit G, Section E, Data Security Requirements, subsection 2.a, Workstation/Laptop
Encryption by replacing subsection 2.a with the following:
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“All workstations and laptops that store PHI COUNTY discloses to CONTRACTOR or 
CONTRACTOR receives, stores, or transmits on behalf of COUNTY either directly or 
temporarily must be encrypted. The encryption algorithm must be compliant with a current or 
active version of FIPS 140 Security Requirements for Cryptographic Modules.” 

 
4. Amend Exhibit G, Section E, Data Security Requirements, subsection 2.f, Patch Management, by 

replacing subsection 2.f with the following: 
 
“Workstations, laptops and other systems that process and/or store PHI COUNTY discloses to 
CONTRACTOR or CONTRACTOR receives, stores, or transmits on behalf of COUNTY must 
have critical security patches applied, with system reboot if necessary. There must be a documented 
patch management process which determines installation timeframe based on risk assessment and 
vendor recommendations. At a maximum, critical patches must be installed within thirty (30) days 
after the time that a patch becomes available, and security testing has been completed and risk or 
COUNTY compatibility approvals have been obtained. Applications and systems that cannot be 
patched due to operational reasons must have compensatory controls implemented to minimize 
risk, where possible.” 

 

5. Amend the beginning of section Exhibit G., Section E.  Data Security Requirements, subsection 
2.g.User IDs and Password Controls with the following: 
 

“All users must be issued a unique user name for accessing PHI COUNTY discloses to 
CONTRACTOR or CONTRACTOR receives, stores, or transmits on behalf of COUNTY.  Access 
must be promptly disabled, deleted, or the password changed upon the transfer or termination of an 
employee with knowledge of the password.  Passwords are not to be shared.  Passwords must be at 
least eight characters with multi-factor authentication (MFA) and must be a non-dictionary 
word.  Passwords must not be stored in a readable format on the computer.   Passwords must be 
changed according to CONTRACTOR’s policies.” 
 

6. Amend Exhibit G, Section E. Data Security Requirements, subsection 2.d. Removable Media Devices 
with the following: 
 

“Electronic files that contain PHI COUNTY discloses to CONTRACTOR or CONTRACTOR  
receives, stores, or transmits on behalf of COUNTY must be encrypted when stored on any 
removable media or portable device (i.e. USB thumb drives, floppies, CD/DVD, Blackberry, 
backup tapes etc.).The encryption algorithm must be compliant with a current or active version of 
FIPS 140 Security Requirements for Cryptographic Modules.” 
 

7. Amend Exhibit G, Section E. Data Security Requirements, subsection 2.m. Transmission Encryption 
by replacing the first sentence with the following: 
 

“m. Transmission Encryption.  All data transmission of PHI COUNTY discloses to 
CONTRACTOR or CONTRACTOR receives, stores, or transmits on behalf of COUNTY outside 
the secure internal network must be encrypted. The encryption algorithm must be compliant with 
a current or active version of FIPS 140 Security Requirements for Cryptographic Modules.  

8. Amend Exhibit H, Section I. Personal Information and Privacy Security, subsection A.8 by replacing 
the first sentence with the following: 
 

“8. “Security Incident is defined in accordance with 45 CFR § 164.304. 
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9. Amend Exhibit H by deleting Attachments 1 and 2. COUNTY acknowledges that CONTRACTOR has 

entered into an agreement with the Social Security Administration (SSA) for the exchange of 
information between SSA and CONTRACTOR and such agreement will govern the exchange of such 
information as it relates to the Services provided pursuant to the Contract. CONTRACTOR shall 
maintain the agreement with the Social Security Administration (SSA) for the exchange of information 
between SSA and CONTRACTOR and such agreement will govern the exchange of such information 
as it relates to the Services provided pursuant to the Contract 

 
10. Amend Exhibit I, Section 3, Encryption, by replacing the second bullet point with the following:  

 
“All data transmissions must be encrypted. The encryption algorithm must be compliant with 
a current or active version of FIPS 140 Security Requirements for Cryptographic Modules.” 

 
11. Amend Exhibit I, Section 3, Encryption, by replacing the third bullet point with the following: 

 
“All electronic files, where applicable, that contain COUNTY data must be encrypted when stored on 
any removable media or portable device (USB drives, CD/DVD, mobile phones, backup tapes). The 
encryption algorithm must be compliant with a current or active version of FIPS 140 Security 
Requirements for Cryptographic Modules. ” 
 

12. Amend Exhibit I, by amending Section 7, Audit Capabilities, by replacing the sixth bullet with “The 
application must meet OCHCA record retention policies. Currently OCHCA requires that this 
period be at least six years from the time the record was initiated.” 
 

13.  Amend Exhibit I, by amending Section 11, Cloud Solutions, fifth bullet, Patch Management, by 
replacing the fifth bullet in its entirety with the following: 

 
“Workstations, laptops and other systems that process and/or store PHI COUNTY discloses to 
CONTRACTOR or CONTRACTOR receives, stores, or transmits on behalf of COUNTY must 
have critical security patches applied, with system reboot if necessary. There must be a documented 
patch management process which determines installation timeframe based on risk assessment and 
vendor recommendations. At a maximum, critical patches must be installed within thirty (30) days 
after the time that a patch becomes available, and security testing has been completed and risk or 
COUNTY compatibility approvals have been obtained. Applications and systems that cannot be 
patched due to operational reasons must have compensatory controls implemented to minimize 
risk, where possible.” 

 
 

14.  Amend Exhibit I, by amending Section 11, Cloud Solutions, seventh bullet, Risk Assessment, by 
replacing the last sentence of the fifth bullet with the following: 
 

“Upon request, Application Service Provider will provide a penetration testing attestation letter 
with COUNTY that outlines the scope of the assessment and reports the total number of critical, 
high, and medium exploitable vulnerabilities identified.  Upon request, the Application Service 
Provider will share their assessment, or provide an attestation letter that outlines the scope of the 
assessment and confirm the remediation of their critical findings.” 
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15. Amend Exhibit I, by amending Section 12, Policies, Data Management Security Policy, fourth bullet, 
Data Management Security Policy, by deleting the words “include check-in, check-out” immediately 
following the words “at a minimum,” and preceding the words “copy control” in the last sentence. 
 

16. Amend Exhibit I, by amending Section 17, IT Security Compliance and Training, by adding the word 
“Vendor” in the first sentence immediately following the words “employees comply with” and 
preceding the words “security policies” in the first sentence. 
 

17. Amend Exhibit I, by amending Section 17, IT Security Compliance and Training, fourth bullet of the 
fifth paragraph, by adding the words “when such violation allows unauthorized access or other security 
breach” to the end of the sentence that begins “Document details…” 

 
18. Exhibit A, Article V. Payments, of the Contract is deleted in its entirety and replaced with the following: 

 
V.  Payments 

 
A. BASIS FOR REIMBURSEMENT – As compensation to CONTRACTOR for the 

Services described in this Exhibit A, and in Exhibits B and F of this Agreement, which 
amount shall be inclusive of applicable sales tax, COUNTY shall pay CONTRACTOR 
monthly in arrears; provided, however, that the total of such payments shall not exceed 
the COUNTY’s Maximum Obligation per period.  The actual monthly amount paid to 
CONTRACTOR shall be determined by the Equipment, Licensed Software, and 
Sublicensed Software inventories set forth in Exhibits B and F of this Agreement, 
which may be amended, in writing, by mutual agreement of the Parties. 
 

Service 2025-2026 2026-2027 Total 

Licensed Software Support Services 
   

1,074,782.49  
   

1,074,782.49  
   

2,149,564.98  

Recurring Services Cloud Subscriptions 
   

480,961.57  
   

480,961.57  
   

961,923.14  

Recurring Services - License Subscriptions 
   

59,258.76  
   

59,258.76  
   

118,517.52  

Sublicensed Software Support Service 
   

4,762.80  
   

4,762.80  
   

9,525.60  

Equipment Support Services 
   

1,671.60  
   

1,671.60  
   

3,343.20  

Managed Services 
   

1,242,000.00  
   

1,242,000.00  
   

2,484,000.00  

Application Management Services 
   

587,586.84  
   

587,586.84  
   

1,175,173.68  

Recurring Services  
   

185,410.08  
   

185,410.08  
   

370,820.16  

EDI 
   

39,614.40  
   

39,614.40  
   

79,228.80  

Unforeseen and future year CPI  (Optional)   
   

250,000.00  
   

410,000.00  
   

660,000.00  
Professional Services Time and Materials Funding (internal HCA reference 
only) 

   
677,141.25  

   
604,863.28  

   
1,282,004.53  

GRAND TOTAL 
   

4,603,189.79  
   

4,690,911.82  
   

9,294,101.61  
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Description 
Percent (%) Of  
Total Due Payment Due 

Software Support 100% Monthly in arrears beginning July 1, 2025 

Subscription Services 100% Monthly in arrears beginning July 1, 2025 

Application Services 100% Monthly in arrears beginning July 1, 2025 

Shared Computing Services 100% Monthly in arrears beginning July 1, 2025 

Transaction Services 100% Monthly in arrears beginning July 1, 2025 

Sublicensed Software Maintenance 100% Monthly in arrears beginning upon shipment 

Recurring Professional Services 100% Monthly in arrears beginning July 1, 2025 

Application Management Services 100% Monthly in arrears beginning July 1, 2025 

Managed Services 100% Monthly in arrears beginning July 1, 2025 

 

 

2. The above listed amounts may be amended, in writing, by mutual agreement of the 
Parties as necessary throughout the term of the Agreement based upon amendment, in writing, by mutual 
agreement of the Parties, of the inventories set forth in Exhibits B and F of the Agreement. 

  3. The amounts referenced in Subparagraph V.A.1. above, shall be deemed payment 
in full for Support Services and Maintenance fees for all Equipment, Sublicensed Software, Licensed 
Software, Subscriptions, Term Licensed Software, Shared Computing Services, Managed Services, 
Application Service Providers, and Transaction Services purchased through CONTRACTOR and in First 
Productive Use as of the date of execution through the termination date, as such dates are identified in the 
Referenced Contract Provisions Paragraph of the Agreement. 

  4. Both parties agree that should COUNTY receive any computer software purchased 
from CONTRACTOR and/or CONTRACTOR’s Subsidiaries electronically, these transactions are sales 
tax exempt under California Code Regulation 1502 (f) (1) (D). 

 B. PAYMENT METHOD 

  1. CONTRACTOR shall submit a single invoice per month, in arrears, per category 
as follows:  Licensed Software Support, Equipment Maintenance, Subscription Services, Application 
Services Provider (ASP) and Shared Computing Services, Managed Services, Application Management 
Services, Transaction Services (with the exception of any overage charges that may apply), and Sublicensed 
Software Maintenance. 

 

AS-INCURRED FEES 

Description 
Percent (%) Of  
Total Due Payment Due 

Transaction Services Usage Fees 100% Monthly in arrears 

Professional Services:  Fee for Service 100% Monthly in arrears 
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  2. COUNTY shall pay CONTRACTOR upon receipt of a properly completed 
invoice, in arrears, within thirty (30) calendar days following the end of each coverage month.  
CONTRACTOR’S billings shall be on a form approved or supplied by ADMINISTRATOR and provide 
such information as is required by ADMINISTRATOR. 

 C. All billings to COUNTY shall be supported, at CONTRACTOR’S facility, by source 
documentation including, but not limited to, ledgers, journals, time sheets, invoices, bank statement, 
canceled checks, receipts, receiving records, and records of service provided. 

 D. ADMINISTRATOR may withhold or delay any payment due CONTRACTOR if 
CONTRACTOR fails to comply with any material provision of this Agreement; provided, however, 
CONTRACTOR has been given written notice of the alleged breach and has failed to cure the alleged 
breach within thirty (30) calendar days. 

 E. CONTRACTOR shall not claim reimbursement for services provided beyond the 
expiration and/or termination of the Agreement, except as may otherwise be provided under this 
Agreement. 

 F. CONTRACTOR shall be responsible for providing acceptable invoices to 
ADMINISTRATOR for payment and obtaining prior approvals as required herein.  Incomplete or incorrect 
invoices shall be returned to CONTRACTOR for correction.  Documentation, including but not limited to 
copies of receipts, shall be required by ADMINISTRATOR along with the supporting invoices. 

 G. County shall pay all Equipment, Licensed Software, Sublicensed Software and Support 
Services, monthly Maintenance and Support fees for each prospective year, beginning July 1 of each year, 
in which the Agreement shall be in effect, after the parties review and mutually agree, in writing, on the 
Equipment, Licensed Software, Sublicensed Software and Support Services inventory for which Support 
and Maintenance will be provided in the next fiscal year, including the costs of said Support and 
Maintenance, from July 1 and extending through June 30.  The Parties agree that costs associated with the 
purchase of additional equipment, licensed software, sublicensed and/or software Support Services, and 
corresponding maintenance, may be included in the inventory to be authorized and expended at sole 
discretion of ADMINISTRATOR, as referenced in Subparagraphs V.A.1.a.1., V.A.1.a.2., V.A.1.a.7., 
V.A.1.b.6., V.A.1.b.7.a., V.A.1.b.7.b., V.A.1.c.1., V.A.1.c.2., V.A.1.c.7., and V.A.2.. 

 H. COUNTY acknowledges and agrees that CONTRACTOR may assign its interest in or 
otherwise grant a security interest in payments due pursuant to this Agreement in whole or in part to an 
assignee.  COUNTY shall acknowledge every such assignment or granting of a security interest as shall be 
designated by written notice given by CONTRACTOR to COUNTY.  CONTRACTOR will continue to 
perform its obligations under this Agreement to COUNTY following such assignment or granting of a 
security interest.” 

19. Exhibit F of the Contract is deleted in its entirety and replaced with the following: 
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County of Orange, Health Care Agency 
File Folder: 2229602 

 

Contract MA-042-MA-042-22011557 
Amendment No. 3 

Oppty A7LJHW 
 

 

 
B. CONTRACTOR and ADMINISTRATOR may mutually agree, in writing, to add or remove items from 
the above listed Equipment, Licensed Software, Sublicensed Software, Subscriptions, Managed Services, 
Shared Computing Services, Application Service Providers, Application Management Services, and 
Transaction Services Inventory during the term of the Agreement as necessary.   
  1. Should any additions cause an increase in cost to COUNTY that would exceed the Maximum 
Obligation of the Agreement; the Parties acknowledge that such an increase will only be effect upon 
approval of the Orange County Board of Supervisors for said increase in funding through an Amendment 
to the Agreement. 
  2. Should any removal of items, with the exception of any sublicensed software, third party 
equipment or transaction services, create a balance owed to COUNTY by CONTRACTOR, 
CONTRACTOR agrees to retain such amount, only for the duration of any single period under the 
Agreement, as a credit to COUNTY that may be used to offset any increase in costs due to the addition of 
an item or items during each individual period.  Both Parties agree that any costs, credits, overpayments, 
underpayments during any single period shall be settled by, mutual agreement of the Parties, within one 
hundred and twenty (120) calendar days from the end of any single period.  Both Parties further agree that 
any credit balance owed COUNTY upon the termination of the Agreement must be returned to COUNTY 
by CONTRACTOR and may not be used towards any similar costs of any future agreement.” 

 

5. In all other respects, the Contract remains unchanged. 

This Amendment No. 3 modifies the Contract, including all previous amendments, only as expressly set 
forth herein. Wherever there is a conflict in the terms and conditions between this Amendment No. 3 and 
the Contract, including all previous amendments, the terms and conditions of this Amendment No. .3 
prevail. In all other respects, the terms and conditions of the Contract, including all previous amendments, 
not specifically changed by this Amendment No. 3, remain in full force and effect.  
 

SIGNATURE PAGE FOLLOWS  

Attachment A

HCA ASR 24-000460 Page 13 of 15



County of Orange, Health Care Agency 
File Folder: 2229602 

 

Contract MA-042-MA-042-22011557 
Amendment No. 3 

Oppty A7LJHW 
 

 

SIGNATURE PAGE 
 
N WITNESS WHEREOF, the Parties have executed this Amendment No. 3.  If Contractor is a corporation, 
Contractor shall provide two signatures as follows: 1) the first signature must be either the Chairman of the 
Board, the President, or any Vice President; 2) the second signature must be either the Secretary, an 
Assistant Secretary, the Chief Financial Officer, or any Assistant Treasurer.  In the alternative, a single 
corporate signature is acceptable when accompanied by a corporate resolution or by-laws demonstrating 
the legal authority of the signature to bind the company. 

Contractor:  Cerner Corporation 

   
Print Name  Title 

 
   
Signature  Date 

 
 
   
Print Name  Title 

 
   
Signature  Date 

 
 

 
County of Orange, a political subdivision of the State of California 
 
Purchasing Agent/Designee Authorized Signature: 
 
  Deputy Purchasing Agent 
Print Name  Title 

 
   
Signature  Date 

 

Approved as to Form 
Office of the County Counsel 
County of Orange, California 
 
 
 
Brittany McLean  
County Counsel                                           Signature                                                Date  
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County of Orange, Health Care Agency 
File Folder: 2229602 

 

Contract MA-042-MA-042-22011557 
Amendment No. 3 

Oppty A7LJHW 
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